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he creation of the Department of Homeland Security (DHS) is one of the most significant

transformations in the Federal Government in decades, establishing a department

whose first priority is to protect the nation against terrorist attacks. Within the DHS, the
Directorate of Emergency Preparedness and Response (EP&R) is focused on ensuring that our
nation is prepared for catastrophes, including both natural disasters and terrorist assaults.
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physical damage to buildings, related infrastructure, and people caused by terrorist assaults.

The comprehensive approach to understanding how to improve security in high occupancy
buildings will better protect the nation from potential threats by identifying key actions and design
criteria to strengthen our buildings from the forces that might be anticipated in a terrorist assault.
It is important to note that many of the methodologies in this publication have been adapted
from other government sources and modified to meet the mission of the DHS. This allows for the
effective transfer of decades of federal and Department of Defense research and experience to the

broader building science community.
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FOREWORD AND ACKNOWLEDGMENTS

BACKGROUND

The Federal Emergency Management Agency (FEMA) developed
this Reference Manual to Mitigate Potential Terrorist Attacks Against
Buildings to provide needed information on how to mitigate the
effects of potential terrorist attacks. The intended audience in-
cludes the building sciences community of architects and engineers
working for private institutions, and state and local government
officials working in the building sciences community. The manual
supports FEMA’s Mission (Lead America to prepare for, prevent, re-
spond to, and recover from disasters) and the Strategic Plan’s Goal 3
(Prepare the Nation to address the consequences of terrorism), all of
which will be done within the all-hazards framework and the needs of

Homeland Security.

The building science community, as a result of FEMA'’s efforts, has
incorporated extensive building science into designing and con-
structing buildings against natural hazards (earthquake, fire, flood,
and wind). To date, the same level of understanding has not been
applied to manmade hazards (terrorism/intentional acts) and tech-
nological hazards (accidental events). Since September 11, 2001,
terrorism has become a dominant domestic concern. Security can no
longer be viewed as a standalone capability that can be purchased as
an afterthought and then put in place. Life, safety, and security issues
must become a design goal from the beginning.

OBJECTIVE AND SCOPE

The objective of this manual is to reduce physical damage to struc-
tural and non-structural components of buildings and related
infrastructure, and also to reduce resultant casualties during conven-
tional bomb attacks, as well as attacks using chemical, biological, and
radiological (CBR) agents. Although the process is general in nature
and applies to most building uses, this manual is most applicable
for six specific types of facilities:

O Commercial office facilities
O Retail commercial facilities

O Light industrial and manufacturing facilities
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O Health care facilities
O  Local schools (K-12), and

O Higher education (university) facilities

The processes and measures may not generally be economical or
applicable to lighter density occupancies, such as single-family
homes. More intense occupancies (e.g., industrial facilities) have
already been addressed in most cases.

This is one of a series of publications that address security issues
in high-population, private sector buildings. This document is the
foundation of the Building Vulnerability Design Against Terrorist At-
tacks Training Course (FEMA 438).

The purpose of this manual is to provide guidance to the
building sciences community working for private institutions. It
presents tools to help decision-makers assess the performance of
their buildings against terrorist threats and to rank recommen-
dations. It is up to the decision-makers to decide which types of
threats they wish to protect against and to determine their level
of risk to each threat. Those decision-makers who consider their

buildings to be at high risk can use this guidance as necessary.
The information contained in this document is:
O not mandatory

O not applicable to all buildings

O not applicable when it interferes with other hazards such
as fire

This manual presents incremental approaches that can be imple-
mented over time to decrease the vulnerability of buildings to
terrorist threats. Many of the recommendations can be imple-
mented quickly and cost-effectively.
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ASSUMPTIONS

The information provided herein builds upon the synergies
between the mitigation measures for natural hazards and man-
made hazards. For example, seismic standards for non-structural
building components are beneficial against the explosive blast of
conventional bombs. Hurricane window design, especially against
flying debris, applies also to explosive blast. Landscaping for
mitigation against wildfires improves detection of placed devices.
Ventilation system design against airborne biological, chemical,
and radiological agents also works for similar hazardous mate-
rial releases, whether intentional or accidental. Assessing threat,
vulnerability, and risk may be complicated when comparing
natural against manmade hazards. A natural hazard refers to a
natural event such as a flood, wind, or seismic disaster. Historical
data have been used by FEMA and other agencies/organizations
to economically quantify the risk for natural hazards. Manmade
hazards include technological hazards and terrorism and they
are distinct from natural hazards primarily in that they originate
from human activity. Technological hazards are assumed to be
accidental and that their consequences are unintended. There is
limited discussion of technological hazards in this document. For
manmade hazards, the threat and likelihood of occurrence are
less well defined and the associated vulnerabilities have many con-

siderations that impact making good risk management decisions.

ORGANIZATION AND CONTENT OF THE
MANUAL

This manual contains many how-to aspects based upon current
information contained in FEMA, Department of Commerce,
Department of Defense (including Army, Navy, and Air Force),
Department of Justice, General Services Administration, De-
partment of Veterans Affairs, Centers for Disease Control and
Prevention/National Institute for Occupational Safety and
Health, and other publications. It is intended to provide an
understanding of the current methodologies for assessing threat/
hazard, vulnerability, and risk, and the design considerations
needed to improve protection of new and existing buildings and

the people occupying them. As needed, this manual should be
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supplemented with more extensive technical resources, as well as
the use of experts when necessary.

O Chapter 1 presents selected methodologies to integrate
threat/hazard, asset value, and vulnerability assessment
information. This information becomes the input for
determining relative levels of risk. Higher risk hazards require
mitigation measures to reduce risk. The chapter also provides
an assessment checklist that compiles many best practices
(based upon current technologies and scientific research) to
consider during the design of a new building or renovation of
an existing building. The checklist can also be used to assess
the vulnerability of existing buildings within the context of
the defined threats.

O Chapter 2 discusses architectural and engineering design
considerations (mitigation measures), starting at the
perimeter of the property line, and includes the orientation
of the building on the site. Therefore, this chapter covers
issues outside the building envelope.

O Chapter 3 provides the same considerations for the building — its
envelope, systems, and interior layout.

O Chapter 4 provides a discussion of blast theory to understand
the dynamics of the blast pressure wave, the response of
building components, and a consistent approach to define
levels of protection.

O Chapter 5 presents CBR measures that can be taken to
mitigate vulnerabilities and reduce associated risks for these
terrorist tactics or technological hazards.

O Appendices A, B, and C contain acronyms, general

definitions, and CBR definitions, respectively.

O Appendix D describes electronic security systems and design

considerations.
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O Appendices E and F present a comprehensive bibliography of
publications, and the associations and organizations capturing
the building security guidance needed by the building

sciences community, respectively.
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ASSET VALUE, THREAT/HAZARD, VULNERABILITY, AND RISK

itigating the threat of terrorist attacks against high

occupancy buildings is a challenging task. It is dif-

ficult to predict how, why, and when terrorists
may attack. Many factors must be considered in creating a safe
building environment. This chapter presents several methodolo-
gies for architects and engineers to quantify risk and to identify
the most effective mitigation measures to achieve a desired level
of protection against terrorist attacks at an acceptable cost. The
methodologies presented herein can be used for new buildings
during the design process, as well as for existing buildings under-
going renovation. Sections 1.1 to 1.5 will discuss the assessment
process, asset value assessment, threat/hazard assessment, vulner-
ability assessment, risk assessment, and risk management to help
architects and engineers identify the best and most cost-effective
terrorism mitigation measures for each building’s unique security
needs. Section 1.6 presents the Building Vulnerability Assessment
Checklist to support the assessment process.

One of the primary objectives of this manual is to establish a
common framework of terminology and the transfer of design
concepts that have been in use by the United States (U.S.) De-
partment of Defense (DoD), military services, the Department of
State (DOS), and the General Services Administration (GSA) to
commercial practice. The beginning point is to establish a basis
for design by identifying the threat or hazard to be designed
against. Within the military services, intelligence community, and
law enforcement, the term “threat” is typically used to describe
the design criteria for terrorism or manmade disasters. Within the
Federal Emergency Management Agency (FEMA) and other civil
agencies, the term “hazard” is used in several different contexts.
“Natural hazard” typically refers to a natural event such as a flood,
wind, or seismic disaster. “Human-caused (or manmade) hazards”
are “technological hazards” and “terrorism.” These are distinct
from natural hazards primarily in that they originate from human
activity. Furthermore, “technological hazards” are generally
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assumed to be accidental and that their consequences are unin-
tended. For the sake of simplicity, this manual will use the terms
“threat” and “hazard” when referring to terrorism and manmade

disasters, respectively.

Terrorism and physical attacks on buildings have continued to
increase in the past decade. The geographical isolation of the
United States is not a sufficient barrier to prevent an attack on
U.S. cities and citizens. Figures 1-1 and 1-2 demonstrate the far-
reaching incidents and diverse natures and targets of recent
terrorist attacks.

il |
(it

1I1

Figure 1-1 Recent acts of terrorism (clockwise left to %
right, U.S. Pentagon, Arlington, VA; World %
Trade Center, New York, NY; Murrah 2
Federal Building, Oklahoma City, OK)
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SOURCE: DEPARTMENT OF STATE PATTERNS OF GLOBAL TERRORISM 2002
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attacked in 2002

Design of buildings to survive natural hazards is a concept that

is well understood by the design community. Many years of his-

torical and quantitative data, and probabilities associated with

the cycle, duration, and magnitude of natural hazards exist. Con-

versely, design of buildings that can

survive the threat and impact

of a terrorist attack is based on qualitative factors that evaluate

organization requirements, recovery efforts and impacts, and loss

Total facilities struck by international terrorist attacks in 1997-2002 and total facilities
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of personnel and infrastructure, but have no predictable period
of recurrence or damage probability. Terrorist attacks are often

categorized as low probability, but potentially high consequence,
events. Building designs must include physical security measures

as an integral part of the design process.

This chapter presents selected methodologies to determine asset
value, analyze the threat/hazard, and evaluate vulnerabilities to
complete the risk assessment. These elements of information
become the input for determining relative levels of risk. Higher
risk hazards may require more complex mitigation measures to
reduce risk. Mitigation measures are conceived by the design
professional and are best incorporated into the building ar-
chitecture, building systems, and operational parameters, with
consideration for life-cycle costs.

In order to create a safe environment, many factors must be con-
sidered. Figure 1-3 depicts the assessment process presented in
this document to help identify the best and most cost-effective
terrorism mitigation measures for a building’s own unique secu-
rity needs. The first part of the assessment process identifies the
value of a building’s assets (described in Section 1.1) that need to
be protected. The second step is to conduct a threat assessment
wherein the threat or hazard is identified, defined, and quanti-
fied (see Section 1.2). For terrorism, the threat is the aggressors
(people or groups) that are known to exist and that have the capa-
bility and a history of using hostile actions, or that have expressed
intentions for using hostile actions against potential targets, as
well as on whom there is current credible information on tar-
geting activity (surveillance of potential targets) or indications of
preparation for terrorist acts. The capabilities and histories of the
aggressors include the tactics they have used to achieve their ends.

After conducting a threat assessment, the next step is to conduct a
vulnerability assessment (see Section 1.3). A vulnerability assessment
evaluates the potential vulnerability of the critical assets against a
broad range of identified threats/hazards. In and of itself, the vul-
nerability assessment provides a basis for determining mitigation
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Asset Value Cost Anlysis Analyze how mitigation

Assessment « m.’q«)mmm\ options affect asset criticality

(Section 1.1) and ultimately risk

i
A\ . : .
Vulnerability . _ Identify ' Decision ;
Risk Assessment 8 (Risk Management)
(Section 1.5)

Assessment ; ¢« Mitigation Options
(Section 1.3) \ . (Section 1.4) 4 (Chapters 2 and 3)

Analyze how mitigation
options change vulnerability
and ultimately risk

Threat /Hazard
Assessment
(Section 1.2)

Benefits Analysis

Figure 1-3 The assessment process model

measures for protection of the critical assets. The vulnerability as-
sessment is the bridge in the methodology between threat/hazard,
asset value, and the resultant level of risk.

The next step of the process is the risk assessment (see Section 1.4).
The risk assessment analyzes the threat, asset value, and vulnerability
to ascertain the level of risk for each critical asset against each ap-
plicable threat. Inherent in this is the likelihood or probability of
the threat occurring and the consequences of the occurrence. Thus,
a very high likelihood of occurrence with very small consequences
may require simple low cost mitigation measures, but a very low
likelihood of occurrence with very grave consequences may require
more costly and complex mitigation measures. The risk assessment
should provide a relative risk profile. High-risk combinations of as-
sets against associated threats, with identified vulnerability, allow

prioritization of resources to implement mitigation measures.

When starting the design process for any new building or the ren-
ovation of an existing one, various owner, statutory, and building
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use inputs are required. These inputs must be integrated to en-
sure that mandatory building code requirements are met, the
building will meet the owner’s functional needs, and natural and
manmade hazards are mitigated to an acceptable level. In some
cases, mitigation measures to enhance security may be in conflict
with other design intentions. The assessment process helps to
ensure an understanding of risk, so that it can be consciously ad-
dressed within the design process with available resources.

For natural hazards (earthquakes, grassland and forest fires,
floods, and winds) and building fire hazards (technological ac-
cidents), information is available in building codes, industry
standards, and FEMA guidelines. For manmade hazards, the
suggested course of action is less well defined. The United States
has not yet developed building standards similar to those of the
United Kingdom, which has a greater history of contending with
repeated terrorism on its home soil. Helpful information may
be found in a strategic plan or a site master plan, or it may have
to be developed during initial design through interviews with
building owners, staff, occupants, utility companies, local law en-
forcement, and others.

There are many tools and techniques available to the designer
for the development of new building designs, the renovation of
existing buildings, and mitigation of vulnerabilities. Advances
in commercial satellite imagery, Geographic Information Sys-
tems (GIS) (see Figures 1-4 and 1-5), structural hardening, glass
fragmentation films, physical security systems, and many other
building related technologies provide the design professional
with numerous tools to design buildings to better protect occu-

pants from terrorist acts.

Another challenge for the design team is to present appropriate
information to the building owner/decision-maker in a manner
that allows him or her to make a rational, informed decision. Ide-
ally, design basis threats will be identified and agreed upon at the
earliest stages of design (no later than preliminary design). The
reason for this is twofold. First, the designer must have a known
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Figure 1-4 Satellite imagery/GIS tool

quantity against which to design. Second, by considering all
threats/hazards (especially manmade threats) early in the design,
there are potential synergies among mitigating actions. One miti-
gation strategy can be beneficial against more than one hazard
for little difference in cost. As an example, designing moment
frame connections between floors and columns and reinforcing
exterior walls can mitigate against winds, explosive blasts, and
earthquakes. Thus, in order to design mitigation measures for
manmade hazards, the designer must have some appreciation of
the assessment of threat/hazard, asset value, vulnerability, and
risk to assist the building owner/decision-maker.
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Figure 1-5 Satellite imagery/GIS tool

Based on the methodologies discussed in this chapter, the as-
sessment process follows a logical flow:

O Asset Value

¢ Identify criticality of assets

¢ Identify number of people in a building
O Threat/Hazard Assessment

¢ Identify each threat/hazard

¢ Define each threat/hazard

¢ Determine threat level for each threat/hazard
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O Vulnerability Assessment
¢ Identify site and building systems design issues
¢ Evaluate design issues against type and level of threat

® Determine level of protection sought for each mitigation

measure against each threat

O Risk Assessment
¢ Likelihood of occurrence
* Impact of occurrence (loss of life, property, and function)
® Determine relative risk for each threat against each asset

* Select mitigation measures that have the greatest benefit/
cost for reducing risk

The goal of the assessment process is to achieve the level of pro-
tection sought through implementation of mitigation measures
in the building design. These measures may reduce risk by deter-
ring, detecting, or denying the potential threat element prior to
or during execution of an attack. Mitigation measures may also
reduce risk of damage or injury by providing an acceptable level
of protection if the hazard does occur, which may also serve to
further deter an aggressor. For example, the Murrah Federal
Building in Oklahoma City became the target of an aggressor
when he was deterred from attacking his primary target, the Fed-
eral Bureau of Investigation (FBI) building, because it was too
difficult to get the attack vehicle close to the FBI building. He was
able to park immediately adjacent to the Murrah Federal Building
and successfully target the office of the Bureau of Alcohol, To-
bacco, and Firearms (ATF), which was located in the Murrah
Federal Building.

The remainder of this chapter describes the general concepts of
asset value, threat/hazard, vulnerability, and risk assessments for
manmade disasters and presents several methodologies and tech-
niques that can be used by an organization in conducting these

assessments.
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1.1 ASSET VALUE ASSESSMENT

This section will describe how to perform an asset value assess-
ment (the first step of the assessment process), to identify people
and the asset value. To facilitate identifying people and the value
of a building’s assets, it is useful to conduct interviews of the
people who are most familiar with them. Inputs from building
owners, facility staff, and tenants, as well as any others who can
help identify the most valuable assets, should be sought. In order
to conduct productive interviews, a list of areas to be covered
should be generated and prioritized prior to the actual inter-
views. Thorough planning and research to generate relevant

questions will aid the process and yield better results.

An asset is a resource of value requiring protection.! An asset can

be tangible (e.g., tenants, buildings, facilities, equipment, activities,
operations, and information) or intangible (e.g., processes or a
company’s reputation). In order to achieve the greatest risk reduc-
tion at the least cost, identifying and prioritizing a building’s critical
assets is a vital first step in the process to identify the best mitigation
measures to improve its level of protection prior to a terrorist at-
tack. Recognizing that people are a building’s most critical asset, the
process described below will help identify and prioritize infrastruc-

ture where people are most at risk and require protection.

Identifying a building’s critical assets is accomplished in a two-step

process:

Step 1: Define and understand the building’s core functions and
processes

Step 2: Identify building infrastructure

O Critical components/assets

O Ciritical information systems and data
O Life safety systems and safe haven areas
O Security systems

! Appendix B is a glossary of assessment and security ferminology. Appendix C contains chemical,
biological, and radiological terms.
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1.1.1 Identifying Building Core Functions

The initial step of an asset value assessment is the determination
of core functions and processes necessary for the building to con-
tinue to operate or provide services after an attack. The reason for
identifying core functions/processes is to focus the design team
on what a building does, how it does it, and how various threats
can affect the building. This provides more discussion and results
in a better understanding of asset value. Factors that should be
considered include:

O What are the building’s primary services or outputs?

O What critical activities take place at the building?

O Who are the building’s occupants and visitors?

O What inputs from external organizations are required for a
building’s success?

1.1.2 Identifying Building Infrastructure

After the core functions and processes are identified, an evalua-
tion of building infrastructure is the next step. To help identify
and value rank infrastructure, the following should be considered,
keeping in mind that the most vital asset for every building is its
people:

O Identify how many people may be injured or killed during a
terrorist attack that directly affects the infrastructure.

O Identify what happens to building functions, services, or
occupant satisfaction if a specific asset is lost or degraded.

(Can primary services continue?)

O Determine the impact on other organizational assets if the

component is lost or can not function.

O Determine if critical or sensitive information is stored or
handled at the building.

Determine if backups exist for the building’s assets.

Determine the availability of replacements.
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Determine the potential for injuries or deaths from any
catastrophic event at the building’s assets.

Identify any critical building personnel whose loss would
degrade, or seriously complicate the safety of building
occupants during an emergency.

Determine if the building’s assets can be replaced and identify
replacement costs if the building is lost.

Identify the locations of key equipment.
Determine the locations of personnel work areas and systems.

Identify the locations of any personnel operating “outside” a

building’s controlled areas.

Determine, in detail, the physical locations of critical support
architectures:

¢ Communications and information technology (IT - the flow
of critical information)

e Utilities (e.g., facility power, water, air conditioning, etc.)

® Lines of communication that provide access to external
resources and provide movement of people (e.g., road, rail,
air transportation)

Determine the location, availability, and readiness condition
of emergency response assets, and the state of training of
building staff in their use.

1.1.3 Quantifying Asset Value

After a list of a building’s assets or resources of value requiring

protection have been identified, they should be assigned a value.

Asset value is the degree of debilitating impact that would be

caused by the incapacity or destruction of the building’s assets.

There are many scales that can be used, each with advantages

and disadvantages. Because some people are used to working

with linguistic scales, although many engineers and designers

prefer numerical systems, this publication will use a combination

of a seven-level linguistic scale and a ten-point numerical scale as
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shown in Table 1-1. Obviously, the key asset for every building is its
people (e.g., employees, visitors, etc.). They will always be assigned
the highest asset value as in the example below.

Table 1-1: Asset Value Scale

Very High 10
High 8.9
Medium High 7
Medium 5-6
Medium Low 4
Low 23
Very Low 1

Very High — Loss or damage of the building’s assets would have
exceptionally grave consequences, such as extensive loss of life,
widespread severe injuries, or total loss of primary services, core
processes, and functions.

High — Loss or damage of the building’s assets would have grave
consequences, such as loss of life, severe injuries, loss of primary
services, or major loss of core processes and functions for an ex-
tended period of time.

Medium High — Loss or damage of the building’s assets would
have serious consequences, such as serious injuries or impairment
of core processes and functions for an extended period of time.

Medium — Loss or damage of the building’s assets would have
moderate to serious consequences, such as injuries or impairment

of core functions and processes.

Medium Low — Loss or damage of the building’s assets would have
moderate consequences, such as minor injuries or minor impair-

ment of core functions and processes.
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Low — Loss or damage of the building’s assets would have minor
consequences or impact, such as a slight impact on core functions
and processes for a short period of time.

Very Low — Loss or damage of the building’s assets would have
negligible consequences or impact.

Asset Value Example. A nominal list of assets for a typical building
with assigned value is presented in Table 1-2. Please note that this
is a nominal example; each building should tailor its list to its own

unique situation.

Table 1-2: Nominal Building Asset Value Assessment

e e et

Site Medium Low 4
Architectural Medium 5
Structural Systems High 8
Envelope Systems Medium High 7
Utility Systems Medium High 7
Mechanical Systems Medium High 7
Plumbing and Gas Systems Medium 5
Electrical Systems Medium High 7
Fire Alarm Systems High 9
IT/Communications Systems High 8

1.2 THREAT/HAZARD ASSESSMENT

1.2.1 Threat/Hazard Identification

With any manmade hazard, it is important to understand who are
the people with the intent to cause harm. For those people, it is
essential to understand their weapons, tools, and tactics, realizing
that weapons, tools, and tactics can change faster than a building
can be modified against the threat. The threat/hazard assessment

information should be sought from local law enforcement, local
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emergency management, the FBI, the Centers for Disease Con-
trol and Prevention (CDC), the U.S. Department of Homeland
Security (DHS), and the Homeland Security Offices (HSOs) at
the state level. For technological hazards, it is also important to
gather information from the local fire department and hazardous
materials (HazMat) unit, Local Emergency Planning Committee
(LEPC), and State Emergency Response Commission (SERC).
LEPC and SERC are local and state organizations established
under a U.S. Environmental Protection Agency (EPA) program.
They identify critical facilities in vulnerable zones and generate
emergency management plans. Additionally, most fire depart-
ments understand which industries in the local area handle the
most combustible materials and the HazMat unit understands
who handles materials that could have a negative impact upon
people and the environment. In many jurisdictions, the HazMat
unit is part of the fire department.

The aggressors (those people with intent to do harm) seek
publicity for their cause, monetary gain (in some instances), or
political gain through their actions. These actions injure or kill
people; destroy or damage facilities, property, equipment, or
resources; or steal equipment, material, or information. Their

methods can be forced entry tools, vehicles,

and surveillance (visual/audio; stand-off
or planted). Their weapons can include
incendiary devices; small arms (rifles and
handguns); stand-off military-style weapons
(rocket propelled grenades or mortars)
(see Figure 1-6); explosives; and chemical,

biological, and radiological agents (CBR, in-

dividually or combined with explosives to aid =~ T ——

in dispersion). Figure 1-6 Aggressor weapons

Explosives include homemade and stolen industrial and military
varieties, packaged from small to very large (mail bombs to ve-
hicle bombs). Aggressor tactics run the gamut: moving vehicle
bombs; stationary vehicle bombs; exterior attacks (thrown objects
like rocks, Molotov cocktails, hand grenades, or hand-placed
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bombs); stand-off weapons attacks

Figure 1-7

(military or improvised larger direct

and indirect fire weapons); ballistic
attacks (small arms handled by one in-

dividual); covert entries (gaining entry

by false credentials or circumventing
security with or without weapons);
mail bombs (delivered to individuals);
supply bombs (larger bombs processed
through shipping departments); air-

Wind Speed: 5 knots
Wind Direction: From 230 degrees
Plume Length: Approx. 1.5 miles

borne contamination (CBR agents

used to contaminate the air supply of a
building as notionally (hypothetically)

25

5

15

0 demonstrated in Figure 1-7); and wa-

terborne contamination (CBR agents

Estimated plume from a 1-on chlorine injected into the water supply).

spill in Washington, DC

Table 1-3 provides insight into the var-

ious manmade hazards to consider and
can be used as a tool for threat assessments. Note that Table 1-1
combines aspects of tools, weapons, explosives, and tactics. Chap-
ters 4 and 5 provide additional information on manmade hazards,
and Appendix C provides a complete list of CBR agents.

Table 1-3 provides the designer with a general profile of events
associated with a spectrum of threats/hazards. The next sections
will begin the process of quantifying a building’s “design basis” by
applying a systems engineering evaluation process to determine

a building’s critical functions, infrastructure, and vulnerabili-

ties using an understanding of the aggressors, potential threat
elements, a more refined definition of the threat/hazard, and
methods to evaluate the risk. There are several methodologies
and assessment techniques that can be used. Historically, the U.S.
military methodology (with a focus on explosive effects, CBR, and
personnel protection) has been used extensively for military instal-
lations and other national infrastructure assets. The DOS adopted
many of the same blast and CBR design criteria, and the GSA
further developed criteria for federal buildings as a result of the
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attack on the Murrah Federal Building. The Department of Com-
merce (DOC) Critical Infrastructure Assurance Office (CIAO)
established an assessment framework, which focused on informa-

tion technology infrastructure.

Table 1-3: Event Profiles for Terrorism and Technological Hazards*

. . Extent of Effects; Mitigating and

WG Ll e LT Static/Dynamic | Exacerbating Conditions

Improvised Explosive Detonation of Instantaneous; Extent of damage Blast energy at a given
Device (Bomb) explosive device on additional is determined by stand-off is inversely
. . or near farget; via secondary devices type and quantity proportional fo the cube

- Stationary Vehicle person, vehicle, or may be used, of explosive. Effects | of the distance from

- Moving Vehicle projectile. lengthening the generally static the device; thus, each

duration of the other than cascading | additional increment

- Mail threat/hazard until | consequences, of stand-off provides

§ the attack site is incremental progressively more

- Supply determi . . .

etermined fo be structural failure, protection. Exacerbating

- Thrown clear. efc. conditions include ease of
aceess to target; lack of

- Placed barriers/shielding; poor

- Personnel construction; and ease of
concealment of device.

Chemical Agent Liquid/aerosol Chemical agents Contamination can Air temperature can affect
) contaminants can may pose viable be carried out of evaporation of aerosols.

- Blster be dispersed usi threats for hours o | the inifialforget | Ground femperature affects

persed using reats for hours to e initial targe round femperature affec

- Blood sprayers or other weeks, depending area by persons, evaporation of liquids.

aerosol generators; on the agent and vehicles, water, and Humidity can enlarge

- Choking/Lung/ liquids vaporizing from |  the conditions in wind. Chemicals aerosol particles, reducing

Pulmonary puddles/containers; or | which it exists. may be corrosive or |  the inhalation hazard.
| - munitions. otherwise damaging | Precipitation can dilute
- Incapacitating . :
over time if not and disperse agents, but
- Nerve remediated. can spread contamination.
: Wind can disperse vapors,
- Riot ControlTear but also cause farget area
Gas to be dynamic. The micro-

- Vomiting meteorological effects of
buildings and terrain can
alter travel and duration of
agents. Shielding in the form
of sheltering in place may
protect people and property
from harmful effects.
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Table 1-3: Event Profiles for Terrorism and Technological Hazards* (continued)

- . Extent of Effects; Mitigating and
I e Duration Static/Dynamic | Exacerbating Conditions
Arson/Incendiary Initiation of fire or Generally minutes Extent of domage Mitigation factors include
Attack explosion on or near to hours. is determined by built-in fire detection and
target via direct type and quantity of profection systems and
contact or remotely via device /accelerant fire-resistive construction
projectile. and materials techniques. Inadequate
present at or near security can allow easy
target. Effects access to farget, easy
generally static concealment of an
other than cascading incendiary device, and
consequences, undetected initiation of a
incremental fire. Non-compliance with

structural failure, etc. | fire and building codes as
well os failure to maintain
existing fire protection
systems can substantially
increase the effectiveness

of a fire weapon.
Armed Attack Tactical assault or Generally minutes Varies, based upon Inadequate security can
- sniper attacks from a to days. the perpetrator’s allow easy access to
- Ballistics (small remote location. intent and target, easy concealment
arms) capabilities. of weapons, and
- Stand-off Weapons undetected initiation of an
(rocket propelled attack.
grenades, morars)
Biological Agent Liquid or solid Biological agents Depending on the Altitude of release
contaminants can may pose viable agent used and the above ground can affect
- Anthrax be dispersed using threats for hoursto | effectiveness with dispersion; sunlight is
- Botulism sprayers/aerosol years, depending which it is deployed, destructive to many
- Brucellosis generators or by point on the agent and confamination canbe |  bacteria and viruses;
or line sources such the conditions in spread via wind and light to moderate winds
- Plague as munitions, covert which it exists. water. Infection can will disperse agents, but
- Smallpox deposits, and moving be spread via human | higher winds can break up
Tolaremia sprayers. May be or animal vectors. aerosol douds; the micro-
directed at food or meteorological effects of
- Viral Hemorrhagic water supplies. buildings and terrain can
Fevers influence aerosolization
- Toxins (Botulinum, and travel of agents.
Ricin, Staphylococ-
cal Enterotoxin B,
T-2 Mycotoxins)
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Table 1-3: Event Profiles for Terrorism and Technological Hazards* (continued)

e . Extent of Effects; Mitigating and
WO e el e L Static/Dynamic | Exacerbating Conditions
Cyberterrorism Elecironic attack using Minutes fo days. Generally no direct Inadequate security
one computer system effects on built can facilitate access to
against another. environment. critical computer systems,
allowing them to be used
to conduct attacks.
Agriterrorism Direct, generally covert | Days to months. Varies by type Inadequate security can
confamination of food of incident. Food facilitate adulteration of
supplies or infroduction contamination events | food and introduction of
of pests and/or disease may be limited to pests and disease agents to
agents to crops and discrete distribution crops and livestock.
livestock. sites, whereas pests
and diseases may
spread widely.
Generally no effects
on built environment.
Radiological Agent Radioactive Contaminants may Initial effects will be | Duration of exposure,
contaminants can remain hazardous localized to site of distance from source
- Alpha be dispersed using for seconds to attack; depending of radiation, and the
- Beta sprayers/aerosol years, depending on | on meteorological amount of shielding
generators, or by point | material used. conditions, between source and target
- Gamma or line sources such subsequent behavior | determine exposure to
as munitions, covert of radionctive radiation.
deposits, and moving contaminants may be
sprayers. dynamic.

Nuclear Device

Detonation of nuclear
device underground, at
the surface, in the air or
at high altitude.

Light/heat flash and
blast/shock wave last
for seconds; nuclear
radiation and fallout
hazards can persist
for years.

Electromagnetic
pulse from a high-
altitude detonation
lasts for seconds and
affects unprotected
electronic systems.

Initial light, heat,
and blast effects

of a subsurface,
ground, or air burst
are static and are
determined by the
device's characteristics
and employment;
fallout of radioactive
contaminants may be
dynamic, depending
on meteorological
conditions.

Harmful effects of
radiation can be reduced
by minimizing the fime
of exposure. Light, heat,
and blast energy decrease
logarithmically as a
function of distance from
seat of blast. Terrain,
forestation, structures,
efc., can provide
shielding by absorbing
and/or deflecting blast,
radiation, and radioactive
contaminants.
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Table 1-3: Event Profiles for Terrorism and Technological Hazards* (continued)

Threat /Hazard

Application Mode

Duration

Extent of Effects;
Static/Dynamic

Mitigating and
Exacerbating Conditions

Hazardous Material
Release

(fixed site or
transportation)

- Toxic Industrial
Chemicals
and Materials
(Organic vapors:
cyclohexane; Acid
gases: cyanogens,
chlorine, hydrogen

ammonia; Special
cases: phosgene,
formaldehyde)

sulfide; Base gases:

Solid, liquid, and/or
gaseous confaminants
may be released
from fixed or mobile
containers.

Hours to days.

Chemicals may

be corrosive or
otherwise damaging
over fime. Explosion
and/or fire may

be subsequent.
Contamination may
be carried out of
the incident area by
persons, vehicles,
water, and wind.

As with chemical
weapons, weather
conditions will directly
affect how the hazard
develops. The micro-
meteorological effects
of buildings and terrain
can alter travel and
duration of agents.
Shielding in the form
of sheltering in place
may profect people and
property from harmful
effects. Non-compliance
with fire and building
codes as well as failure
to maintain existing
fire protection and
containment features can
substantially increase
the damage from a
hazardous materials
release.

Unavthorized Entry

Use of hand or power

Minutes to hours,

If goal is to

Standard physical

tools, weapons, or depending upon steal or destroy security building design
- Forced explosives to create a the inent. physical assets should be the minimum
- Covert man-sized opening or or compromise mifigation measure.
operate an assembly information, the For more critical assets,
(such as a locked initial effects are additional measures, like
door), or use of false quick, but damage closed circuit television
credentials to enter a may be long lasting. | or traffic flow that
building. If intent is to disrupt | channels visitors past
operations or take access control, aids in
hostages, the effects | detection of this hazard.
may last for a long
time, especially
if injury or death
oceurs.
1-20 ASSET VALUE, THREAT/HAZARD, VULNERABILITY, AND RISK




Table 1-3: Event Profiles for Terrorism and Technological Hazards* (continued)

Threat /Hazard

Application Mode

Duration

Extent of Effects;
Static/Dynamic

Mitigating and
Exacerbating Conditions

Surveillance
- Acoustic

- Electronic
eavesdropping

- Visual

Stand-off collection

of visual information
using cameras or high
powered optics, acoustic
information using
directional microphones
and lasers, and
electronic information
from computers, cell
phones, and hand-held
radios. Placed collection
by putting a device
“bug” at the point of
use.

Usually months.

This is usually the
prelude to the

loss of an asset. A
terrorist surveillance
team spends much
time looking for
vulnerabilities and
tactics that will be
successful. This is
the time period that
provides the best
assessment of threat
because it indicates
targeting of the
building.

Building design, especially
blocking lines of sight

and ensuring the exterior
walls and windows do not
allow sound transmission
or acoustic collection, can
mitigate this hazard.

* SOURCE: FEMA 386-7, INTEGRATING HUMAN-CAUSED HAZARDS INTO MITIGATION PLANNING, SEPTEMBER 2002

‘ .2.2

Threat Definition of Physical Attack on a

To stop a terrorist or physical attack on a building is very difficult;

any building or site can be breached or destroyed. However, the

more secure the building or site and the better the building is
designed to withstand an attack, the better the odds the building
will not be attacked or, if attacked, will suffer less damage. Terror-

ists generally select targets that have some value as a target, such

as an iconic commercial property, symbolic government building,

or structure likely to inflict significant emotional or economic

damage such as a shopping mall or major seaport. A manmade

threat/hazard analysis requires interface with security and intel-

ligence organizations that understand the locality, the region, and

the nation. These organizations include the police department

(whose jurisdiction includes the building or site), the local state

police office, and the local office of the FBI. In many areas of the

country, there are threat coordinating committees, including FBI

Joint Terrorism Task Forces, that facilitate the sharing of informa-
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tion. A common method to evaluate terrorist threats is to analyze
five factors: existence, capability, history, intention, and targeting.

Existence addresses the questions: Who is hostile to the assets,
organization, or community of concern? Are they present or
thought to be present? Are they able to enter the country or are
they readily identifiable in a local community upon arrival?

Capability addresses the questions: What weapons have been used
in carrying out past attacks? Do the aggressors need to bring them

into the area or are they available locally?

History addresses the questions: What has the potential threat ele-
ment done in the past and how many times? When was the most
recent incident and where, and against what target? What tactics
did they use? Are they supported by another group or individuals?
How did they acquire their demonstrated capability?

Intention addresses the questions: What does the potential threat
element or aggressor hope to achieve? How do we know this
(e.g., published in books or news accounts, speeches, letters to the

editor, informant)?

Targeting addresses the questions: Do we know if an aggressor (we
may not know which specific one) is performing surveillance on our
building, nearby buildings, or buildings that have much in common
with our organization? Is this information current and credible, and
indicative of preparations for terrorist operations (manmade hazards)?

The threat/hazard analysis for any building can range from a
general threat/hazard scenario to a very detailed examination of
specific groups, individuals, and tactics that the building may need
to be designed to repel or defend against.

A terrorist or aggressor will analyze the building or target as shown
in Figure 1-8 to determine the type of attack, type of weapon,
and tactics to employ to defeat the building or critical mission/

business function.
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FACILITY SYSTEM INTERACTIONS

Weapons and
Attacks

Protection Function

* Damage Control and
Recovery (Interior
and Exterior)

Protection Function Critical Components
® Structure e Support Function
e Security Penetration Operational Function ESECEUIECEN
o Chemical, Biological, - ® Personnel

and Radiological

Damage Effects
Functional * Mission Defeat "
Defeat * Downtime (ritical Function Failure

o Percent Degradation

Figure 1-8 Facility system interactions

The Homeland Security Advisory System has five threat levels that
provide a general indication of risk of terrorist attack. In Table
1-4, the five factors commonly used to evaluate terrorist threats
have been layered onto the Homeland Security Advisory levels. If
the anticipated threat or projected use of the building warrants
it, a detailed threat analysis should be developed in coordination
with local law enforcement, intelligence, and civil authorities

in order to more quantitatively determine the vulnerability or
risk. Having conducted a threat analysis and having a good con-
ceptual idea of the preliminary building design and site layout,
the next step is to conduct a vulnerability assessment to identify
weaknesses that can be exploited by an aggressor and to help
identify specific design features and establish operational param-
eters to mitigate them.
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Table 1-4: Homeland Security Threat Conditions

Threat Level

‘ Threat Analysis Factors ‘

| bistence | Copabity _|_History | _lntetions _|___Targetng _
[ [ o

Severe (Red) ® )
{ { { { Q
Elevated (Yellow) o ® ) Q
Guarded (Blue) o ) Q
Low (Green) { Q
@ Factor must be present Q Factor may or may not be present

Please note the DHS does not use these threat analysis factors to determine threat level.

SOURCE: COMMONMWEAILTH OF KENTUCKY OFFICE OF HOMELAND SECURITY

1.3 RISK MANAGEMENT

Knowing the expected threat/hazard capability allows the de-
signer to integrate the threat knowledge with specific building
and site information by conducting a vulnerability assessment.

A vulnerability assessment is an in-depth analysis of the building
functions, systems, and site characteristics to identify building
weaknesses and lack of redundancy, and determine mitigations or
corrective actions that can be designed or implemented to reduce
the vulnerabilities. A vulnerability assessment should be per-
formed for existing buildings and the process incorporated into
the design for new construction and renovation.

Table 1-5 contains vulnerability and consequence aspects and
provides an objective approach to determine a relative value of
vulnerability for the building or site. An alternate method for
determining a relative value is presented in Table 1-6, from the
U.S. Department of Justice (DOJ), as applicable to GSA build-
ings. This method provides a suggestion of “security measures”
for typical sizes and types of sites, in addition to a transferable
example of appropriate security measures for typical loca-

tions and occupancies. Tables 1-5 and 1-6 address operational,
consequential, and inherent characteristics that contribute to vul-
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nerability. They are a first step and should be used in conjunction
with a more detailed vulnerability assessment such as the Building
Vulnerability Assessment Checklist (see Table 1-22).

Table 1-7 is an example of one approach to implement minimum

building design standards to mitigate terrorist events following the
methodology of Table 1-6. Note that an evaluation or vulnerability
assessment still needs to be done before incorporating any mitiga-

tion measures.

Table 1-5: Site/Building Inherent Vulnerability Assessment Matrix (Partial Risk Assessment)*

Criteria 0 1 2 3 4 5 Score
Asset Visibility - Existence not — Existence — Existence
well known locally known widely known
Target Utility None Very Low Low Medium High Very High
Asset Remote Fenced, Controlled Controlled Open access, | Open access,
Accessibility [ocation, guarded, access, access, restricted unrestricted
secure controlled protected unprotected parking parking
perimeter, access entry entry
armed
guards, tightly
controlled
access
Asset Mobility — Moves or is — Moves or is — Permanent/
relocated relocated fixed in place
frequently occasionally
Presence of No hazardous Limited Moderate Large Large Large
Hazardous materials quantities, quantities, quantities, quantities, quantities,
Materials present materials in strict control | some control minimal accessible
secure location features features control to non-staff
features personnel
Collateral No risk Low risk/ Moderate Moderate risk High risk High risk
Damage limited to risk/limited | within 1-mile | within 1-mile | beyond 1-mile
Potential immediate to immediate radius radius radius
area area
Site Population/ 0 1-250 251-500 501-1,000 1,001-5,000 > 5,000
Capacity
Total

* SOURCE: FEMA 386-7, INTEGRATING HUMAN-CAUSED HAZARDS INTO MITIGATION PLANNING, SEPTEMBER 2002
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Table 1-6: Clussification Table Extracts*

oo Security Measures
m Typical Location Examples of Tenant Agencies (based on evaluation)

10 Employees (Federal) Local Office High Security Locks
2,500 Square Feet District Office Intercom
Low Volume Public Contact Visitor Center Peep Hole (Wide View)
Small “Store Front” Type Operation USDA Office Lighting w/Emergency Backup Power
Ranger Station Controlled Utility Access
Commercial Facilities Annual Employee Security Training
Industrial/Manufacturing
Health Care
| 11 - 150 Employees (Federal) Public Officials Entry Control Package w/Closed Circuit
2,500 - 80,000 Square Feet Park Headquarters Television (CCTV)
Moderate Volume Public Contact Regional/State Offices Visitor Control/Screening
Routine Operations Similar to Private Commercial Facilities Shipping/ Receiving Procedures
Sector and/or Facility Shared with Private | |ndusirial Guardy/Patrol Assessment
Sector Manufacturing Intrusion Detection w/Central Monitoring
Health Care (CTV Surveillance (Pan-Tilt, Zoom System)
Duress Alarm w/Central Monitoring
]| 151 - 450 Employees (Federal) Inspectors General Guard Patrol on Site
Multi-Story Facility Criminal Investigations Visitor Control/Screening
80,000 - 150,000 Square Feet Regional/State Offices Shipping/Receiving Procedures
Moderate/High Volume Public Contact GSA Field Office Intrusion Detection w/Central Monitoring
Agency Mix: Local Schools (CTV Surveillance (Pan-Tilt/Zoom System)
Law Enforcement Operations Commercial Facilities Duress Alarm w/Central Monitoring
Court Functions Industrial
Government Records Manufacturing
Health Care
v >450 Employees (Federal) Significant Buildings and Some Extend Perimeter (Concrete/Steel
Mulii-Story Facility Headquarters Barriers)
>150,000 Square Feet Federal Law Enforcement Agencies 24-Hour Guard Patrol
High Volume Public Contact Local Schools, Universities Adjacent Parking Control
High-Risk Law Enforcement/Intelligence | Commercial Faciliies Backup Power System
Agencies Health Care Hardened Parking Barriers
District Court
v Level IV Profile and Agency/Mission Principal Department Headquarters Agency-Specific

(Critical to National Security

* SOURCE: U.S. DEPARTMENT OF JUSTICE, VULNERABILITY ASSESSMENT OF FEDERAL FACILITIES, JUNE 28, 1995

NOTES:  ** ASSIGNMENT OF LEVELS TO BE BASED ON AN “ON-SITE” RISK ASSESSMENT/EVALUATION
***EXAMPLES OF TYPICAL (BUT NOT LIMITED TO) TENANT AGENCIES FOR THIS LEVEL FACILITY
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Table 1-7: Selected Exiracts -- Recommended Standards Chart*

M- Minimum Standard S—  Standard Based On Facility Evaluation

D-  Desirable (to minimize risk) N/A — Not Applicable

| Il ]} v v

Parking

Control of Facility Parking D D M M M

Control of Adjacent Parking D D D S S

Avoid Leases Where Parking Cannot be Controlled D D D D D

Leases Should Provide Security Control for Adjacent Parking D D D D D

Post Signs and Arrange for Towing Unauthorized Vehicles S S M M M

D System and Procedures for Authorized Parking (Placard, Decal, Card Key, etc.) D D M M M

Adequate Lighting for Parking Areas D D M M M
Closed Circuit Television (CCTV) Monitoring

(CTV Surveillance Cameras with Time Lapse Video Recording D S S M M

Post Signs Advising of 24-Hour Video Surveillance D S S M M
Lighting

Lighting with Emergency Power Backup M M M M M
Physical Barriers

Extend Physical Perimeter with Barriers (Concrete and/or Steel Composition) N/A N/A S S

Parking Barriers N/A N/A S S
Receiving/Shipping

Review Receiving/Shipping Procedures (Current) M M M M M

Implement Receiving/Shipping Procedures (Modified) D S M M M
Access Control

Evaluate Facility for Security Guard Requirements S M M M

Security Guard Patrol D S S S

Intrusion Detection System with Central Monitoring Capability S M M M

;J;)g::ll: Iec;f;urem Life Safety Standards (Fire Detection, Fire Suppression M M M M M
Entrances /Exits

X-Ray and Magnetometer at Public Entrances N/A D S S M

Require X-Ray Screening of All Mail /Packages N/A D S M M

Peep Holes S S N/A N/A N/A

Intercom S S N/A N/A N/A

Entry Control w/CCTV and Door Strikes D S N/A N/A N/A

High Security Locks M M M M M
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Table 1-7: Selected Exiracts -- Recommended Standards Chart* (continued)

M- Minimum Standard S—  Standard Based On Facility Evaluation
D—  Desirable (to minimize risk) N/A - Not Applicable

INTERIOR SECURITY

Employee/Visitor Identification

Agency Photo ID for all Personnel Displayed at all Times N/A D S M M

Visitor Control/Screening System D M M M M

Visitor Identification Accountability System N/A D S M M

Establish ID Issuing Authority S S S M M
Utilities

Prevent Unauthorized Access to Utility Areas S S M M M

Provide Emergency Power fo Critical Systems (Alarm Systems, Radio

Communications, Computer Facilities, etc.) M M M M M
Daycare Centers

Evaluate Whether to Locate Daycare Facilities in Buildings with High-Threat N/A M M M M

Activities

Compare Feasibility of Locating Daycare in Facilities Outside Locations N/A M M M M
Tenant Assignment

Collocate Agencies with Similar Security Needs D D D D D

Do Not Collocate High-/Low-Risk Agencies D D D D D
Administrative Procedures

Arrange for Employee Parking In/Near Building After Normal Work Hours S S S S S

Conduct Background Security Checks and/or Establish Security Control

Procedures for Service Contract Personnel M y M y M
Construction/Renovation

Install Mylar Film on all Exterior Windows (Shatter Protection) D D S M M

Review Current Projects for Blast Standards M M M M M

Review/Establish Uniform Standards for Construction M M M M M

Review/Establish New Design Standard for Blast Resistance S S M M M

Establish Street Setback for New Construction D D S M M

* SOURCE: EXTRACTS FROM U.S. DEPARTMENT OF JUSTICE STUDY “VULNERABILITY ASSESSMENT OF FEDERAL FACILITIES,” JUNE 28, 1995
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In the preceding tables, determining which “level” most nearly
reflects the site and building under design or renovation may help
to identify which security standards would be most appropriate

to apply. The GSA method provides a more detailed analysis of a
building vulnerability and good suggestions for security measures
that may be appropriate to design into a building for certain oc-
cupancies and sizes of facilities. A more quantitative evaluation or
ranking of one building compared to another may be required in
some instances (e.g., where a building owner and designer may
need to know the relative risk of one building compared to an
equivalent building on another site or on the same campus).

The DOJ, Office of Justice Programs (O]P) provides an objective
approach to determining vulnerability (see U.S. Department of
Justice, Fiscal Year 1999 State Domestic Preparedness Equipment
Program, Assessment and Strategy Development Tool Kit, May 15,
1999). DOJ’s Threat/Hazard Assessment uses seven factors that
are Threat Assessment and Consequence Management oriented,
and provides a quantitative means to rank buildings. It requires
rating each of the seven areas and summing the ratings to deter-
mine the overall ranking for the building or site. This approach is

as follows:

1. Level of Visibility (Table 1-8)
What is the perceived awareness of the target’s existence and the
visibility of the target to the general populace, or to the terrorist in

particular?

Table 1-8: Level of Visibility

Rating Valve

Invisible — Classified location 0

Very Low Visibility — Probably not aware of existence

Low Visibility — Existence probably not well known

Medium Visibility — Existence is probably known

High Visibility — Existence is well known

(O B R

Very High Visibility — Existence is obvious
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2. Asset Value of Target Site (Individual Asset or Assets Accumu-
lated within Building — Table 1-9)

What is the usefulness of the asset(s) to the population, economy,
government, company, or organization? Also consider the impact
on continuity of operations, hampering of emergency response, and
general potential consequences. Table 1-9 could be used more than
once if the value of the asset(s) impacts more than one critical area.

Table 1-9: Criticality of Target Site

Rating Valve

No Usefulness 0

Minor Usefulness

Moderate Usefulness

Significant Usefulness
Highly Useful

Critical

(0, I~ U R

3. Target Value to Potential Threat Element/Aggressor (Table 1-10)
Does the target serve the ends of the aggressors identified in the
Threat Assessment based on motivations (political, religious, ra-
cial, environmental, and special interests)? Table 1-10 should help
to capture these motivations.

Table 1-10: Target Value to Potential Threat Element

None 0

—

Very Low

Low
Medium
High
Very High

(O, R~ N FL A )

4. Aggressor Access to Target (Table 1-11)
Does the target have available ingress and egress for a potential

aggressor?
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Table 1-11: Aggressor Access to Target

Fenced, Guarded, Protected Air/Consumable Entry, Controlled Access by Pass Only, No Vehicle 0
Parking within a designated minimum distance (such as 50 feet or 80 feet)

Guarded, Protected Air/Consumable Entry, Controlled Access of Visitors and Non-Staff Personnel, |
No Vehicle Parking within the designated minimum distance

Protected Air/Consumable Entry, Controlled Access of Visitors and Non-Staff Personnel, No 9
Unauthorized Vehicle Parking within the designated minimum distance

Controlled Access of Visitors, Unprotected Air/Consumable Entry, No Unauthorized Vehicle 3
Parking within the designated minimum distance

Open Access to All Personnel, Unprotected Air/Consumable Entry, No Unauthorized Vehicle 1
Parking within the designated minimum distance

Open Access to All Personnel, Unprotected Air/Consumable Entry, Vehicle Parking within the 5
designated minimum distance

5. Target Threat of Hazard (Table 1-12)

Are CBR materials present in quantities that could become haz-
ardous if released? These quantities could be on site or in relatively
close proximity so that a theft or an accident could render them

a hazard to the building or site. Take into consideration distance
from building (a 1-mile radius is suggested around the building),
the prevailing wind direction, the slope of the terrain, and the
quantity of materials present.

Table 1-12: Target Threat of Hazard (WMD Materials)

Rating Valve

No CBR materials present 0
(BR materials present in moderate quantities, under positive control, and in secured locations 1
(BR materials present in moderate quantities and controlled 2
Maijor concentrations of CBR materials that have established control features and are 3
secured in the site

Maijor concentrations of (BR materials that have moderate control features 4
Major concentrations of (BR materials that are accessible to non-staff personnel 5
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6. Site Population Capacity (Table 1-13)

What is the maximum number of individuals at the building or
site at a given time? This could be standard worst case occupancy
during an average day or peak occupancy at a designated time
(e.g., a movie theater).

Table 1-13: Site Population Capacity

Rating Valve

0 0
110250

251 1o 500
501 to 1,000
1,001 to 5,000
> 5,000

(O, B~ U R

7. Potential for Collateral Damage (Mass Casualties - Table 1-14)
Address potential collateral mass casualties within a 1-mile
radius of the target site. Number ranges indicate inhabitants
within a 1-mile radius of the site.

Table 1-14: Potential for Collateral Damage (Mass Casualties)

Rating Valve

0-100 0
101 to 500
501 to 1,000
1,001 t0 2,000
2,001 to 5,000
> 5,000

[ o B B i

Each building is assessed and scored (see Table 1-15). Tables 1-15

and 1-16 contain a nominal example.
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Table 1-15: Building Summary Sheet

T b/t Saw

Visibility 4
Criicality 3
Valve 4
Access 2
Threat of Hazard 0
Site Population 3
Collateral Mass Casualties 3
Total Score 19

The total building score can be used to rank multiple buildings
(see Table 1-16) and quantitatively provides an analysis of building
vulnerability from a site perspective.

Table 1-16: Building Ranking

1 ABC Building 23
2 DEF Building 19
3 GHI Building 14

This evaluation methodology can be applied to all building types
(see Foreword). The result is independent of facility/occupancy
type, except for the type of influence on population and siting.

An alternate approach is shown in Table 1-17, which uses a simpli-
fied matrix to rank the order of buildings using a numerical score
of 1 (low) to 5 (high). The evaluation factors can be developed
for each building use or owner-specific criteria. For Table 1-17, the
factors shown illustrate a health care provider scenario:

O Ciriticality of Function: How critical is the building and
function to the organization?
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Location: Is the building near federal buildings, major

transportation, or iconic properties?

Occupancy of Building: Are occupants mobile or non-

ambulatory?

Involvement in Community: Does the building or staff provide

unique capabilities?

Critical External Commitments: Does the building support

other organizations or missions?

Table 1-17: Simplified Building Ranking Matrix

Critical

e Criticality of Occupancy of | Involvement Total
Building . o ; . External
Function Building in Community Commi Score
ommitments
Headquarters 2 15
Hospital 1 1 2 ] 1 1
Hospital 2 3 3 4 4 16
Data Center 5 3 3 2 17

The objective of Tables 1-1 through 1-17 or similar assessment
methodologies is to provide an analysis of a building, facility, or
site and to identify the buildings that are most vulnerable from
a given threat/hazard matched against specific building type or
function. Having the ranked list of buildings, the next step is to
conduct an in-depth vulnerability assessment of the building.
The building assessment is to evaluate specific design and archi-
tectural features and identify all vulnerabilities of the building
functions and building systems. Frequently, single-point-vulner-
abilities exist, which are critical functions or systems that lack
redundancy and, if damaged by an attack, would result in im-
mediate organization disruption or loss of capability. These are
generally the highest risk vulnerabilities. Figure 1-9 illustrates the
common system vulnerabilities.
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COMMON SYSTEM VULNERABILITIES

Primary Backup
System System

Distribution

|

No Redundancy

Support H Core Function

Core Function

Primary
System

Stored Consumables
(Fuel, Water, Air, etc.)

Figure 1-9 Common system vulnerabilities

1.4 RISK ASSESSMENT

Risk is the potential for a loss of or damage to an asset. It is
measured based upon the value of the asset in relation to the
threats and vulnerabilities associated with it. Risk is based on the
likelihood or probability of the hazard occurring and the conse-
quences of the occurrence. A risk assessment analyzes the threat
(probability of occurrence), and asset value and vulnerabilities
(consequences of the occurrence) to ascertain the level of risk for
each asset against each applicable threat/hazard. The risk assess-
ment provides engineers and architects with a relative risk profile
that defines which assets are at the greatest risk against specific
threats. Chapters 2 and 3 explore mitigation measures to reduce
the vulnerability and risk for valuable assets with a high risk.

ASSET VALUE, THREAT/HAZARD, VULNERABILITY, AND RISK 1-35



There are numerous methodologies and technologies for con-
ducting a risk assessment. One approach is to assemble the results
of the asset value assessment, threat assessment, and vulnerability
assessment, and determine a numeric value of risk for each asset
and threat/hazard pair in accordance with the following formula:

Risk = Asset Value x Threat Rating x Vulnerability Rating

This methodology can be used for new buildings during the de-
sign process, as well as for existing structures. The first task is to
identify the value of assets and people that need to be protected.
Next, a threat assessment is performed to identify and define the
threats and hazards that could cause harm to a building and its
inhabitants. After threats and assets are identified, a vulnerability
assessment is performed to identify weaknesses that might be ex-
ploited by a terrorist or aggressor. Using the results of the asset
value, threat, and vulnerability assessments, risk can be computed.

After the architect and building engineer know how people and
assets are at greatest risk against specific threats, they can then
identify mitigation measures to reduce risk. Because it is not pos-
sible to completely eliminate risk, and every project has resource
limitations, architects and engineers must analyze how mitigation
measures would affect risk and decide on the best and most cost-
effective measures to implement to achieve the desired level of

protection (risk management).

There are numerous checklists and techniques to use for con-
ducting an individual building risk assessment. A simplified
approach is presented in Tables 1-18 through 1-21. The tables are
used as a pre-assessment screening tool by the assessor who con-
ducts an interview with several key staff members (e.g., building
owner, security, site management, key function representatives,
etc.). The interview provides a consensus judgment of the rela-
tive risk or vulnerability of functions or systems and should also
identify system interdependencies. Table 1-19 provides both a
quantitative score and color code to objectively and visually de-

termine the functions and systems that have been determined to
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be at risk. Engineers, architects, or experienced assessors could
perform a short walk-through and conduct the pre-assessment
interview of an existing building in less than a day. For a new
building, the pre-screening results can be used by the designer to
focus the design team on incorporating features and redundan-
cies to reduce vulnerabilities and risk.

In the risk assessment approach presented in Tables 1-18
through 1-21, three factors or elements of risk are considered for
each function or system against each threat previously identified.
The first factor is the value of the asset or degree of debilitating
impact that would be caused by the incapacity or destruction of
the asset. A value on a scale of 1 to 10 is assigned (as shown in
Table 1-18), 1 being a very low impact or consequence and 10
being very high or an exceptionally grave consequence. The next
factor is the threat rating or subjective judgment of a terrorist
threat based on existence, capability, history, intentions, and tar-
geting. Again, on a scale of 1 to 10, 1 is a very low probability and
10 is a very high probability of a terrorist attack. The third factor
of risk is vulnerability, or any weaknesses that can be exploited

by an aggressor. A value of 1 to 10 is assigned, 1 being very low
or no weaknesses exist, and 10 being very high vulnerability,
meaning one or more major weaknesses make an asset extremely
susceptible to an aggressor. Multiplying the values assigned to
each of the three factors provides quantification of total risk.
The total risk for each function or system against each threat is
assigned a color code in accordance with Table 1-19. The results
of the risk assessment should be used to help prioritize which
mitigation measures should be adopted, given limited resources,
in order to achieve a desired level of protection.
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Table 1-18: Risk Factors Definifions

Very High 10
8-9
7
56
4
23

Very Low 1

Table 1-19: Total Risk Color Code

Risk Factors Total - 61-175 -

Table 1-20: Site Functional Pre-Assessment Screening Matrix*

Cyber Attack l{rmed i Vehicle Bomb (BR Attack
(single gunman)
Dom W 55 T
5 5

Administration

Asset Value 5 5
Threat Rating 8 3
Vulnerability Rating 7 9

Engineering 128 128 o, 144
Asset Value 8 8 8
Threat Rating 8 3 2
Vulnerability Rating 2 8 9

4
Warehousing 96 _

Asset Value

(-]
—_—

Threat Rating
Vulnerability Rating
Data Center

W | AW

w“Iwa

O N |

128 144

Asset Value

Threat Rating
Vulnerability Rating

U'|~.“I-h“w
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Table 1-20: Site Functional Pre-Assessment Screening Matrix* (continued)

Function Cyber Attack A.rmed i Vehice Bomb CBR Attack
(single gunman)

Food Service
Asset Value 2 2 2
Threat Rating 4 3 2
Vulnerability Rating 4 8 9

Security 140 168 126
Asset Value 7 7 7
Threat Rating 4 3 2
Vulnerability Rating 5 8 9

Housekeeping (TR Y B
Asset Value 2 2 2
Threat Rating 4 2
Vulnerability Rating 8 8 9

Day Care (RN T 7 R T
Asset Value 9 9 9 9
Threat Rating 3 4 3 2
Vulnerability Rating 2 9 9

* NOTIONAL DATA INSERTED FOR DEMONSTRATION PURPOSES.

Table 1-21: Site Infrastructure Systems Pre-Assessment Screening Matrix*

Armed Attack

: (BR Attack
(single gunman)

Function Cyber Attack Vehicle Bomb

Site 80 108 72
Asset Value 4 4 4 4
Threat Rating 4 4 3 2
Vulnerability Rating 3 5 9 9
Architectural Y T A N AN - R T
Asset Value 5 5 5 5
Threat Rating 8 4 3 2
Vulnerability Rating 1 2 9 2
Structural Systems A TR N M R T

Asset Value
Threat Rating
Vulnerability Rating

8 8 8
3 4 2
1 1 1
Envelope Systems 84 112 _ 112
7 1 7
b 4 2
2 4 8

Asset Value
Threat Rating
Vulnerability Rating
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Table 1-21: Site Infrastructure Systems Pre-Assessment Screening Matrix* (confinued)

Utility Systems 112 56 42
Asset Value 7 7 7 7
Threat Rating 8 4 3 2
Vulnerability Rafing 2 2 8 3

Mechanical Systems 42 56 105 126
Asset Value 7 7 7 7
Threat Rating b 4 3 2
Vulnerability Rafing 1 2 5 9

Plumbing and Gas Systems 40 40 120 70
Asset Value 5 5 5 5
Threat Rating 8 4 3 2
Vulnerability Rating 1 2 8 7

Electrical Systems 1 84 s 28
Asset Value 7 7 7 7
Threat Rating 8 4 3 2
Vulnerability Rating 1 3 9 2

Fire Alarm Systems 162 108 _ 36
Asset Value 9 9 9 9
Threat Rating 6 4 3 2
Vulnerability Rating 3 3 8 2

IT/Communications Systems _ 64 _ 32
Asset Value 8 8 8 8
Threat Rating 8 4 3 2
Vulnerability Rating 8 2 8 2

* NOTIONAL DATA INSERTED FOR DEMONSTRATION PURPOSES.

The functions and infrastructure analysis will identify the geo-
graphic distribution within the building and interdependencies
between critical assets. Ideally, the functions should have geographic
dispersion as well as a pre-determined recovery site or alternate work
location. Similarly, critical infrastructure should have geographic
dispersion and backup. Figure 1-10 shows an example of a building
that has numerous critical functions and infrastructure collocated,
which creates a single-point vulnerability as illustrated below. A
bomb or CBR attack entering through the loading dock could im-
pact the telecommunications, data, uninterrupted power supply
(UPS), generator, and other key infrastructure systems.
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Figure 1-10 Non-redundant critical functions collocated near loading dock

As a minimum, those critical assets assessed to be at highest

risk should receive an on-site vulnerability assessment using the
Building Vulnerability Assessment Checklist in Table 1-22. The
vulnerability assessment may change the risk rating of assets due
to the identification of accessible critical nodes, the ease of at-
tack using a common tactic, or some other factor that makes the
building more attractive as a target or more susceptible to damage
that could result in casualties or irrecoverable system damage. The
photographs in Figure 1-11 illustrate some examples of single-
point vulnerabilities of systems and infrastructure.
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Interior drive-through

Single electrical main service entrance

Collocated dumpster and loading dock

Figure 1-11 Vulnerability examples

1.5 RISK MANAGEMENT

Traditionally, the building regulatory system has addressed nat-
ural disaster mitigation (hurricane, tornado, flood, earthquake,
windstorm, and snow storm) through prescriptive building codes
supported by well-established and accepted reference standards,
regulations, inspection, and assessment techniques. Some man-
made risks (e.g., HazMat storage) and specific societal goals
(energy conservation and life safety) have also been similarly ad-
dressed. However, the building regulation system has not yet fully
addressed most manmade hazards or terrorist threats.
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Soon after September 11, 2001, the New York City Building De-
partment initiated an effort to analyze the building code with
regard to terrorist threats. The task force issued a report recom-
mending code changes based on the attack on the World Trade
Center. The National Fire Protection Association (NFPA) has a
committee on premises security and security system installation
standards. These advances may some day result in the building
regulatory system developing more prescriptive building codes
to mitigate security threats.

In the absence of such regulations, the designer needs to un-
derstand on what threat the design is based. Just like seismic
design requires an understanding of geology, soil structure, and
the maximum credible earthquake accelerations possible at a
given location, the site designer needs to comprehend the bomb
size, vehicle size, and gun or other weapon size to provide an
appropriate level of protection. The size of threat and desired
level of protection are equally important to the design. For most
cases across the United States, the threats and risks for a specific
building will be low. For buildings at a higher threat and risk,
higher standards and performance may be required. The De-
partment of Defense (DoD), GSA, and DOS all have established
processes to identify design basis threats for their facilities.

The typical building design and construction process is sequential,
progressing from identifying building use and design goals through
actual construction. This process is illustrated in Figure 1-12.

N

GOALS DESIGN FUNDING

| 4

Figure 1-12 Typical building design and construction process

BUILD
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In every design and renovation project, the owner ultimately has three

choices when addressing the risk posed by terrorism. He or she can:

1. Do nothing and accept the risk

2. Perform a risk assessment and manage the risk by installing

reasonable mitigation measures

3. Harden the building against all threats to achieve the least
amount of risk

Figure 1-13 is a graphical representation of the three choices. Since
September 11, 2001, terrorism has become a dominant concern.
Life, safety, and security issues should be a design goal from the

beginning.

Risk Management Choices

No Cost

Do Nothi
© omhing Greatest Risk

Tl

Install Reasonable Some Cost
Mitigation Measures Reduced Risk

Greatest Cost

Harden Building Lowest Risk

=

Figure 1-13 Risk management choices

Table 1-22 contains key questions that designers may use to deter-
mine vulnerabilities of an existing building or a new construction
in order to focus resources and minimize the impacts of potential

terrorist attacks or technological accidents.
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1.6 BUILDING VULNERABILTY ASSESSMENT
CHECKLIST

The Building Vulnerability Assessment Checklist (Table 1-22) is
based on the checklist developed by the Department of Veterans
Affairs (VA) and compiles many best practices based on tech-
nologies and scientific research to consider during the design
of a new building or renovation of an existing building. It allows
a consistent security evaluation of designs at various levels. The
checklist can be used as a screening tool for preliminary design
vulnerability assessment. In addition to examining design issues
that affect vulnerability, the checklist includes questions that
determine if critical systems continue to function in order to en-
hance deterrence, detection, denial, and damage limitation, and
to ensure that emergency systems function during a threat or
hazard situation.

The checklist is organized into the 13 sections listed below. To
conduct a vulnerability assessment of a building or preliminary
design, each section of the checklist should be assigned to an
engineer, architect, or subject matter expert who is knowledge-
able and qualified to perform an assessment of the assigned
area. Each assessor should consider the questions and guidance
provided to help identify vulnerabilities and document results

in the observations column. If assessing an existing building,
vulnerabilities can also be documented with photographs, if pos-
sible. The results of the 13 assessments should be integrated into
a master vulnerability assessment and provide a basis for deter-
mining vulnerability ratings during the assessment process.
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f—

Site

Architectural

Structural Systems

Building Envelope

Utility Systems

Mechanical Systems (heating, ventilation, and air conditioning (HVAC) and (BR)
Plumbing and Gas Systems

Elecirical Systems

Fire Alarm Systems

—
o

Communications and Information Technology (IT) Systems
11. Equipment Operations and Maintenance
12. Security Systems

13. Security Master Plan

Table 1-22: Building Vulnerablilty Assessment Checklist*

Section Vulnerability Question Guidance Observations
1 Site
1.1 | What major structures surround Critical infrastructure to consider includes:

the facility (site or building(s))?
Telecommunications infrastructure
What critical infrastructure, o
government, military, or Facilifies for broadcast TV, cable TV: cellular

. e o networks; newspaper offices, production, and
recreation fucilities are in the local distribution; radio stations; satellite base stations;

area that impact transportation, telephone trunking and switching stafions, including
vtilities, and collateral damage crifical cable routes and major rights-of-way
(attack at this facility impacting
the other major structures or
attack on the major structures Power plants, especially nuclear facilifies; transmission

impacting this facility)? and distribution system components; fuel distribution,
delivery, and storage

Electric power systems

What are the adjacent land

uses immediately outside the Gas and oil facilities
Ee.’l':.'et‘(")‘)’: s facktyltsito ox Hazardous material facilities, oil/gas pipelines, and
uriding{s))+ storage facilities
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section

Vulnerability Question

Guidance

Observations

Do future development plans
change these land uses outside
the facility (site or building (s))
perimeter?

Although this question bridges

threat and vulnerability, the threat

is the manmade hazard that can

occur (likelihood and impact) and

the vulnerability is the proximity of
the hazard to the building(s) being
assessed. Thus, a chemical plant
release may be a threat/hazard, but
vulnerability changes if the plant is 1
mile upwind for the prevailing winds
versus 10 miles away and downwind.
Similarly, a terrorist attack upon an
adjacent building may impact the
building(s) being assessed. The Murrah
Federal Building in Oklahoma City was
not the only building to have severe
damage caused by the explosion of the
Ryder rental ruck bomb.

Banking and finance institutions

Financial institutions (banks, credit unions) and the
business district; note schedule business/financial
district may follow; armored car services

Transportation networks

Airports: carriers, flight paths, and airport layout;
location of air traffic control towers, runways,
passenger ferminals, and parking areas

Bus Stations
Pipelines: oil; gas

Trains/Subways: rails and lines, railheads/rail
yards, interchanges, tunnels, and cargo/passenger
terminals; note hazardous material transported

Traffic: interstate highways/roads/tunnels/bridges
carrying large volumes; points of congestion; note
time of day and day of week

Trucking: hazardous materials cargo loading/
unloading facilifies; truck terminals, weigh stafions,
and rest areas

Waterways: dams; levees; berths and ports for
cruise ships, ferries, roll-on/roll-off cargo vessels,
and container ships; infernational (foreign) flagged
vessels (and cargo)

Water supply systems

Pipelines and process/treatment facilities, dams for
water collection; wastewater treatment

Government services

Federal/state/local government offices — post
offices, law enforcement stations, fire/rescue,
town/city hall, local mayor's/governor’s residences,
judicial offices and courts, military installations
(include type-Active, Reserves, National Guard)

Emergency services

Backup fucilities, communications centers,
Emergency Operations Centers (EQCs), fire/
Emergency Medical Service (EMS) facilities,
Emergency Medical Center (EMCs), law enforcement

facilifies
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

The following are not critical infrastructure, but
have potential collateral damage to consider:

Agricultural facilities: chemical disiribution,
storage, and application sites; crop spraying services;
farms and ranches; food processing, storage, and
distribution facilities

Commercial /manufacturing /industrial
facilities: apartment buildings; business/corporate
centers; chemical plants (especially those with
Section 302 Extremely Hozardous Substances);
factories; fuel production, distribution, and storage
facilities; hotels and convention centers; industrial
plants; raw material production, distribution, and
storage facilities; research facilities and laboratories;
shipping, warehousing, transfer, and logistical centers

Events and attractions: festivals and celebrations;
open-air markets; parades; rallies, demonstrations, and
marches; religious services; scenic fours; theme parks

Health care system components: family
planning clinics; health department offices;
hospitals; radiological material and medical waste
transportation, storage, and disposal; research
facilities and laboratories, walk-in clinics

Political or symbolically significant sites:
embassies, consulates, landmarks, monuments, polifical
party and special interest groups offices, religious sites

Public/private institutions: academic instituions,
cultural centers, libraries, museums, research
facilities and laboratories, schools

Recreation facilities: auditoriums, casinos, concert
halls and pavilions, parks, restaurants and clubs
(frequented by potential target populations), sports
arenas, stadiums, theaters, malls, and special inferest
group facilities; note congestion dates and times for
shopping centers

References: FEMA 386-7, FEMA SLG 101,
D0J NCI181200

1.2 Does the terrain place the Depressions or low areas can trap heavy vapors, inhibit
SE P e e anle natural decontamination by prevailing winds, and reduce
area? 9 P the effectiveness of in-place sheltering.

Reference: USAF Installation Force Protection Guide
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section

Vulnerability Question

Guidance

Observations

1.3

In dense, urban areas, does curb
lane parking allow uncontrolled
vehicles to park unacceptably
dose to a building in public
rights-of-way?

Where distance from the building to the nearest curb
provides insufficient setback, restrict parking in the curb
lane. For typical city sireets, this may require negotiating
to close the curh lane. Sethack is common terminology
for the distance between a building and its associated
roadway or parking. It is analogous fo stand-off between
a vehicle bomb and the building. The benefit per foot of
increased stand-off between a potential vehicle homb
and a building is very high when close to a building and
decreases rapidly as the distance increases. Note that the
July 1, 1994, Americans with Disabilities Act Standards
for Accessible Design states that required handicapped
parking shall be located on the shortest accessible

route of travel from adjacent parking to an accessible
entrance.

Reference: GSA PBS-P100

1.4

Is a perimeter fence or other
types of harrier controls in
place?

The infent is to channel pedestrian traffic onto a site with
multiple buildings through known access control points.
For a single building, the intent is to have a single visitor
entrance.

Reference: GSA PBS-P100

1.5

What are the site access points
to the site or building?

The goal is to have at least two access points — one for
passenger vehicles and one for delivery trucks due to the
different procedures needed for each. Having two access
points also helps if one of the access points becomes
unusable, then traffic can be routed through the other
aceess point.

Reference: USAF Installation Force Protection Guide

1.6

Is vehide traffic separated from
pedestrian traffic on the site?

Pedestrian access should not be endangered by car
traffic. Pedestrian access, especially from public
transportation, should not cross vehicle traffic if possible.

References: GSA PBS-P100 and FEMA 386-7

1.7

Is there vehicle and pedestrian
access control at the perimeter
of the site?

Vehicle and pedestrian access control and inspection
should occur as far from facilities as possible (preferably
at the site perimeter) with the ability to regulate the flow
of people and vehicles one at a fime.

Conirol on-site parking with identification checks,
security personnel, and access control systems.

Reference: FEMA 386-7
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

Is there space for inspection Design features for the vehicular inspection point
at the curb line or outside the include: vehicle arrest devices that prevent vehicles
profected perimeter? frgm Iguving the vehicular inspection area and prevent
tailgating.
What is I!1e mini.mum dis-tunce If screening space cannot be provided, consider other
from the inspection location to design features such as: hardening and alternative
the building? location for vehicle searchy/inspection.
Reference: GSA PBS-P100
1.9 | Is there any potential access Eliminate potential site access through ufility tunnels,
to the site or buildina throuah corridors, manholes, stormwater runoff culverts, etc.
m 9 g Ensure covers to these access points are secured.
vtility paths or water runoff?
Reference: USAF Installation Force Protection Guide
1.10 | What are the existing types of Passive barriers include bollards, walls, hardened
vehicle anti-ram devices for the fences (steel cable inferlaced), trenches, ponds/basins,
site or building? concrete planters, street furniture, plantings, trees,
sculptures, and fountains. Active barriers include pop-
Are these devices at the up bollards, swing arm gates, and rotating plates and
property boundary or at the drums, etc.
building? Reference: GSA PBS-P100
1.11 What is the anti-ram buffer If the recommended distance for the postulated
zone stand-off distance from the threat is not available, consider reducing the
. " stand-off required through structural hardening or
b“'ld'“q to unscreened vehicles manufacturing additional stand-off through barriers
or parking? and parking restrictions. Also, consider relocation of
vulnerable functions within the building, or to a more
hazard-resistant building. More stand-off should be
used for unscreened vehicles than for screened vehicles
that have been searched.
Reference: GSA PBS-P100
1.12 i i
A; € perll.neler b.u rrle;s capable Anti-ram protection may be provided by adequately
of stopping vehicles? designed: hollards, street furniture, sculpture,
. . . landscaping, walls, and fences. The anfi-ram protection
Wil ""f vehicle burrl.ers. ot must be able to stop the threat vehicle size (weight) at
the perimeter and building the speed attainable by that vehicle af impact. If the
maintain access for emergency anti-ram protection cannot absorb the desired kinetic
responders, including large fire energy, consider adding speed controls (serpentines
or speed bumps) to limit the speed at impact. If the
apparatus?
resultant speed is still too great, the anti-ram protection
should be improved.
References: Military Handbook 1013/14 and
GSA PBS P-100
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section Vulnerability Question

Guidance

Observations

1.13 | Does site circulation prevent
high-speed approaches by
vehicles?

The intent is to use site circulation fo minimize vehide
speeds and eliminate direct approaches fo structures.

Reference: GSA PBS-P100

1.14 | Are there offsetting vehicle
entrances from the direction of
a vehicle’s approach to force a
reduction of speed?

Single or double 90-degree turns effectively reduce
vehide approach speed.

Reference: GSA PBS-P100

1.15 | Is there a minimum setback
distance between the building
and parked vehices?

Adjacent public parking should be directed to more distant
or better-protected areas, segregated from employee
parking and away from the building. Some publications
use the term sethack in liev of the term stand-off.

Reference: GSA PBS-P100

1.16 | Does adjacent surface parking
on site maintain a minimum
stand-off distance?

The specific stand-off distance needed is based upon
the design basis threat bomb size and the building
construction. For initial screening, consider using 25
meters (82 feet) as a minimum, with more distance
needed for unreinforced masonry or wooden walls.

Reference: GSA PBS-P100

1.17 | Do standalone, aboveground
parking garages provide
adequate visibility across as
well as into and out of the
parking garage?

Pedestrian paths should be planned to concentrate activity
to the extent possible.

Limiting vehicular entry/exits fo a minimum number of
locations is beneficial.

Stair tower and elevator lobby design should be as open
as code permits. Stair and/or elevator waiting areas
should be as open to the exterior and/or the parking
areas as possible and well lighted. Impact-resistant,
laminated glass for stair towers and eTevqurs is 0 way fo
provide visual openness.

Potential hiding places below stairs should be closed off;
nooks and crannies should be avoided, and dead-end
parking areas should be eliminated.

Reference: GSA PBS-P100

1.18 | Are garage or service area
entrances for employee-
permitted vehicles protected by
suitable anti-ram devices?

Coordinate this protection with
other anti-ram devices, such as
on the perimeter or property
boundary to avoid duplication of
arresting capability.

Conirol internal building parking, underground parking
garages, and access fo service areas and loading docks in
this manner with proper access control, or eliminate the
parking altogether.

The anfi-ram device must be capable of arresting a vehicle
of the designated threat size af the speed attainable at
the location.

Reference: GSA PBS-P100
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

1.19 | Do site landscaping and street Minimize concealment opportunities by keeping
furniture provide hiding places? landscape plantings (hedges, shrubbery, and large
plants with heavy ground cover) and street furniture
(bus shelters, benches, trash receptacles, mailboxes,
newspaper vending machines) away from the building
to permit observation of intruders and prevent hiding
of packages.
If mail or express boxes are used, the size of the
openings should be restricted to prohibit the insertion
of packages.
Reference: GSA PBS-P100
1.20 | Is the site lighting adequate Security protection .cun_be successfully uddre§sed
from a security perspective in ihr(_)ugl] udgquule_ ||g|.mng._ Thg type and ﬂesgn
d d varki of lighting, induding illumination levels, is ritical.
roa V\;uy access and parking Illuminafing Engineering Society of North America
areas: (IESNA) guidelines can be used. The site lighting should
he coordinated with the CCTV system.
Reference: GSA PBS-P100
1.21 | Are line-of-sight perspectives The goal is to prevent the observation of ritical assets
from outside the secured by persons outside the secure boundary of the site. For
boundary to the buildina and on individual buildings in an urban environment, this could
the proplriy ulong pe d(?siriun mean appropriafe window treafments or no windows for
portions of the building.
and vehicle routes integrated
with landscaping and green Once on the site, the concern is to ensure observation
space? by a general workforce aware of any pedestrians or
pace* vehidles outside normal circulation routes or attempting
to approach the building unobserved.
Reference: USAF Installation Force Protection Guide
1.22 | Do signs provide control of The signage should be simple and have the necessary
vehicles and people? level of clarity. However, signs that identify sensitive
areas should generally not be provided.
Reference: GSA PBS-P100
1.23 | Are dll existing fire hydrants on Just as vehicle access points to the site must be able to
the site accessible? transit emergency vehicles, so too must the emergency
: vehides have access to the buildings and, in the
case of fire trucks, the fire hydrants. Thus, security
considerations must accommodate emergency response
requirements.
Reference: GSA PBS-P100
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section Vulnerability Question Guidance Observations

2 Architectural

2.1 | Does the site and architectural The focus of CPTED is on creating defensible space
design incorporate strategies by employing:
from a Crime Prevention 1. Natural access controls:
Through Environmental Design — Design streets, sidewalks, and building entrances to
(CPTED) perspective? clearly indicate public routes and direct people away

from private/restricted areas

— Discourage access to private areas with structural
elements and limit access (no cut-through streets)

— Loading zones should be separate from public parking

2. Natural surveillance:
— Design that maximizes visibility of people, parking
areas, and building entrances; doors and windows
that look out on to streets and parking areas

— Shrubbery under 2 feet in height for visibility

— Lower branches of existing trees kept ot least 10
feet off the ground

— Pedestrian-friendly sidewalks and streets fo control
pedestrian and vehicle circulation

— Adequate nighttime lighting, especially at exterior
doorways

3. Territorial reinforcement:
— Design that defines property lines

— Design that distinguishes private/restricted spaces
from public spaces using separation, landscape
plantings; pavement designs (pathway and roadway
placement); gateway treatments at lobbies,
corridors, and door placement; walls, barriers,
signage, lighting, and “CPTED” fences

— "“Traffic-calming” devices for vehicle speed control

4. Target hardening:
— Prohibit eniry or access: window locks, deadbolts for
doors, interior door hinges

— Access control (building and employee/visitor
parking) and intrusion detection systems

5. Closed circuit television cameras:

— Prevent arime and influence positive behavior, while
enhancing the intended uses of space. In other
words, design that eliminates or reduces criminal
behavior and at the same time encourages people
to “keep an eye out” for each other.

References: GSA PBS-P100 and FEMA 386-7
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

2.2 Is it a mixed-tenant building? Separate high-risk tenants from low-risk tenants and
from publicly accessible areas. Mixed uses may be
accommodated through such means as separating
entryways, controlling access, and hardening shared
partitions, as well as through special security operational
countermeasures.

Reference: GSA PBS-P100
2.3 Are pedestrian paths planned Site planning and landscape design can provide natural
to concentrate activity to aid in surveillance by concentrating pedestrian activity,
detection? limifing entrances/exits, and eliminafing concealment
: opportunities. Also, prevent pedestrian access to parking
areas other than via established entrances.
Reference: GSA PBS-P100
2.4 | Are there trash receptaces and The size of the frash receptacles and mailbox openings
mailboxes in close proximity to should be restricted to prohibit insertion of packages.
the buildina that can be used to Street furniture, such as newspaper vending machines,
N 9, .o should be kept sufficient distance (10 meters or 33 feet)
hide explosive devices? from the building, or brought inside to a secure area.
References: USAF Installation Force Protection Guide and
DoD UCF 4-010-01

2.5 | Do entrances avoid significant If queving will occur within the building footprint, the

queving? area should be enclosed in blast-resistant construction.

: If queuing is expected outside the building, a rain cover
should be provided. For manpower and equipment
requirements, collocate or combine staff and visitor
entrances.

Reference: GSA PBS-P100
2.6 | Does security screening cover all Retail activities should be prohibited in non-secured
public and private areas? areas. However, the Public Building Cooperative Use Act
of 1976 encourages retail and mixed uses fo create open
Are public and private activities and inviting buildings. Consider separating entryways,
separated? controlling access, hardening shared partitions, and
P * special security operafional counfermeasures.
Are public toilets, serVife References: GSA PBS-P100 and FEMA 386-7
spaces, or access to stairs or
elevators located in any non-
secure areas, including the
queving area hefore screening at
the public entrance?
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section Vulnerability Question Guidance Observations

2.7 | Is access control provided Reference: Physical Security Assessment for the
through main entrance points for Department of Veterans Affairs Facilities
employees and visitors?

(lobby receptionist, sign-in, staff escorts,
issue of visitor badges, checking forms of
personal identification, electronic access
control systems)

2.8 | Is access to private and public Finishes and signage should be designed for visual
space or restricted area space simplicity.
dearly deflned.lhrough the design Reference: Physical Security Assessment for the
of the space, signage, use of Department of Veterans Affairs Facilities
electronic security devices, etc.?

2.9 | Is access to elevators Reference: Physical Security Assessment for the
distinguished as to those that are | Deparfment of Veterans Affairs Facilities
designated only for employees
and visitors?

2.10 | Do public and employee entrances These include walk-through metal detectors and x-ray
indude snace for possible future devices, identification check, electronic access card,
. .p P search stations, and turnsfiles.
installation of access control and
screening equipment? Reference: GSA PBS-P100
. Consider for exterior entrances to the building or fo
2.11 | Do foyers have relnforced. . access crifical areas within the building if explosive blast
concrete walls and offset interior | ;01 must be mitigated.
and exterior doors from each
other? Reference: U.S. Army TM 5-853
2.12 | Do doors and walls along the If the postulated threat in designing entrance access
line of security screening meet control includes rifles, pistols, or shotguns, then the
requirements of UL752 “Standard | screening area should have bullet-resistance to profect
X paa security personnel and uninvolved bystanders. Glass, if
::LISP :t:‘y';,g""e' Resisting present, should also be bullet-resistant.
Reference: GSA PBS-P100
2.13 | Do circulation routes have This applies to building entrances and fo criical areas
unobstructed views of people within the building.
“PP"““hi“Q controlled access References: USAF Installation Force Profection Guide and
points? DoD UFC 4-010-01
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

Is roof access limited to References: GSA PBS-P100 and (DC/NIOSH,
authorized personnel by means Pub 2002-139
of locking mechanisms?

2.15 | Are critical assets (people, (rifical building components include: Emergency
activities, building systems generator including fuel systems, day tank, fire sprinkler,

and components) located dose and water supply; Normal fuel storage; Main switchgear;
o nfuin entrance. vehicle Telephone distribution and main switchgear; Fire
’

¢ f ' A pumps; Building control centers; Uninterruptible Power
drculation, parking, maintenance | Supply (UPS) systems controlling critical funciions; Main

area, loading dock, or interior refrigeration and venfilation systems if critical to building

parking? operation; Elevator machinery and controls; Shafts for
stairs, elevators, and utilities; Crifical distribution feeders

Are the critical building systems for emergency power. Evacuation and rescue require

emergency systems to remain operational during a
disaster and they should be located away from potential
attack locations. Primary and backup systems should

be separated to reduce the risk of both being impacted
by a single incident if collocated. Utility systems should
be located at least 50 feet from loading docks, front
entrances, and parking areas.

and components hardened?

One way fo harden critical building systems and
components is to enclose them within hardened walls,
floors, and ceilings. Do not place them near high-risk areas
where they can receive collateral domage.

Reference: GSA PBS-P100

2.16 | Are high-value or critical assets (rifical assets, such as people and acfivities, are more
located as far into the interior vulnerable to hazards when on an exterior building
of the building as possible and wall or adjacent to uncontrolled public areas inside the
; building.
separated from the public areas
of the building? Reference: GSA PBS-P100
2.17 | Is high visitor activity away High-risk activities should also be separated from low-risk
from critical assets? activities. Also, visitor acfivities should be separated from

daily activities.

Reference: USAF Installation Force Protection Guide

2.18 | Are critical assets located in Reference: USAF Installation Force Protection Guide

spaces that are occupied 24
hours per day?

Are assets located in areas
where they are visible to more
than one person?

1-56 ASSET VALUE, THREAT/HAZARD, VULNERABILITY, AND RISK



Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section Vulnerability Question Guidance Observations
2.19 | Are loading docks and receiving Loading docks should be designed to keep vehicles from
and shipping areas separated driving info or parking under the building. If loading
: N e docks are in close proximity to critical equipment,
in any d"?fhon ftom utility . consider hardening the equipment and service against
rooms, “"I'.'Y S and service explosive blast. Consider a 50-foot separation distance in
entrances, including electrical, all directions.
telephone/data, fire detection/
alarm systems, fire suppression it GRS
water mains, cooling and heating
2.20 | Are mailrooms located away The mailroom should be located af the perimeter of the
from building main entrances, building with an outside wall or window designed for
areas containing critical services, pressure refef
vtilities, distribution systems, and | By separating the mailroom and the loading dock, the
important assets? collateral damage of an incident at one has less impact
upon the other. However, this may be the preferred
Is the mailroom located near the mailroom location.
H ?
loading dock? Off-site screening stations or a separate delivery
processing building on site may be cost-effeciive,
parficularly if several buildings may share one mailroom.
A separate delivery processing building reduces risk and
simplifies protection measures.
Reference: GSA PBS-P100
2.21 Does I'he mailroom huve udequute Screening of all deliveries to the bUIIdlng, intluding us.
space available for equipment mail, commercial package delivery services, delivery of
AP office supplies, efc.
to examine incoming packages
and for an explosive disposal Reference: GSA PBS-P100
2.22 | Are areas of refuge identified, Areas of refuge can be safe havens, shelters, or protected
with special consideration given fo | P for use during specified hazards.
egress? Reference: FEMA 386-7
2.23 | Are stairwells required for Consider designing stairs so that they discharge into areas
emergency egress located as other than lobbies, parking, or loading docks.
remotely as possible from high- Maintaining positive pressure from a clean source of air
risk areas where blast events (may require special filtering) aids in egress by keeping
might occur? smoke, heat, toxic fumes, efc,. out of the stairway.
Pressurize exit stairways in accordance with the National
Are stairways maintained with Model Building Code.
ORI O “‘e"; References: G54 PBS-P100 and (DC/NIOSH
other smoke control systems? Pub 2002-139
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

2.24 | Are endosures for emergency Egress pathways should be hardened and discharge into
egress hardened to limit the safe areas.
extent ?f t!ebrls that might Reference: FEMA 3867
otherwise impede safe passage
and reduce the flow of evacuees?

2.25 | Do interior barriers differentiate Reference: USAF Installation Force Protection Guide
level of security within a
building?

2.26 | Are emergency systems located The intent s to keep the emergency systems out of

gency sy
away from high-risk areas? harm’s way, such that one incident does not take out all
capability — both the regular systems and their backups.
Reference: FEMA 386-7

2.27 | Is interior glazing near high-risk Interior glazing should be minimized where a threat

e exists and should be avoided in enclosures of eritical
functions next to high-risk areas.

Is interior qluzmg in other areas Reference: GSA PBS-P100

shatter-resistant?

2.28 | Are ceiling and lighting systems When an explosive blast shatters a window, the blast
designed to remain in place wave enters the inferior space, putting structural and
durina hazard 1s? non-structural building components under loads not

uring hazard evenis: considered in standard building codes. It has been

shown that connection criteria for these systems in high
seismic acfivity areas resulted in much less falling debris
that could injure building occupants.
Mount all overhead utilities and other fixtures weighing
14 kilograms (31 pounds) or more to minimize
the likelihood that they will fall and injure building
occupants. Design all equipment mountings to resist
forces of 0.5 times the equipment weight in any
direction and 1.5 fimes the equipment weight in the
downward direction. This standard does not preclude the
need to design equipment mountings for forces required
by other criteria, such as seismic standards.
Reference: DoD UCF 4-101-01

1-58 ASSET VALUE, THREAT/HAZARD, VULNERABILITY, AND RISK




Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section Vulnerability Question Guidance Observations

3 Structural Systems

3.1 What type of construction? The type of construction provides an indication of the
robustness to abnormal loading and load reversals. A
What type of concrete and reinforced concrete moment-resisting frame provides
reinforcing steel? greater ductility and redundancy than a flat-slab or
flat-plate construction. The ductility of steel frame
What type of steel? with metal deck depends on the connecion details and
pre-tensioned or post-tensioned construction provides
What type of foundation? little capacity for abnormal loading patterns and load

reversals. The resistance of load-bearing wall structures
varies to a great extent, depending on whether the walls
are reinforced or un-reinforced. A rapid screening process
developed by FEMA for assessing structural hazards
identifies the following types of construction with a
structural score ranging from 1.0 fo 8.5. A higher score
indicates o greater capacity fo sustain load reversals.

Wood buildings of all types - 4.5 10 8.5

Steel moment-resisting frames - 3.5 t0 4.5

Braced steel frames - 2.5 t0 3.0

Light metal buildings - 5.5 10 6.5

Steel frames with cast-in-place concrete
shear walls - 3.5 10 4.5

Steel frames with unreinforced masonry
infill walls - 1.5 10 3.0

Concrete moment-resisting frames - 2.0 10 4.0
Concrete shear wall buildings - 3.0 10 4.0

Concrete frames with unreinforced masonry
infill walls - 1.5 10 3.0

Tilt-up buildings - 2.0 to 3.5

Precast concrete frame buildings - 1.5 t0 2.5
Reinforced masonry - 3.0 t0 4.0
Unreinforced masonry - 1.0 10 2.5

References: FEMA 154 and Physical Security Assessment
for the Department of Veterans Affairs Facilities

3.2 Do the reinforced concrete Reference: 654 PBS-P100

structures contain symmetric
steel reinforcement (positive and
negative faces) in all floor slabs,
roof slabs, walls, beams, and
girders that may be subjected

to rebound, uplift, and suction
pressures?
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

Do the lap splices fully

develop the capacity of the

reinforcement?

Are lap splices and other

discontinvities staggered?

Do the connections possess

ductile details?

Is special shear reinforcement,

including ties and stirrups,

available to allow large post-

elastic hehavior?

3.3 | Are the steel frame connections A practical upper level for column spacing is generally

moment connections? 30 feet. Unless there is an overriding architectural
requirement, a practical limit for floor-to-floor heights is

Is the column spacing minimized generally less than or equal to 16 feet.

o that reasonably sized Reference: G54 PBS-P100

members will resist the

design loads and increase the

redundancy of the system?

What are the floor-to-floor

heights?

3.4 | Are citical elements vulnerable The priority for upgrades should be based on the relative

to failure? importance of structural or non-structural elements that
are essential fo mitigafing the extent of collapse and
minimizing injury and damage.
Primary Structural Elements provide the essential parts
of the building’s resistance to catastrophic blast loads
and progressive collapse. These include columns, girders,
roof beams, and the main luteral resistance system.
Secondary Structural Elements consist of ll other load-
hearing members, such as floor beams, slabs, etc.
Primary Non-Structural Elements consist of elements
(including their attachments) that are essential for life
safety systems or elements that can cause substantial
injury if failure occurs, including ceilings or heavy
suspended mechanical units.
Secondary Non-Structural Elements consist of all
elements not covered in primary non-structural
elements, such as parfitions, furniture, and light fixtures.
Reference: GSA PBS-P100
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section

Guidance

Observations

3.5

Vulnerability Question

Will the structure suffer an
unacceptable level of damage
resulting from the postulated
threat (blast loading or weapon
impact)?

The extent of damage to the siructure and exterior
wall systems from the bomb threat may be related o a
profection level. The following is for new buildings:

Level of Protection Below Antiterrorism
Standards — Severe domage. Frame collapse/massive
destruction. Little left standing. Doors and windows fail
and result in lethal hazards. Majority of personnel suffer
fatalities.

Very Low Level Protection — Heavy damage. Onset
of structural collapse. Major deformation of primary and
secondary structural members, but progressive collapse
is unlikely. Collapse of non-structural elements. Glazing
will break and is likely to be propelled into the building,
resulfing in serious glazing fragment injuries, but
fragments will be reduced. Doors may be propelled info
rooms, presenting serious hazards. Majority of personnel
suffer serious injuries. There are likely fo be a limited
number (10 percent to 25 percent) of fatalifies.

Low Level of Protection — Moderate damage,
unrepairable. Major deformation of non-structural
elements and secondary structural members and

minor deformation of primary structural members, but
progressive collapse is unlikely. Glazing will break, but
fall within 1 meter of the wall or otherwise not present
a significant fragment hazard. Doors may fail, but they
will rebound out of their frames, presenting minimal
hazards. Majority of personnel suffer significant injuries.
There may be a few (<10 percent) fatalities.

Medium Level Protection — Minor damage,
repairable. Minor deformations of non-structural
elements and secondary structural members and no
permanent deformation in primary structural members.
Glazing will break, but will remain in the window frame.
Doors will stay in frames, but will not be reusable. Some
minor injuries, but fatalities are unlikely.

High Level Protection — Minimal damage, repairable.
No permanent deformation of primary and secondary
structural members or non-structural elements. Glazing
will not break. Doors will be reusable. Only superficial
injuries are likely.

Reference: DoD UFC 4-010-01

3.6

Is the structure vulnerable to
progressive collapse?

Is the building capable of
sustaining the removal of a column
for one floor above grade at

Design to mitigate progressive collapse is an independent
analysis o defermine a system’s ability to resist
structural collapse upon the loss of a major structural
element or the system’s ability to resist the loss of a
major structural element. Design to mitigate progressive
collapse may be based on the methods outlined in ASCE
7-98 (now 7-02). Designers may apply static and/or
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

the building perimeter without
progressive collapse?

In the event of an internal
explosion in an uncontrolled public
ground floor area, does the design
prevent progressive collapse due
to the loss of one primary column?

Do architectural or structural
features provide a minimum
6-inch stand-off to the internal
columns (primary vertical load
carrying members)?

Are the columns in the unscreened
internal spaces designed for an
unbraced length equal to two
floors, or three floors where
there are two levels of parking?

dynamic methods of analysis to meet this requirement
and ulimate load capacities may be assumed in the
analyses. Combine structural upgrades for retrofits

to existing buildings, such as seismic and progressive
collapse, into a single project due fo the economic
synergies and other cross benefits. Existing facilities may
be retrofitted to withstand the design level threat or fo
accept the loss of a column for one floor above grade at
the building perimeter without progressive collapse. Note
that collapse of floors or roof must not be permitted.

Reference: GSA PBS-P100

3.7

Are there adequate redundant
load paths in the structure?

Special consideration should be given to materials

that have inherent ductility and that are better able to
respond fo load reversals, such as cast in place reinforced
concrete, reinforced masonry, and steel construction.

Careful detailing is required for material such as pre-
siressed concrefe, pre-cast concrefe, and masonry to
adequately respond o the design loads. Primary vertical
load carrying members should be protected where
parking is inside a facility and the building supersiructure
is supported by the parking structure.

Reference: GSA PBS-P100

3.8

Are there transfer girders
supported by columns within
unscreened public spaces or at the
exterior of the building?

Transfer girders allow discontinuities in columns between
the roof and foundation. This design has inherent
difficulty in transferring load to redundant paths upon
loss of a column or the girder. Transfer beams and girders
that, if lost, may cause progressive collapse are highly
discouraged.

Reference: GSA PBS-P100

3.9

What is the grouting and
reinforcement of masonry (brick
and/or concrete masonry unit
(CMU)) exterior walls?

Avoid unreinforced masonry exterior walls.
Reinforcement can run the range of light to heavy,
depending upon the stand-off distance available and
postulated design threat.

Reference: GSA PBS-P100 recommends fully grouted and
reinforced CMU construction where CMU is selected.
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section

Vulnerability Question

Guidance

Observations

Reference: DoD Minimum Antiterrorism Standards

for Buildings states “Unreinforced masonry walls are
prohibited for the exterior walls of new buildings. A
minimum of 0.05 percent vertical reinforcement with a
maximum spacing of 1200 mm (48 in) will be provided.
For existing buildings, implement mitigating measures to
provide an equivalent level of protection.” [This is light
reinforcement and based upon the recommended stand-
off distance for the situation.]

estimated protection level of
the exterior walls against the
postulated explosive threat?

3.10 | Will the loading dock design Design the floor of the loading dock for blast resistance if
: limit damage to adjacent areas the area below is occupied or contains critical utilities.
and vent explosive force to the Reference: GSA PBS-P100
exterior of the building?

3.11 | Are mailrooms, where packages Where mailrooms and unscreened retail spaces are
are received and opened for located in occupied areas or adjacent to critical utilifies,
inspection, and unscreened retail walls, ceilings, and floors, they should be blast- and

T " fragment- resistant.
spaces designed to mitigate the
effects of a blast on primary Methods to facilitate the venfing of explosive forces
vertical or lateral bracing and gases from the interior spaces to the outside of
e e the structure may include blow-out panels and window
: system designs that provide profection from blast
pressure applied to the outside, but that readily fail and
vent if exposed fo blast pressure on the inside.
Reference: GSA PBS-P100
4 Building Envelope
4.1 What is the designed or The performance of the facade varies to a great extent

on the materials. Different construction includes brick or
stone with block backup, steel stud walls, precast panels,
or curtain wall with glass, stone, or metal panel elements.

Shear walls that are essential to the lateral and vertical
load bearing system and that also function as exterior
walls should be considered primary structures and should
resist the actual blast loads predicted from the threats
specified. Where exterior walls are not designed for the
full design loads, special consideration should be given to
construction fypes that reduce the potential for injury.

Reference: GSA PBS-P100
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

Is there less than a 40 percent
fenestration opening per
structural bay?

Is the window system design on
the exterior facade balanced to
mitigate the hazardous effects
of flying glazing following an
explosive event? (glazing,
frames, anchorage to supporting
walls, etc.)

Do the glazing systems with a %2-
inch (34-inch is better) bite contain
an application of structural silicone?

Is the glazing laminated or is it
protected with an anti-shatter
(fragment retention) film?

If an anti-shatter film is used, is
it a minimum of a 7-mil thick film,
or specially manufactured 4-mil
thick film?

The performance of the glass will similarly depend on the
materials. Glazing may be single pane or double pane,
monolithic or laminated, annealed, heat strengthened or
fully tempered.

The percent fenestration is a balance between protection
level, cost, the architectural look of the building within
its surroundings, and building codes. One goal is fo

keep fenestration to below 40 percent of the building
envelope vertical surface areq, but the process must
halance differing requirements. A blast engineer may
prefer no windows; an architect may favor window
curtain walls; building codes require so much fenestration
per square footage of floor areq; fire codes require

a prescribed window opening area if the window is a
designated escape route; and the building owner has cost
concerns.

Ideally, an owner would want 100 percent of the

glazed area to provide the design protection level
aguinst the postulated explosive threat (design basis
threat— weapon size at the expected stand-off distance).
However, economics and geometry may allow 80 percent
to 90 percent due to the stafistical differences in the
manufacturing process for glass or the angle of incidence
of the blost wave upon upper story windows (4th floor

and higher).
Reference: GSA PBS-P100

4.3 | Do the walls, anchorage, and Government produced and sponsored computer
window framing fully develop the | programs coupled with fest data and recognized dynamic
capacity of the glazing material structural analysis techniques may be used to determine
selected? whether the glazing either survives the specified threats

: or the post damage performance of the glazing profects

Are the walls capable of the occupants. A breakage probability no higher than
withstanding the dynamic 750 breaks per 1,000 may be used when calculating
T Y e T loads to frames and anchorage.

. q The intent s to ensure the building envelope provides
Wlllhihe u“‘hofr uﬂe Ir)e'.?;m a;lu.ched relatively equal protection against the postulated
to the Lk B the e Loy . explosive threat for the walls and window systems for
an explosive event without failure? | safety of the occupants, especially in rooms with
Is the facade connected to backup sl
block or to the structural frame? Reference: GSA PBS-P100
Are non-bearing masonry walls
reinforced?

4.4 | Does the building contain ballistic | Glass-clad polycarbonate or laminated polycarbonate are
: glazing? two types of acceptable glozing material.
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Section

Vulnerability Question

Guidance

Observations

Does the ballistic glazing meet the
requirements of UL 752 Bullet-
Resistant Glazing?

Does the building contain security-
glazing?

Does the security-glazing meet
the requirements of ASTM F1233
or UL 972, Burglary Resistant
Glazing Material?

Do the window assemblies
containing forced entry resistant
glazing (excluding the glazing) meet
the requirements of ASTM F 588?

If windows are upgraded to bullet-resistant, burglar-
resistant, or forced entry-resistant, ensure that doors,
ceilings, and floors, as applicable, can resist the same for
the areas of concern.

Reference: GSA PBS-P100

storage capacity for domestic
water?

4.5 | Do non-window openings, such In-filling of blast over-pressures must be considered
as mechanical vents and exposed through non-window openings such that structural
plenums, provide the same level members and all mechanical system mountings and
of prote: tion required for the attachments should resist these interior fill pressures.
exterior wall? These non-window openings should also be as secure as

the rest of the building envelope against forced entry.
Reference: GSA PBS-P100
5 Utility Systems

5.1 | What is the source of domestic Domestic water is crifical for confinued building
water? (utility, municipal, wells operation. Although bottled water can safisfy
lak 3 Y Pk ! ! requirements for drinking water and minimal sanitation,
ake, river, storage tank) domestic water meets many other needs — flushing
Is th ternat toilets, building heating and cooling system operation,
ds° I;re a se:ure a frgu e cooling of emergency generators, humidification, efc.

rinking water supply?
Reference: FEMA 386-7

5.2 | Are there multiple entry points for | If the building or site has only one source of water
the water supply? entering at one location, the entry point should be

secure.
Reference: GSA PBS-P100

5.3 | Is the incoming water supply in a Ensure that only authorized personnel have access to the
secure location? water supply and its components.

Reference: FEMA 386-7
5.4 | Does the building or site have Operational facilities will require reliance on adequate

domestic water supply. Storage capacity can meet
short-term needs and use water trucks fo replenish for
extended outages.
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

How many gallons of storage Reference: Physical Security Assessment for the
capacity are available and how Department of Veterans Affairs Facilities.
long will it allow operations to
continue?
5.5 | What is the source of water for The fire suppression system water may be supplied from
: the fi o tem? the domestic water or it may have a separate source,
€ fire suppression sysiem: separate storage, or nonpotable alternate sources.
(local vtility company lines,
storage tanks with utility company | For asite with multiple buildings, the concern is that
backup, lake, or river) the supply should be adequate to fight the worst case
T situation according to the fire codes. Recent major
Are there alternate water supplies | onsiruction may change that requirement.
for fire suppression? Reference: FEMA 386-7
5.6 | Is the fire suppression system Standpipes, water supply control valves, and other system
: adequate, code-compliant, and components should be secure or supervised.
protected (secure location)? Reference: FEMA 386-7
5.7 | Do the sprinkler /standpipe interior | The incoming fire protection water line should he
controls ?risers){wve ﬁ'::_ and encased, buried, or located 50 feet from high-risk areas.
Blst-vosistmtlseparation? The interior mains should be looped and sectionalized.
. . Reference: GSA PBS-P100
Are the sprinkler and standpipe
connections adequate and redundant?
Are there fire hydrant and water
supply connections near the
sprinkler/standpipe connections?
5.8 | Are there redundant fire water pumps |  Collocating fire water pumps puts them af risk for o
(e.g., one electric, one diesel)? single incident fo disable the fire suppression system.
Are the pumps located apart from References: GSA PBS-P100 and FEMA 386-7
each other?
5.9 | Are sewer systems accessible? Sanitary and stormwater sewers should be protected from
unauthorized access. The main concerns are backup or
Are they protected or secured? flooding into the building, causing a health risk, shorting
out electrical equipment, and loss of building use.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
5.10 | What fuel supplies do the building Typically, natural gas, propane, or fuel oil are required
rely upon for critical operation? for continued operation.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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Section

Vulnerability Question

Guidance

5.11 | How much fuel is stored on the Fuel storage protection is essential for continued operation.
Is“e PG| II||.1e bmldl.ng and how Main fuel storage should be located away from loading
ong can this (!uaniliy support docks, entrances, and parking. Access should be restricted
aitical operations? and protected (e.g., locks on caps and sedls).

How is it stored? References: GSA PBS-P100 and Physical Security Assessment
N hhsecode for the Department of Veterans Affairs Facilities
5.12 | Where is the fuel supply obtained? | The supply of fuelis dependent on the reliability of the
supplier.
o oy T a
Al ol Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

5.13 | Are there alternate sources of Critical functions may be served by alternate methods if
fuel? normal fuel supply is interrupted.

Reference: Physical Security Assessment for the
?
Can alternate fuels he used? Department of Veterans Affairs Facilities

5.14 | What is the normal source of Utilities are the general source unless co-generation or a
electrical service for the site or private energy provider is available.
building? Reference: Physical Security Assessment for the

Department of Veterans Affairs Facilities
5.15 | Is there a redundant electrical The utility may have only one source of power from a
service source? single substation. There may be only single feeders from
the main substation.
f(a(;l fthe HI0C l:lmldlngs b?I’ Reference: Physical Security Assessment for the
ed from more than one utility Department of Veterans Affairs Facilities
substation?

5.16 | How many service entry points Electrical supply at one location creates a vulnerable
does the site or building have for situation unless an alternate source is available.
electricity? Ensure disconnecting requirements according to NFPA 70

(National Fire Protection Association, National Electric
Code) are met for multiple service entrances.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

5.17 | Is the E“‘."ming electric service fo Typically, the service entrance is o locked room,
the building secure? inaccessible to the public.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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5.18 | What provisions for emergency Besides installed generators to supply emergency power,
power exist? What systems portable generators or rental generators available under
receive emergency power and emergency contract can be quickly connected to a building
have capacity requirements been with an exterior quick disconnect already installed.
tested? Testing under actual loading and operational conditions

ensures the ritical systems requiring emergency power
Is the emergency power receive it with a high assurance of reliability.
llocated with the commercial
et ‘:‘:Wke.,  COMMENAET | Reforence: G54 PBS-PI00
Is there an exterior connection
for emergency power?

5.19 | By what means do the Typically, communication ducts or other conduits are
main telephone and data available. Overhead service is more identifiable and
communications interface the vulnerable.
site or building? Reference: Physical Security Assessment for the

Department of Veterans Affairs Facilities

5.20 | Are there muliiple or redundant Secure locations of communications wiring entry to the
locations for the telephone and sie or building are required.
communications service? Reference: Physical Security Assessment for the

Department of Veterans Affairs Facilities

5.21 | Does the fire alarm system Typically, the local fire_depur!mem responds fo an alarm

require communication with that sounds at the station or is transmitted over phone
lines by an auto dialer.

external sources?

. An intermediary control center for fire, security, and/or

By what method is the alarm building system alarms may receive the initial notification

signal sent to the responding at an on-site or off-site location. This center may then

agency: telephone, radio, etc.? determine the necessary response and inform the
responding agency.

Is there an intermediary alarm

monitorina center? y Reference: Physical Security Assessment for the

9 : Department of Veterans Affairs Facilities

5.22 | Are utility lifelines aboveground, | Utilty lifelines (water, power, communications, efc.) can

underground, or direct buried? be protected by concealing, burying, or encasing.
References: GSA PBS-P100 and FEMA 386-7
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Section Vulnerability Question Guidance Observations

6  Mechanical Systems (HVAC and CBR)

6.1 Where are the air intakes and Air intakes should be located on the roof or as high as
exhaust louvers for the building? possible. Otherwise secure within CPTED-compliant fencing
or endosure. The fencing or enclosure should have a

(low, high, or midpoint of the sloped roof fo prevent the throwing of anything into the

building structure) enclosure near the infakes.
Are the intakes and exhausts Reference: GSA PBS-P100 states that air intakes should be
accessible to the public? on the fourth floor or higher and, on buildings with three

floors or less, they should be on the roof or as high as
practical. Locating infakes high on a wall is preferred over
a roof location.

Reference: DoD UFC 4-010-01 states that, for all new
inhabited buildings covered by this document, all air
intakes should be located at least 3 meters (10 feet)
above the ground.

Reference: CDG/NIOSH, Pub 2002-139 states: “An
extension height of 12 feet (3.7 m) will place the intake
out of reach of individuals without some assistance. Also,
the entrance to the intake should be covered with a sloped
metal mesh fo reduce the threat of objects being tossed into
the intake. A minimum slope of 45° is generally adequate.
Extension height should be increased where existing
platforms or building features (i.e., loading docks, retaining
walls) might provide access to the outdoor air infakes”.

Reference: LBNL PUB-51959: Exhausts are also a concer n
during an outdoor release, especially if exhaust fans are not
in continuous operation, due fo wind effects and chimney
effects (air movement due to differential temperature).

6.2 | Is roof access limited to Roofs are like entrances to the building and are like
authorized personnel by means of | mechanical rooms when HVACis installed. Adjacent structures
locking mechanisms? or landscaping should not allow access to the roof.

Is access to mechunicul areas References: GSA PBS-PIOO, (D(/NIOSH Pub 2002"39,
similarly controlled? and LBNL Pub 51959

6.3 | Are there multiple air intake Single air intakes may feed several air handling units.

locations? Indicate if the air intakes are localized or separated.

Installing low-leakage dampers is one way to provide the
system separation when necessary.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

6.4 | What are the types of air MERV — Minimum Efficiency Reporting Value
filtration? Include the efficiency . . .
and number of filter modules for HEPA — High Efficiency Parficulate Air
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each of the main air handling Adtivated charcoal for gases
?
QRLEE Ultraviolet C for biologicals
Is there any co.||e<I|.v e profection | . ider mix of approaches for opfimum protection and
for chemical, biological, and cost-effectiveness.
radiological contamination
designed into the building? Reference: (DG/NIOSH Pub 2002-139
6.5 Is there space for larger filter Air handling units serving ritical functions during continued
assemblies on critical air handling operation may be refrofitted fo provide enhanced protection
tems? during emergencies. However, upgraded filtration may
O have negative effects upon the overall air handling system
operation, such as increased pressure drop.
Reference: (DG/NIOSH Pub 2002-139
6.6 Are there pprovisions for air Duct mounted sensors are usuallly found in limited
monitors or sensors for chemical cases in laboratory areas. Sensors generally have a
e limited spectrum of high reliability and are costly. Many
?
or biological agents? different technologies are undergoing research to provide
capability.
Reference: (DG/NIOSH Pub 2002-139
6.7 | By what method are air intakes Motorized (low-leakage, fast-acting) dampers are the
and exhausts closed when not preferred method for closure with fail-safe to the closed
operational? position so as o support in-place sheltering.
References: (DG/NIOSH Pub 2002-139 and LBNL Pub 51959
6.8 | How are air handling systems Understanding the critical areas of the building that
zoned? must confinue functioning focuses security and hazard
mitigation measures.
Whl(:' t'lrﬁ:ls m.ld fund!m;‘s d:l,l' Applying HVAC zones that isolate lobbies, mailrooms,
each of the prlgmry air handfing loading docks, and other entry and storage areas from the
systems serve? rest of the building HVAC zones and maintaining negative
pressure within these areas will contain CBR releases.
Identify common return systems that service more than
one zone, effectively making a large single zone.
Conversely, emergency egress routes should receive
positive pressurization o ensure contamination does not
hinder egress. Consider filtering of the pressurization air.
References: (DC/NIOSH Pub 2002-139 and LBNL Pub 51959
6.9 Are there large central air Independent units can confinue to operate if damage
handling units or are there occurs fo limited areas of the building.
multiple units serving separate Reference: Physical Security Assessment for the
zones? Department of Veterans Affairs Facilities
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Section Vulnerability Question Guidance Observations

6.10 | Are there any redundancies in the | Redundancy reduces the security measures required
air handling system? compared to a non-redundant situation.

Reference: Physical Security Assessment for the

Can critical areas be served from Department of Veterans Affairs Facilities

other units if a major system is

disabled?
6.11 | Is the air supply to critical areas During chemical, biological, and radiological situations,
compartmentalized? the intent is o either keep the contamination localized
in the critical area or prevent ifs entry into other itical,
Similarly, are the critical areas non-crifical, or public areas. Systems can be cross-

connected through building openings (doorways, ceilings,
parfial wall), ductwork leakage, or pressure differences
in air handling system. In standard practice, there is
leakage? almost always some air carried between ventilation zones
by pressure imbalances, due to elevator piston action,
chimney effect, and wind effects.

or the building as a whole,
considered tight with little or no

Smoke testing of the air supply to crifical areas may be

necessary.
Reference: (DG/NIOSH Pub 2002-139 and LBNL Pub
51959
6.12 | Are supply, return, and exhaust The air systems to critical areas should be inaccessible to
air systems for critical areas the public, especially if the ductwork runs through the
) public areas of the building. It is also more secure o have
: a ducted air handling system versus sharing hallways and
Are all supply and return ducts plenums above drop ceilings for return air. Non-ducted
completel ted to thei systems provide greater opportunity for infroducing
pietely connected 1o Their confaminants.
grilles and registers and secure?
Reference: (DG/NIOSH Pub 2002-139 and LBNL Pub
Is the return air not ducted? 51959
6.13 | What is the method of Central systems can range from monitoring only to full
temperature and humidity control? control. Local control may be available to override central
operation.

. . . 1o
Is it localized or centralized? 0f greatest concern are systems needed before, during,

and after an incident that may be unavailable due to
temperature and humidity exceeding operational limits
(e.g., main telephone switch room).

Reference: DOC CIAO Vulnerability Assessment
Framework 1.1

6.14 | Where are the building automation | Access to any component of the building automation and
control centers and cabinets control system could compromise the functioning of the
located? system, increasing vulnerability to a hazard or precluding
* their proper operation during a hazard incident.
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Are they in secure areas?

How is the control wiring routed?

The HVAC and exhaust system controls should be in
a secure area that allows rapid shutdown or other
activation based upon location and type of attack.

References: FEMA 386-7, DOC CIAO Vulnerability
Assessment Framework 1.1 and LBNL Pub 51959

6.15

Does the control of air handling
systems support plans for
sheltering in place or other
protective approach?

The micro-meteorological effects of buildings and ferrain
can alter travel and duration of chemical agents and
hazardous material releases. Shielding in the form of
sheltering in place can protect people and property from
harmful effects.

To support in-place sheltering, the air handling systems
require the ability for authorized personnel fo rapidly furn
off all systems. However, if the system is properly filtered,
then keeping the system operating will provide protection
as long as the air handling system does not distribute an
internal release fo other portions of the building.

Reference: CDC/NIOSH Pub 2002-139

6.16

Are there any smoke evacuation
systems installed?

Does it have purge capability?

For an internal blast, a smoke removal system may

be essential, particularly in large, open spaces. The
equipment should be located away from high-risk areas,
the system controls and wiring should be protected, and
it should be connected to emergency power. This exhaust
capability can be built into areas with significant risk

on infernal events, such as lobbies, loading docks, and
mailrooms. Consider filtering of the exhaust fo capture
(BR contaminants.

References: GSA PBS-P100, CDC/NIOSH Pub 2002-139,
and LBNL Pub 51959

6.17

Where is roof-mounted equipment
located on the roof? (near
perimeter, at center of roof)

Roof-mounted equipment should be kept away from the
building perimeter.

Reference: U.S. Army TM 5-853

6.18

Are fire dum'rers installed at all
fire barriers?

Are all dampers functional and
seal well when dosed?

Al dampers (fire, smoke, outdoor air, return air, bypass)
must be functional for proper protection within the
building during an incident.

Reference: CDC/NIOSH Pub 2002-139

6.19

Do fire walls and fire doors
maintain their integrity?

The tightness of the building (both exterior, by
weatherization to seal cracks around doors and windows,
and internal, by zone ducting, fire walls, fire stops, and
fire doors) provides energy conservation benefits and
functional benefits during a (BR incident.

Reference: LBNL Pub 51959
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Section Vulnerability Question Guidance Observations

6.20 | Do elevators have recall capability | Although a life-safety code and fire response

and elevator emergency message | requirement, the conrol of elevators also has benefit

canability? during a (BR incident. The elevators generate a piston
pabriity: effect, causing pressure differentials in the elevator shaft

and associated floors that can force contamination to

flow up or down.

Reference: LBNL Pub 51959

6.21 Is access to building information Information on building operafions, schematics,
restricted? procedures, plans, and specifications should be strictly
controlled and available only to authorized personnel.

References: CDC/NIOSH Pub 2002-139 and LBNL Pub
51959

6.22 | poes the HVAC maintenance Functional equipment must interface with operational

.. procedures in an emergency plan to ensure the
staft have the proper training, equipment is properly operated fo provide the protection

procedures, and preventive desired.
maintenance schedule to ensure
CBR equipment is functional? The HVAC system can be operated in different ways,

depending upon an external or internal release and
where in the building an internal release occurs. Thus
maintenance and security staff must have the fraining
to properly operate the HVAC system under different
circumstances, even if the procedure is to turn off all air

movement equipment.
Reference: (DG/NIOSH Pub 2002-139 and LBNL Pub
51959
7 Plumbing and Gas Systems
7.1 What is the method of water Central shaft locations for piping are more vulnerable
distribution? than multiple riser locations.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

7.2 What is the method of gas Reference: Physical Security Assessment for the
distribution? (heating, cooking, Department of Veterans Affairs Facilities

medical, process)

7.3 Is there redundancy to the main Looping of piping and use of section valves provide
piping distribution? redundancies in the event sections of the system are
: damaged.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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7.4 | What is the method of heating Single source of hot water with one fuel source is more
domestic water? vulnerable than multiple sources and multiple fuel types.
Domestic hot water availability is an operational concern
What fuel(s) is used? for many building occupancies.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
7.5 | Where are gas storage tanks The concern is that the tanks and piping could be
located? (heating, cooking, vulnerable to a moving vehicle or a bomb blast either
medical, process) directly or by collateral damage due to proximity to a
! higher-risk area.
H.ow.ure. they plped,to the Reference: Physical Security Assessment for the
distribution system? (above or Department of Veterans Affairs Facilities
below ground)
7.6 | Are there reserve supplies of Localized gas cylinders could be available in the event of
crifical gases? damage o the central tank system.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
8  Electrical Systems
8.1 | Are there any transformers or Reference: Physical Security Assessment for the
switchgears located outside the Department of Veterans Affairs Facilities
building or accessible from the
building exterior?
Are they vulnerable to public
access?
Are they secured?
8.2 What is the extent of the Reference: Physical Security Assessment for the
external building lighting in Department of Veterans Affairs Facilities
vtility and service areas and at
normal entryways used by the
building occupants?
8.3 | How are the electrical rooms Reference: Physical Security Assessment for the
secured and where are they Department of Veterans Affairs Facilities
located relative to other higher-
risk areas, starting with the main
electrical distribution room at the
service entrance?
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Section Vulnerability Question Guidance

8.4 Are critical electrical systems Collocation concerns include rooms, ceilings, raceways,
collocated with other building conduits, panels, and risers.
systems? Reference: Physical Security Assessment for the
Are crticallelectrical systoms Department of Veterans Affairs Facilities
located in areas outside of secured
electrical areas?

Is security system wiring located
separately from electrical and
other service systems?

8.5 | How are electrical distribution Reference: Physical Security Assessment for the
panels serving branch circuits Department of Veterans Affairs Facilities
secured or are they in secure
locations?

8.6 | Does emergency backup power There should be no single critical node that allows hoth
exist for all areas within the the normal electrical service and the emergency backup
building or for critical areas only? | powerfo be affected by a single incident. Automatic

transfer switches and interconnecting switchgear are the
How is the emergency power inial concerns.
distributed? Emergency and normal electrical equipment should be
Is th t installed separately, at different locations, and as far
Is the emergency power system e
independent from the normal
electrical service, particularly in Reference: 654 PBS-P100
critical areas?

8.7 | How is the primary electrical Central utility shafts may be subject to damage, especially
system wiring distributed? if there is only one for the building.

. . . Reference: Physical Security Assessment for the
Is,'! follocuted with other major Department of Veterans Affairs Facilities
utilities?

Is there redundancy of distribution
to critical areas?
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Section

Vulnerability Question

Guidance

9 Fire Alarm Systems

9.1 | Is the building fire alarm system Fire alarm systems must first warn building occupants
centralized or localized? to evacuate for life safety. Then they must inform the

responding agency to dispatch fire equipment and
How are alarms made known, personnel.
both locally and centrally? Reference: Physical Security Assessment for the
Are critical documents and control Department of Veterans Affairs Facilities
systems located in a secure yet
accessible location?

9.2 | Where are the fire alarm panels Reference: Physical Security Assessment for the
located? Department of Veterans Affairs Facilities
Do they allow access to
unauthorized personnel?

9.3 | Is the fire alarm system Reference: Physical Security Assessment for the
standalone or integrated with Department of Veterans Affairs Facilities
other functions such as security
and environmental or building
management systems?

What is the interface?

9.4 | Do key fire alarm system This is especially necessary for the fire command center
components have fire- and blast- | or fire alarm control center. The concern is to similarly
resistant separation? protect crifical components as described in ltems 2.19,

5.7,and 10.3.
9.5 | Is there redundant off-premises Fire alarms can ring at a fire station, at an infermediary
. -’ alorm monitoring center, or autodial someone else. See
fire alarm reporting? harms 5.2 and 0.5
10  Communications and IT Systems

10.1 | Where is the main telephone One can expect to find voice, data, signal, and alarm
5 S e o e e e systems fo be routed through the main telephone
. . . . distribution room.
in relation to higher-risk areas?

. . Reference: FEMA 386-7
Is the main telephone distribution
room secure?
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Section Vulnerability Question Guidance Observations
10.2 | Does the telephone system have Many telephone systems are now computerized and need
an uninterruptible power supply a UPS to ensure reliability during power fluctuations.
(UPS)? The UPS is also needed to await any emergency power
: coming on line or allow orderly shutdown.
What is its type, power rating, Reference: DOC (14O Vulnerability Assessment
and operational duration under Framework 1.1
load, and location? (battery, on-
line, filtered)
10.3 | Where are communication systems | Concern s to have separation distance from other utilities
wiring closets located? (voice, and higher-risk areas to avoid collateral damage.
data, signal, alarm) Security approaches on the closets include door alarms,
h " d with oth closed circuit television, swipe cards, or other logging
Ar.e-t- ey collocated with other notifications to ensure only authorized personnel have
utilities? access fo these closets.
Are they in secure areas? Reference: FEMA 386-7
10.4 | How is the communications system | fhe jntent s to prevent tampering with the systems.
wiring distributed? (secure chases
and risers, accessible public areas) Reference: Physical Security Assessment for the
! Department of Veterans Affairs Facilities
10.5 | Are there redundant (ritical areas should be supplied with multiple or
communications systems redundant means of communications. Power outage
available? phones can provide redundancy as they connect directly
to the local commercial telephone switch off site and
not through the building telephone switch in the main
telephone distribution room.
A base radio communication system with antenna can be
installed in stairwells, and portable sets distributed to floors.
References: GSA PBS-P100 and FEMA 386-7
10.6 | Where are the main distribution Concern is collateral damage from manmade hazards and
facility, data centers, routers, redundancy of crifical functions.
f"e‘ﬁln“s’ and sgrvers located and Reference: DOC CIAO Vulnerability Assessment
are They secure: Framework 1.1
Where are the secondary and/or
intermediate distribution facilities
and are they secure?
10.7 | What type and where are the (ritical facilities should have two Minimum-Points-of-
Wide Area Network (WAN) Presence( MPOPs) where the telephone company’s outside
PR cable ferminates inside the building. It is functionally a
connections? service entrance connection that demarcates where the
telephone company’s property stops and the building
owner's property begins. The MPOPs should not be
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collocated and they should connect to different telephone
company central offices so that the loss of one cable or
central office does not reduce capability.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
10.8 | What are the type, power rating, | Consider that UPS should be found af all computerized
and location of the uninterruptible points from the main distribution facility to individual
Fower supply? (battery, on-line, data closets and at ritical personal computers/terminals.
ltered) Critical LAN sections should also be on backup power.
Are the UPS also f,onnecled = Reference: DOC CIAO Vulnerability Assessment
emergency power: Framework 1.1
10.9 | What type of Local Area Network | The physical topology of a network is the way in which
(LAN) cabling and physical the cables and computers are connected to each other.
topology is used? The main types of physical topologies are:
(Category (Cat) 5, Gigabit Ethernet, Bus (single radial where any damage on the bus affects
Ethernet, Token Ring) the whole system, but especially all portions downsiream)
Star (several computes are connected to a hub and many
hubs can be in the network — the hubs can be crifical
nodes, hut the other hubs continue to function if one fails)
Ring (a bus with a continuous connection - least used, but
can tolerate some domage because if the ring fails af a
single point it can be rerouted much like a looped electric
or water system)
The configuration and the availability of surplus cable
or spare capacity on individual cables can reduce
vulnerability to hazard incidents.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

10.10 | For installed radio /wireless Depending upon the function of the wireless system, it
systems, what are their types and | could be susceptible to accidental or intended jamming or
where are they located? collateral damage.

(radio frequency (RF), high frequency Reference: Physical Security Assessment for the
(HF), very high frequency (VHF), Department of Veterans Affairs Facilities
medium wave (MW))

10.11 | Do the Information Technology Ensure access to terminals and equipment for authorized
(IT - computer) systems meet personnel only and ensure system up-fime fo meet
requirements of confidentiality, operational needs.
integrity, and availability? Reference: DOC CIAQ Vulnerability Assessment

Framework 1.1
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Section

Vulnerability Question

Guidance

Observations

10.12

Where is the disaster recovery/
mirroring site?

A site with suitable equipment that allows continuation
of operations or that mirrors (operates in parallel to)
the existing operation is beneficial if equipment is

lost during a natural or manmade disaster. The need

is based upon the criticality of the operation and how
quickly replacement equipment can be put in place and
operated.

Reference: DOC CIAO Vulnerability Assessment
Framework 1.1

designated alternate locations
have equivalent or reduced
capability for voice, data, mass
notification, etc.?

(emergency operations, security,
fire alarms, building automation)

Do the alternate locations also
have access to backup systems,
induding emergency power?

10.13 | Where is the backup tape/file If equipment is lost, data are most likely lost, too.
storage site and what is the type | Backups are needed fo confinue operations of the
T disaster recovery site or when equipment can be
: delivered and installed.
(safe, vault, underground)
L Reference: DOC CIAQ Vulnerability Assessment
Is there redundant refrigeration Framework 1.1
in the site?
10.14 | Are there any satellite SATCOM links can serve as redundant communications
communications (SATCOM) links? for voice and data if configured to support required
(location, power, UPS, emergency capability after a hazard incident.
power, spare capacity/capability) Reference: DOC CIAO Vulnerability Assessment
Framework 1.1
10.15 | |s there a mass notification Depending upon building size, a mass nofificafion system
system that reaches all building will provide warning and alert information, along with
occupants? (public address, pager actions o fake before and after an incident if there is
o ' redundancy and power.
cell phone, computer override, efc.)
Ref : DoD UFC 4-010-01
Will one or more of these elorence: %0
systems be operational under
hazard conditions?
(UPS, emergency power)
10.16 | Do control centers and their Reference: GSA PBS-P100
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Section Vulnerability Question Guidance Observations
11 Equipment Operations and Maintenance
1.1 | Are there composite drawings Within critical infrastructure protection at the building
indicating location and capacities | evel, the current configuration and capacity of all
. critical systems must be understood to ensure they meet
of mulo,; sylne_m SI and : re “;ey 4 emergency needs. Manuals must also be current to
current: (.e ectrical, mechanical, an ensure operations and maintenance keeps these systems
fire protection; and date of last update) | properly functioning. The system must function during an
emergency unless directly affected by the hazard incident.
Do updated operations and Reference: Physical Security Assessment for the
maintenance (0&M) manuals Department of Veterans Affairs Facilities
exist?
11.2 | Have critical air systems been Although the system may function, it must be tested
rebalanced? periodically to ensure it is performing as designed.
Balancing is also crifical after inifial construction fo set
If so, when and how often? equipment to proper performance per the design.
Rebalancing may only occur during renovation.
Reference: (DC/NIOSH Pub 2002-139
11.3 | Is dir pressurization monitored Some areas require positive or negative pressure to
: reaularly? function properly. Pressurization is crifical in a hazardous
gularly: environment or emergency situation.
Measuring pressure drop across filters is an indication
when filters should be changed, but also may indicate
that low pressures are developing downsiream and could
result in loss of expected protection.
Reference: (DG/NIOSH Pub 2002-139
11.4 | Does the building have a Recommissioning involves festing and balancing of
poli‘y or Pro(edure for Periodic systems to ascertain their C(lp(lblllfy to perform as
recommissioning of major destribed.
Mechanical /Electrical /Plumbing Reference: Physical Security Assessment for the
(M/E/P) systems? Department of Veterans Affairs Facilities
11.5 | Is there an adequate 0&M If 0&M of critical systems is done with in-house personnel,
program, including training of management must know what needs o be done and the
facilities management staff? workforce must have the necessary training to ensure
systems reliability.
Reference: (DG/NIOSH Pub 2002-139
11.6 | What maintenance and service When an in-house facility maintenance work force does
agreements exist for M/E/P not exist or does not have the capability to perform
systems? the work, maintenance and service contracts are the
y : alternative to ensure critical systems will work under all
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Section

Vulnerability Question

Guidance

Observations

conditions. The facility management staff requires the
same knowledge to oversee these contracts as if the work
was being done by in-house personnel.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

11.7

Are backup power systems
periodically tested under load?

Loading should be at or above maximum connected load
to ensure available capacity and automatic sensors should
be tested at least once per year.

Periodically (once a year as a minimum) check the
duration of capacity of backup systems by running them
for the expected emergency duration or estimating
operational duration through fuel consumption, water
consumption, or voltage loss.

Reference: FEMA 386-7

11.8

Is stairway and exit sign lighting
operational?

The maintenance program for stairway and exit sign
lighting (all egress lighting) should ensure functioning
under normal and emergency power conditions.

Expect building codes to be updated as emergency egress
lighting is moved from upper walls and over doorways

to floor level as heat and smoke drive occupants to crawl
along the floor to get out of the building. Signs and lights
mounted high have limited or no benefit when obscured.

Reference: FEMA 386-7

12

Security Systems

Perimeter Systems

12.1

Are black /white or color CCTV
(closed circuit television) cameras
used?

Are they monitored and recorded
24 hours/7 days a week? By
whom?

Are they analog or digital by
design?

What are the number of fixed,
wireless, and pan-tilt-zoom
cameras used?

Security technology is frequently considered to
complement or supplement security personnel forces
and to provide a wider area of coverage. Typically,
these physical security elements provide the first line

of defense in deterring, detecting, and responding

to threats and reducing vulnerabilities. They must be
viewed as an integral component of the overall security
program. Their design, engineering, installation,
operation, and management must be able to meet daily
security challenges from a cost-effective and efficiency
perspective. During and after an incident, the system, or
its backups, should be functional per the planned design.

Consider color CCTV cameras to view and record activity
at the perimeter of the building, particularly at primary
entrances and exits. A mix of monochrome cameras
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Who are the manufacturers of
the CCTV cameras?

What is the age of the CCTV
cameras in use?

should be considered for areas that lack adequate
illumination for color cameras.

Reference: GSA PBS P-100

12.2 | Are the cameras programmed The efficiency of monitoring multiple screens decreases as
to respond automatically the number of screens increases. Tying the alarm system
4 buildina al or mofion sensors to a CCTV camera and a monitoring
to perimeter building alarm screen improves the man-machine interface by drawing
events? attention to a specific screen and its associated camera.
.. Adjustment may be required after installation due fo
Do they have built-in video initial false alarms, usually caused by wind or small
motion capabilities? animals.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.3 | What type of camera housings Reference: Physical Security Assessment for the
are used and are they Department of Veterans Affairs Facilities
environmental in design to
protect against exposure to heat
and cold weather elements?

12.4 | Are panic/duress alarm buttons Call buttons should be provided at key public contact areas
or sensors used, where are they and as needed in offices of managers and directors, in
located, and are they hardwired garages and parking lots, and other high-risk locations by
or portable? assessment.

Reference: GSA PBS P-100

12.5 | Are intercom call boxes used See Item 12.4.
in parking areas or along the
building perimeter?

12.6 | What is the transmission Reference: Physical Security Assessment for the
media used fo transmit camera Department of Veterans Affairs Facilities
video signals: fiber, wire
line, telephone wire, coaxial,
wireless?

12.7 | Who monitors the CCTV Reference: DOC CIAO Vulnerability Assessment
system? Framework 1.1
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Section

Vulnerability Question

Guidance

Observations

cameras vsed?

Are they monitored and recorded
24 hours/7 days a week? By
whom?

Are they analog or digital by
design?

What are the number of fixed,
wireless, and pan-tilt-zoom
cameras used?

Who are the manufacturers of the
CCTV cameras?

What is the age of the CCTV
cameras in use?

12.8 | What is the quality of video Reference: Physical Security Assessment for the
images both during the day and Department of Veterans Affairs Facilities
hours of darkness?

Are infrared camera illuminators
used?

12.9 | Are the perimeter cameras Reference: Physical Security Assessment for the
supported by an uninterruptible Department of Veterans Affairs Facilities
power supply, battery, or building
emergency power?

12.10 | What type of exterior Intrusion Consider halanced magnetic contact switch sets for all
Detection System (IDS) sensors exterior doors, including overhead/roll-up doors, and
are used? (eleciromagnefic; review roof intrusion detection.
fiber optic; active infrared; bistatic Consider glass break sensors for windows up fo scalable
microwave; seismic; photoelectric; heights.
ground; fence; glass break (vibration/ )
shock); single, double, and roll-up door Reference: 654 PBS-P100
magnetic contacts or switches)

12.11 | Is a global positioning system Reference: Physical Security Assessment for the
(GPS) used to monitor vehides Department of Veterans Affairs Facilities
and asset movements?

Interior Security
12.12 | Are black/white or color CCTV See ltem 12.1.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

12.13 | Are the cameras programmed to The efficiency of monitoring multiple screens decreases
respond automatically to interior as the number of screens increases. Tying the alarm
building alarm events? system or mofion sensors to a (CTV camera and a

: monitoring screen improves the man-machine interface
Do they have built-in video by drawing attention fo a specific screen and its
motion capabilities? ST T
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
12.14 | What type of camera housings Reference: Physical Security Assessment for the
: are used and are they designed Department of Veterans Affairs Facilities
to protect against exposure or
tampering?

12.15 | Do the camera lenses used Reference: Physical Security Assessment for the
have the proper specifications, Department of Veterans Affairs Facilities
especially distance viewing and
darity?

12.16 | What is the transmission media Reference: Physical Security Assessment for the
used to transmit camera video Department of Veterans Affairs Facilities
signals: fiber, wire line, telephone
wire, coaxial, wireless?

12.17 | Are the interior camera video Reference: Physical Security Assessment for the

: q o Department of Veterans Affairs Facilities
images of good visual and
recording quality?

12.18 | Are the interior cameras Reference: Physical Security Assessment for the
supported by an uninterruptible Department of Veterans Affairs Facilities
power supply source, battery, or
building emergency power?

12.19 | What are the first costs and Reference: Physical Security Assessment for the
maintenance costs associated Department of Veterans Affairs Facilities
with the interior cameras?

12.20 | What type of security access Reference: Physical Security Assessment for the
control system is used? Department of Veterans Affairs Facilities
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Table 1-22: Building Vulnerablilty Assessment Checklist* (confinued)

Section

Vulnerability Question

Guidance

Observations

Are the devices used for physical
security also used (integrated)
with security computer
networks (e.g., in place of or in
combination with user ID and
system passwords)?

12.21

What type of access control
transmission media is used to
transmit access control system
signals (same as defined for
CCTV cameras)?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.22

What is the backup power supply
source for the access control
systems? (battery, uninterruptible
power supply)

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.23

What access control system
equipment is used?

How old are the systems and
what are the related first and
maintenance service costs?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.24

Are panic/duress alarm sensors
used?

Where are they located?

Are they hardwired or portable?

Call buttons should be provided at key public contact
areas and as needed in offices of managers and directors,
in garages and parking lots, and other high-risk locations
by assessment.

Reference: GSA PBS P-100

12.25

Are intercom call-boxes or a
building intercom system used
throughout the building?

See ltem 12.24.

12.26

Are magnetometers (metal
detectors) and x-ray equipment
used?

At what locations within the
building?

Reference: DOC CIAO Vulnerability Assessment
Framework 1.1
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

12.27 | What type of interior IDS sensors | Consider magnefic reed switches for interior doors and
are used: electromagnetic; fiber openings.
optic; active infrured:moiion Reference: GSA PBS-P100
detector; photoelectric; glass
break (vibration/shock); single,
double, and roll-up door magnetic
contacts or switches?
12.28 | Are mechanical, electrical, gas, Reference: DOC CIAO Vulnerability Assessment
power supply, radiological Framework 1.1
material storage, voice /data
telecommunication system nodes,
security system panels, elevator
and critical system panels, and
other sensitive rooms continuously
locked, under electronic security,
CCTV camera, and intrusion alarm
systems surveillance?
12.29 | What types of locking hardware As a minimum, electric utility closets, mechanical rooms,
are used throughout the building? and telephone closets should be secured.
Are manual and electromagnetic The mailroom should also be secured, allowing only
ioher. kevpad. bushb R authorized personnel into the area where mail is screened
tpher, keypad, pus utton, panic and sorted. Separate the public access area from the
bar, door strikes, and related screening area for the postulated mailroom threats.
hardware and software used?
All security locking arrangements on doors used for egress
must comply with NFPA 101, Life Safety Code.
Reference: GSA PBS-P100
12.30 | Are any potentially hazardous The storage, use, and handling locations should also be
chemicals, combustible, or toxic kept away from other activities.
materials stored on site in non- The concern s that an intruder need not bring the material
secure and non-monitored areas? | into the building if it is already there and accessible.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
12.31 | What security controls are in Reference: Physical Security Assessment for the
place to handle the processing of Department of Veterans Affairs Facilities
mail and protect against potential
biological, explosive, or other
threatening exposures?
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Section Vulnerability Question Guidance

12.32 | Is there a designated security Monitoring can be done at an off-site facility, at an on-
control room and console in place site monitoring center during normal duty hours, or at a
to monitor security, fire alarm, and 24-hour on-site monitoring center.
other building systems? Reference: GSA PBS-P100
Is there a backup control center
designated and equipped?

Is there off-site 24-hour monitoring
of intrusion detection systems?

12.33 | Is the security console and control | Reference: Physical Security Assessment for the
room adequate in size and does it Department of Veterans Affairs Facilities
provide room for expansion?

Does it have adequate environment
controls (e.g., a/¢, lighting, heating,
air circlation, backup power)?

Is it ergonomically designed?

12.34 | Is the location of the security Reference: Physical Security Assessment for the
room in a secure area with limited, | Department of Veterans Affairs Facilities
controlled, and restricted access
controls in place?

12.35 | What are the means by which Reference: Physical Security Assessment for the
facility and security personnel can Department of Veterans Affairs Facilities
communicate with one another (e.g.,
portable radio, pager, cell phone,
personal data assistants (PDAs))?

What problems have been
experienced with these and other
electronic security systems?

12.36 | Is there a computerized security Reference: Physical Security Assessment for the
prepare reports and track security
incident trends and patterns?

12.37 | Does the current security force This system allows for the systematic performance of
have access to a computerized guard patrols with validation indicators built in. The
guard tour system? system notes stations/locations checked or missed, dates
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

and times of such patrols, and who conducted them on
what shifts. Management reports can be produced for
recordkeeping and manpower analysis purposes.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.38 | Are vaults or safes in the Basic structural design requires an understanding of
building? where heavy concentrations of floor loading may occur
s as to sirengthen the floor and structural framing to
Where are they located? handle this downward load. Security design also needs

this information fo analyze how this concentrated load
affects upward and downward loadings under blast
conditions and its impact upon progressive collapse.
Location is important because safes can be moved by
blast so that they should be located away from people
and away from exterior windows.

Vaults, on the other hand, require construction above the
building requirements with thick masonry walls and steel
reinforcement. A vault can provide profection in many
instances due to its robust construction.

Safes and vaulis may also require security sensors and
equipment, depending upon the level of protection and
defensive layers needed.

Reference: U.S. Army TM 5-85

Security System Documents

12.39 | Have security system as-built Drawings are critical to the consideration and operation
drawings been generated and of security teghnologies, including s ov_erall design
are thev ready for review? and engineering processes. These historical reference

Y Y : documents outline system specifications and layout
security devices used, as well as their application,
location, and connectivity. They are a crifical resource
tool for troubleshooting system problems, and replacing
and adding other security system hardware and software
products. Such documents are an infegral component fo
new and retrofit construction projects.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.40 | Have security system design Reference: Physical Security Assessment for the
: and drawing standards been Department of Veterans Affairs Facilities
developed?

12.41 | Are security equipment selection Reference: Physical Security Assessment for the
criteria defined? Deparfment of Veterans Affairs Facilifies
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Section

Vulnerability Question

Guidance

Observations

12.42

What contingency plans have
been developed or are in place
to deal with security control
center redundancy and backup
operations?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.43

Have security system construction
specification documents been
prepared and standardized?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.44

Do all security system documents
include current as-built drawings?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.45

Have qualifications been
determined for security
consultants, system designers/
engineers, installation vendors,
and contractors?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

agreements exist for security
systems?

12.46 | Are security systems Reference: Physical Security Assessment for the
decentralized, centralized, or Department of Veterans Affairs Facilities
integrated?

Do they operate over an existing
IT network or are they a
standalone method of operation?

12.47 | What security systems manvals Reference: Physical Security Assessment for the
are available? Department of Veterans Affairs Facilities

12.48 | What maintenance or service Reference: Physical Security Assessment for the

Department of Veterans Affairs Facilities
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

Section Vulnerability Question Guidance
13 Security Master Plan
13.1 | Does a written security plan exist | The development and implementation of a security
for this site or building? master plan provides a roadmap that outlines the
strategic direction and vision, operational, managerial,
When was the initial security plan and technological mission, goals, and objectives of the
written and last revised? organization’s security program.
q q q Reference: DOC CIAO Vulnerability Assessment
Who is resgonslble for preparing | o ork 1]
and reviewing the security plan?

13.2 | Has the security plan been The security plan should be part of the building design
communicated and disseminated so that the construction or renovation of the structure
to key management personnel and integrates with the security procedures fo be used during

b4 daily operations.
departments?
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

13.3 | Has the security plan been Reference: Physical Security Assessment for the
benchmarked or compared Department of Veterans Affairs Facilities
against related organizations and
operational entities?

13.4 | Has the security plan ever been Reference: Physical Security Assessment for the
tested and evalvated from a Department of Veterans Affairs Facilifies
benefit/cost and operational
efficiency and effectiveness
perspective?

13.5 | Does the security plan define Reference: Physical Security Assessment for the
e v G e o Department of Veterans Affairs Facilities
long- term security program goals
and objectives?

13.6 | Are threats/hazards, Reference: DOC CIAO Vulnerability Assessment
vulnerabilities, and risks Framework 1.1
adequately defined and security
countermeasures addressed
and prioritized relevant to their
aiticality and probability of
occurrence?

13.7 | Has a security implel.nentulion Reference: Physical Security Assessment for the
schedule been established to Department of Veterans Affairs Facilities
address recommended security
solutions?
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Section Vulnerability Question Guidance Observations

13.8 | Have security operating and Reference: Physical Security Assessment for the
capital budgets been addressed, Department of Veterans Affairs Facilities
approved, and established to
support the plan?

13.9 | What regulatory or industry Reference: Physical Security Assessment for the
quidelines /standards were Department of Veterans Affairs Facilities
followed in the preparation of the
security plan?

13.10 | Does the security plan address
existing security conditions from | Reference: Physical Security Assessment for the
an administrative, operational, Department of Veterans Affairs Facilities
managerial, and technical security
systems perspective?

13.11 | Does the sgcurity plan address Reference: Physical Security Assessment for the
the protection of people, property, | Department of Veterans Affairs Facilities
assets, and information?

13.12 | Does the security plan address Reference: Physical Security Assessment for the
the following major components: | Department of Veterans Affairs Facilities
access control, surveillance,
response, building hardening, and
protection against CBR and cyber-
network attacks?

13.13 | Has the level of risk been Reference: Physical Security Assessment for the
identified and communicated in Department of Veterans Affairs Facilities
the security plan through the
performance of a physical security
assessment?

13.14 | When was the last security Reference: DOC CIAO Vulnerability Assessment
assessment performed? Framework 1.1
Who performed the security risk
assessment?
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Table 1-22: Building Vulnerablilty Assessment Checklist* (continued)

13.15

Are the following areas of
security analysis addressed in the
security master plan?

Asset Analysis: Does the security
plan identify and prioritize the assets
to be protected in accordance to their
location, control, current value, and
replacement value?

Threat Analysis: Does the security
plan address potential threats; causes
of potential harm in the form of
death, injury, destruction, disclosure,
interruption of operations, or denial of
services?

(possible criminal acts [documented
and review of police/security incident
reports] associated with forced entry,
bombs, ballistic assault, biochemical
and related ferrorist facfics, attacks
against utility systems infrastructure
and buildings)

Vulnerability Analysis: Does the
security plan address other areas
associated with the site or building
and its operations that can be taken
advantage of to carry out a threat?
(architectural design and construction
of new and existing buildings,
technological support systems [e.g.,
heating, air conditioning, power,
lighting and security systems, etc.] and
operational procedures, policies, and
controls)

Risk Analysis: Does the security
plan address the findings from

the asset, threat/hazard, and
vulnerability analyses in order fo
develop, recommend, and consider
implementation of appropriate security
countermeasures?

This process is the input to the building design and

what mitigation measures will be included in the facility
project fo reduce risk and increase safety of the building
and people.

Reference: USA TM 5-853, Security Engineering
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Centers for Disease Control and Prevention/National Institute for Occupational Safety and Health
(CDC/NIOSH)

Publication No. 2002-139, Guidance for Protecting Building Environments from Airborne Chemical, Biological, or
Radiological Attacks, May 2002

Federal Emergency Management Agency (FEMA)
FEMA 154, Rapid Visual Screening of Buildings for Seismic Hazards: A Handbook, 1988 (also, Applied Technology Council
(ATC-21) by same name)

FEMA 386-7, Integrating Human-Caused Hazards Into Mitigation Planning, September 2002

SLG 101, Guide for All-Hazard Emergency Operations Planning, Chapter 6, Attachment G, Terrorism, April 2001

General Services Administration (GSA)
PBS — P100, Facilities Standards for Public Buildings Service,
November 2002

Lawrence Berkeley National Laboratory (LBNL)
LBNL PUB-51959, Protecting Buildings from a Biological or Chemical Attack: Actions to Take Before or During a Release,
January 10, 2003

U.S. Air Force (USAF)
Installation Force Protection Guide, 1997

U.S. Army (USA)
Technical Manuals (TM) 5-853-1/-2/-3/-4, Security Engineering, May 12, 1994

U.S. Department of Commerce, Critical Infrastructure Assurance Office (DOC CIAQ)
Vulnerability Assessment Framework 1.1, October 1998

U.S. Department of Defense (DoD)
Unified Facilities Criteria (UFC), UFC 4-010-01, DoD Minimum Antiterrorism Standards for Buildings, July 31, 2002

U.S. Department of Justice (DOJ)
National Criminal Justice (NCJ) NCJ181200, Fiscal Year 1999 State Domestic Preparedness Equipment Program,
Assessment and Strategy Development Tool Kif, May 15, 2000

U.S. Department of Veterans Affairs (VA)
Physical Security Assessment for the Department of Veterans Affairs Facilities, Recommendations of the National Institute
of Building Sciences Task Group to the Department of Veterans Affairs, 6 September 2002
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SITE AND LAYOUT DESIGN GUIDANCE

2

his chapter discusses site-level considerations for develop-

ment. The intent of this guidance is to provide concepts

for integrating land use planning, landscape architecture
(vegetation, landforms, and water), site planning, and other strat-
egies to mitigate the design basis threats as identified via the risk
assessment. Integrating security requirements into a larger, more
comprehensive approach necessitates achieving a balance among
many objectives such as reducing risk; facilitating proper building
function; aesthetics and matching architecture; hardening of
physical structures beyond required building codes and standards;

and maximizing use of non-structural systems.

The design community must work closely with building owners
and operators to ensure that the optimal balance of all the above
considerations is achieved; thus, coordination within the design
team is critical. Many asset protection objectives can be achieved
during the early stages of the design process when mitigation is
the least costly and most easily implemented. Planners, architects,
and landscape designers play an important role in identifying
and implementing crucial asset protection measures while con-
sidering land use; site selection; the orientation of buildings on
the site; and the integration of vehicle access, control points,
physical barriers, landscaping, parking, and protection of utili-
ties to mitigate threats.

It is important to remember that the nature of any threat is al-
ways changing. Although indications of potential threats may be
scarce during the design stage, consideration should be given to
accommodating enhanced protection measures in response to
future threats that may emerge. Asset protection objectives must
be balanced with other design objectives, such as the efficient use
of land and resources, and must also take into account existing

physical, programmatic, and fiscal constraints.
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2.1 LAND USE CONSIDERATIONS

Managing the many dimensions of land use (e.g., development,
transportation, activities, and growth, etc.) is a well-established
practice in the United States, with numerous regulations and
other tools in use by state and local governments to influence
the urban form. These tools range from private controls (e.g.,
deed restrictions and easements) to governmental mechanisms,
including permitting, subdivision, land development regulations,
and zoning. In addition, economic forces such as land market
values, enterprise zones, insurance costs, tax incentives, and im-

pact fees are major considerations in land use decision-making.

Many of these land use controls are significant factors of anti-
terrorism and security. For example, zoning, subdivisions, and
planned unit developments define urban configurations, which
translate directly into potential terrorist attack opportunities be-
cause they provide protective clustering of some activities and
defensive dispersion of others. Furthermore, performance-based
zoning (in contrast to prescriptive zoning) can allow for greater
freedom in land use by removing location-based use constraints
in favor of simply assigning responsibility for any negative impacts
directly to the land owner. The benefits of increased performance-
based zoning’s flexibility relies on the ability of the owner and/or
operator to make informed decisions about the level of risk that
they are willing to accept and how much risk they can mitigate
through land use countermeasures.

As another example, a deed restriction limiting the use of an ad-
jacent parcel to open space or recreation may present a security
advantage in terms of setback, but such spaces may also make
hostile surveillance and attack preparations difficult to detect or
to discern from those of normal use. Impact fees on stormwater
infrastructure may provide an economic incentive to implement
low-impact development techniques. In addition to reducing in-
frastructure costs, managing stormwater on site can add security
through retention facilities that also serve as vehicle barriers and
blast setbacks. The design of on-site stormwater infrastructure can
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also reduce the need for culverts, drainage pipes, manholes, and

other covert site access and weapon concealment opportunities.

In some cases, permit and fee waivers can be used to promote
public transportation, which can reduce urban sprawl and traffic
congestion, thus helping to decrease the vulnerability of high-
risk sites by curbing the flow of traffic and construction of new
buildings in high-risk areas. Similarly, creation of an overlay zone
(sub-zoning to address area-specific considerations) based on se-
curity requirements could firmly establish antiterrorism as a key
design consideration, but it could also cause the “branding” of an
area as dangerous or high risk, thus jeopardizing the success of
any development nearby.

Land use tools for antiterrorism and security are generally deriva-
tive in nature and may not be initially obvious. Typically, land use
documents contain a wealth of data that can be used to address
antiterrorism and security objectives. These sources of informa-
tion, and many more, are available through a variety of channels,
including city, county, and metropolitan planning offices, emer-
gency management offices, tax assessors, councils of governments,

and other state and local agencies.

For land use design, designers should consider external and
internal aspects. External aspects involve the characteristics of
the surrounding area, including construction type, occupancies,
and the nature and intensity of adjacent activities, as well as the
implications of these characteristics for the protection of the
people, property, and operations on the site under consideration.
Internal aspects include the amount of land available on the site
for stand-off and the inherent ability of the site to accommodate
the implementation of natural and manmade antiterrorism and
security design features. It is important to recognize that conflicts
sometimes arise between security-oriented site design and con-
ventional site design. For example, open circulation and common
spaces (which are desirable for conventional design) may be
detrimental to certain aspects of security. Designers must balance

protection priorities with the requirements of the Americans
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with Disabilities Act Accessibility Guidelines (ADAAG), Uniform
Federal Accessibility Standards (UFAS), National Fire Protec-
tion Codes (NFPC), and other applicable building codes and
standards. To resolve these issues, coordination between the disci-

plines is critical to the design process.

Whether designing new buildings or evaluating existing ones, the
designer should evaluate key protection measures to ensure they
are appropriate, desirable, and cost-effective in terms of mitigating
the risk of potential terrorist attacks. Security measures must be
evaluated carefully to understand which measures are truly benefi-
cial and which are not practical.

When making decisions about site antiterrorism and security, de-
signers should consider the following factors:

O Building footprint(s) relative to total land available

O Building location(s) or, if undeveloped, suitable building
location (s) relative to the site perimeter and adjacent land
uses; distance between the perimeter fence and improved
areas off site

O Access via foot, road, rail, water, and air; suitability to support
a secure perimeter

O Current and planned infrastructure and its vulnerabilities,
including easements, tunnels, pipes, and rights-of-way

O Infrastructure nodes that constitute single-point
vulnerabilities

O Adjacent land uses and occupancies that could facilitate
attacks or that are potential targets themselves and thus
present collateral damage or cascading failure hazards (see
Figure 2-1)

O Proximity to fire and police stations, hospitals, shelters, and
other critical facilities that could be of use in an attack

O Natural hazards, susceptibility to subsidence or liquefaction,

and other environmental considerations
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Office Complex Perimeter #V Interstate
Local Imagery B hiiioa A\ Road
:] Piedmont Petroleum Pipeline
T I—— ot
420 840 1,680 2,520

Figure 2-1 An example of using GIS to identify adjacent hazards. Note the large fuel storage and
distribution facility (tank farm) in the vicinity of the office building being assessed

O Presence of natural physical barriers such as water features,
dense vegetation, and terrain that could provide access control
and/or shielding, or suitability of the site for the incorporation
of such features

O Topographic and climatic characteristics that could affect the
performance of chemical agents and other weapons

O Observability from outside site boundaries; ability of vegetation
in proximity to building or site to screen covert activity
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2.2 SITE PLANNING

The single most important goal in planning a site to resist ter-
rorism and security threats is the protection of life, property, and
operations. Decision-making in support of this purpose should

be based first and foremost on a comprehensive assessment of

the manmade threats and hazards so that planning and design
countermeasures are appropriate and effective in the reduction
of vulnerability and risk. It is important to recognize that a given
countermeasure can mitigate one or more vulnerabilities, but may
be detrimental to other important design goals. It is also impor-
tant to think creatively and comprehensively about the security
repercussions of common site planning and design decisions. This
section will highlight several aspects of site design and will present
some of the unique characteristics arising from their application
to antiterrorism and security.

2.2.1 Site Design

Because the economics of development dictate recovering the
largest possible portion of square footage within most urban

and rural sites, security concerns should be evaluated carefully.
Conflicts sometimes arise between security site design and con-
ventional site design. For example, open circulation and common
spaces, which are desirable for conventional design, are often
undesirable for security design. To maximize safety, security, and
sustainability, designers should implement a holistic approach

to site design that integrates form and function to achieve a bal-
ance among the various design elements and objectives. Even if
resources are limited, significant value can be added to a project
by integrating security considerations into the more traditional
design tasks in such a way that they complement, rather than com-
pete with, the other elements.

2.2.2 Layout and Form

The overall layout of a site (e.g., the placement and form of its
buildings, infrastructures, and amenities) is the starting point for
development. Choices made during this stage of the design pro-
cess will steer decision-making for the other elements of the site. A
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number of aspects of site layout and building type present security

considerations and are discussed below.

O Building placement. Depending on the site characteristics, the
occupancy requirements, and other factors, buildings may be
clustered tightly in one area, or dispersed across the site. Both

patterns have compelling strengths and weaknesses.

Concentrating people, property, and operations in one

place creates a target-rich environment, and the mere
proximity of any one building to any other may increase the
risk of collateral impacts. Additionally, the potential exists
for the establishment of more single-point vulnerabilities

in a clustered design than would exist in a more dispersed
pattern. However, grouping high-risk activities, concentrations
of personnel, and critical functions into a cluster can

help maximize stand-off from the perimeter and create a
“defensible space.” This also helps to reduce the number of
access and surveillance points, and minimize the size of the
perimeter needed to protect the facilities. Stand-off planning
is discussed in detail in Sections 2.3 and 2.4. In addition,
combining multiple uses also provides economic and
environmental benefits such as opportunities to efficiently
transfer heat from net heat-producing areas and activities to
net heat-consuming ones, thus reducing energy costs.

In contrast, the dispersal of buildings, people, and operations
across the site reduces the risk that an attack on any one part
of the site will impact the other parts. However, this could also
have an isolating effect, and reduce the effectiveness of on-site
surveillance, increase the complexity of security systems and

emergency response, and create a less defensible space.

To the extent that site, economics, and other factors allow, the
designer should consolidate buildings that are functionally
compatible and have similar threat levels (see Figures 2-2 and
2-3). For example, visitor screening areas, receiving/loading

areas, and mailrooms constitute the innermost line of defense,
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Figure 2-2 Clustered versus dispersed site layouts

because they may be the first places
where people and materials are closely

inspected before being introduced

into the facility. Logically, they should

be physically separated from the key

'. g assets such as main operational areas
). 3
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and concentrations of people. It is

also desirable to locate potential target
buildings away from lower-risk areas in
order to minimize collateral damage,

should an attack occur.

O Building orientation. The orientation
of a building can have significant

impact on its performance, not only

SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

in terms of energy efficiency, but also

in the ability to protect occupants.

Figure 2-3 For the purposes of this discussion,
Clustering to enhance surveillance opportunities the term “orientation” refers to three
while minimizing views into the buildings distinct characteristics: the building’s
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spatial relationship to the site, its orientation relative to the

sun, and its vertical or horizontal aspect relative to the ground.

A structure’s orientation relative to its surroundings defines
its relationship to that area. In aesthetic terms, a building
can “open up” to the area or turn its back; it can be inviting
to those outside, or it can “hunker down” defensively. The
physical positioning of a building relative to its surroundings
may seem subtle, but can be a greater determinant of this
intangible quality than exterior aesthetics. Nevertheless, the
proximity of a vulnerable facade to a parking area, street,
adjacent site, or other area that is accessible to vehicles and/or
difficult to observe can greatly contribute to its vulnerability.
This illustrates one way in which protective requirements
can be at odds with otherwise good design. A strong, blank
wall with no glazing will help to protect the people, property,
and operations within from a blast, but the lack of windows
removes virtually all opportunity to monitor activities outside
and take appropriate protective actions in a timely manner.
Designers should consider such trade-offs early in the design

process, in an effort to determine an acceptable level of risk.

The solar orientation of a building is a significant factor in
energy consumption. By optimizing the positioning of the
building relative to the sun, climate control and lighting
requirements can be met while reducing power consumption.
However, these energy conservation techniques present some
important security considerations. For example, natural
ventilation is an effective and time-tested technique for
efficiently cooling buildings; however, the use of unfiltered
outside air presents a major vulnerability to aerosolized
chemical, biological, and radiological agents, in addition

to accidental releases of hazardous materials. Additionally,
awnings may become projectiles in a blast event, and the
construction of operable windows may not be as blast-
resistant as the frames of fixed windows. Similarly, the use

of light shelves, skylights, clerestories, and atria can help

meet illumination requirements while dramatically reducing
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the need for electric lighting. However, day lighting relies
inherently on the use of glazing, which has been shown to

be one of the major hazards in blast events. In addition to
ensuring the maximum setback possible for highly-fenestrated
facades, designers should ensure that aperture sizes, glazing
materials, films, and frames and connections are selected with

blast-resistance as well as energy efficiency in mind.

Open space. The incorporation of open space into site design
presents a number of benefits. First and foremost is the ability
to easily monitor an area and detect intruders, vehicles,

and weapons. Closely related to this benefit is the stand-off
value of open space; as discussed in Chapter 4, blast energy
decreases as the inverse of the cube of the distance from

the seat of the explosion, so every additional increment of
distance provides increasingly more protection. In addition,
pervious open space allows stormwater to percolate back

into the ground, reducing the need for culverts, drainage
pipes, manholes, and other covert site access and weapon
concealment opportunities. Also, if the open space is
impassible for vehicles (as in the case of a wetland or densely
vegetated area), it can provide not only environmental and
aesthetic amenities, but prevent vehicle intrusion as well.

Leaving significant amounts of open space, wetland, or other
sensitive areas unimproved may present opportunities to reap
economic benefits in the form of transferable development
rights (TDRs). TDR is a market-based approach that provides
incentives to developers to focus growth only where it is
desired, making it profitable to refrain from developing
open space and sensitive areas. By not maximizing the profit
potential of their land, owners can receive “development
right credits” that can be sold to developers elsewhere in

the community, who will then be able to use those credits to
intensify the use of their own land in ways that promote more
sustainable growth.! Thus, in some cases, TDRs may be a

windfall benefit of security-oriented development.

1U.S. EPA, Smart Growth Policy Database. http://cfpub.epa.gov/sgpdb/sgdb.cfm
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2.2.3 Vehicular and Pedestrian Circulation

The movement of people and materials into, through, and out of
a facility is determined by the design of its access, circulation, and
parking systems. Such systems should be designed to maximize
efficiency while minimizing conflicts between vehicle and pedes-
trian modes. Designers should begin with an understanding of the
site’s transportation requirements based on an analysis of how the
facility will be used. This includes studying the number and types
of access points that are required, the parking volume needed,
pedestrian patterns, and the modes of transportation they will use.
Several aspects of transportation planning can impact security and
are discussed below.

O Roadway network design. Streets are generally designed to
minimize travel time and maximize safety, with the end result
typically being a straight path between two or more endpoints.
Although a straight line may be the most efficient course,
designers should use caution when orienting streets relative to
buildings. Given that the energy transferred when one object
strikes another is a function of its mass and its velocity, a
bollard that can stop a 15,000-pound truck moving at 35 miles
per hour may not be able to stop the same truck moving at 55
miles per hour. In developing a system of street alignments
with protection in mind, the designer cannot determine
the size or weight of a vehicle that will travel along the road,
because that is a management decision. However, the designer
can propose a roadway system to minimize vehicle velocity,
thus using the roadway itself as a protective measure. This is
accomplished through the use of the following strategies.

First, straight-line or perpendicular approaches to buildings
should not be used, because these give vehicles the
opportunity to gather the speed necessary to ram through
protective barriers and crash into or penetrate buildings.
Instead, approaches should be parallel to the facade, with
berms, high curbs, appropriate trees, or other measures used
to prevent vehicles from departing the roadway. A related
technique for reducing vehicle speeds is the construction
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of serpentine (curving) roadways with tight-radius corners.
Existing streets can be retrofitted with barriers, bollards,

swing gates, or other measures to force vehicles to travel in a
serpentine path. Again, high curbs and other measures should
be installed to keep vehicles from departing the roadway in an

effort to avoid these countermeasures.

Less radical than these techniques are traffic calming
strategies, which seek to use design measures to cue drivers
as to the acceptable speed for an area. These include

raised crosswalks, speed humps and speed tables, pavement
treatments, bulbouts, and traffic circles. In addition to
creating a more pedestrian-friendly environment, which
increases “eyes on the street” surveillance, designing
roadways to physically limit speeds can have the added
benefits of increasing safety and, subsequently, lowering
liability. Designers should be aware, however, that many of
these techniques can have detrimental effects for emergency
response, including slowing response time, interfering with
enroute emergency medical treatment, and increasing the
difficulty of maneuvering fire apparatus. They also may
present problems for snow removal, and their outer ends
should remain flat so that bicycles can proceed unimpeded.
Finally, the distinction between speed humps, speed tables,
and speed bumps is critical. Speed humps and tables are
much gentler than speed bumps and can be constructed to
“enforce” a specific speed range. Speed bumps have much
more abrupt profiles and are only appropriate for low-speed

applications, such as parking lots.

Parking. There are three primary types of parking facilities,
all of which present security trade-offs. Surface lots can be
designed to keep vehicles away from buildings, but they
consume large amounts of land and, if constructed of
impervious materials, can contribute greatly to stormwater
runoff volume. They can also be hazardous for pedestrians if
dedicated pedestrian pathways are not provided. In contrast,

on-street parking is often convenient for users and a source
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of revenue for local governments, but this type of parking
may provide little or no setback. Finally, garage structures
provide revenue and can be convenient for users, but they
may require structural measures to ensure blast resistance as
well as crime prevention measures to prevent street crime.
Although the cost of land suggests that the construction

of a garage below a building (either underground or
aboveground) may be the most economically viable approach
for many developments, they can be highly vulnerable to
vehicle-borne weapons, endangering the building above.

If garages must be used, human security procedures (e.g.,
vehicle searches) and electronic systems (e.g., closed circuit
television) may be necessary to ensure safety (see Section 2.7
for additional information).

2.2.4 Infrastructures and Lifelines

Providing power, gas, water, wastewater, and communications ser-
vices is one of the most basic requirements of any development. At
the site scale, all critical lifelines should have at least one layer of
redundancy, or backup. By eliminating single-point vulnerabilities,
designers reduce the chance that service will be interrupted if

an attack damages or destroys a lifeline either outside the perim-
eter or on site. It is important to note that collocating a backup
lifeline with its primary lifeline does not eliminate single-point
vulnerability; only physical separation can substantially increase
the likelihood of continuity of service. Designers should be aware
that this could create the need for each type of infrastructure life-
line to cross the site perimeter at multiple locations, potentially
complicating the process of managing utility easements and rights-
of-way. Additional information on critical systems is also discussed

in Chapter 3.

Additionally, all controls, interconnections, exposed lines, and
other vulnerable elements of infrastructure systems should be
protected from access and exploitation by surveillance and/or
physical countermeasures. Service entrances and other secondary

access points should be monitored and access-controlled; special
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attention should also be paid to any locations where multiple
systems or primary and backup systems come together, such as
control rooms and mechanical spaces. Again, these facilities
should be designed for maximum observability, including the use
of opportunity reduction and target hardening strategies where
appropriate, and should be equipped with adequate lighting and
emergency communications capabilities wherever possible.

2.2.5 Landscape and Urban Design

Designing to meet user needs while maintaining stewardship of
the natural and built environments becomes increasingly more
challenging when security requirements are factored in. Design
principles should include an emphasis on mixed-use development;
selection of low-impact development techniques and environ-
mental stewardship; compatibility of context and relationship with
adjacent uses, forms, and styles; establishment of scale and identity
through aesthetic design; connectivity among buildings, uses, ac-
tivities, and transportation modes; resource conservation; cultural
responsiveness; and the creation of appealing public spaces. These
objectives are generally achieved through the work of two closely
related disciplines, landscape design and urban design. For the
purposes of this document, these two domains are virtually over-
lapping and will, therefore, be addressed together.

O Landscape design. The implications of security for
landscape design affect everything from plant species and
building material selection to landform construction and
wayfinding. Elements such as landforms, water features,
and vegetation are among the building blocks of attractive
and welcoming spaces, and they can also be powerful tools
for enhancing security. These features can be used not only
to define or designate a space, but also to deter or prevent
hostile surveillance and unauthorized access. Vegetative
groupings and landforms can even provide some level of
blast shielding. Stands of trees, earthen berms, and similar
countermeasures generally cannot replace setbacks, but they
can offer supplementary protection. However, landscaping
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can also have detrimental impacts for safety and security, and
practitioners should consider the unique requirements of
the project to ensure that the landscape design elements they
choose will be appropriate and effective.

For example, thorn-bearing and sharp-leaved plant species
(e.g., firethorn, Spanish bayonet, and pampas grass) can create
natural physical barriers to deter aggressors. Although this
technique can be highly effective, designers should consider
the liability they may incur from injuries resulting from
legitimate users inadvertently coming into contact with them.
Additionally, although such plants can provide security for
ground-level windows, they may also impede emergency egress.

With careful selection, placement, and maintenance,
landscape elements can provide visual screening that protects
sensitive operations, gathering areas, and other activities from
surveillance without creating concealment for covert activity.
However, dense vegetation in close proximity to a building
can screen illicit activity and should be avoided. Additionally,
thick ground cover such as English ivy or vegetation over 4
inches tall such as monkey grass can be used to conceal bombs
and other weapons; in setback clear zones, vegetation should
be selected and maintained with eliminating concealment
opportunities in mind. Similarly, measures to screen visually
detractive components such as transformers, trash compactors,
and condensing units should be designed to minimize
concealment opportunities for people and weapons.

Urban design. Through urban design, practitioners seek

to create vibrant, inviting, and functional places for people

to live, work, and play. To protect people, property, and
operations, and to reduce liability, security should be
considered a necessary aspect of these characteristics. If
people do not feel safe, they will not use a place and, if a place
is not used as intended, it will fail to fulfill its purpose. This
failure can, in turn, result in a net loss to the community in

terms of social, economic, and environmental sustainability.
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Numerous urban design elements present opportunities

to provide security. The scale of the streetscape should be
appropriate to its primary users, and it can be manipulated to
increase the comfort level of desired users while creating a less
inviting atmosphere for users with malicious intent. However,
even at the pedestrian scale, certain operational requirements
must be accommodated. For example, although efficient
pedestrian and vehicle circulation systems are important for
day-to-day living, they are also critical for emergency response,
evacuation, and egress. Furthermore, despite an emphasis

on downsizing the scale of the streetscape, it is critical to
maintain the maximum stand-off distance possible between
vehicles and structures.

At the site perimeter, walls and fences used for space definition
may be hardened to resist the impact of a weapon-laden truck;
however, planters, bollards, or decorative boulders could
accomplish the same objective in a much more aesthetically
pleasing manner. Such an approach also creates permeability,
which would allow pedestrians and cyclists to move more

easily through the space. Additional information on protective

barriers is included in Section 2.4.1.

Similarly, street furniture (e.g., mailboxes, bus stop shelters,
light poles, works of art, street trees, planters, bicycle racks,
seating, newspaper boxes, kiosks, and trash receptacles) can
be used to enhance security (see Figure 2-4). For example,
bus stop shelters can be designed to allow for easy surveillance
and detection of suspicious activity and objects. Hardened
versions of everyday items, such as light poles, planters,
benches, street trees (of appropriate size and type), and even
water fountains can serve as vehicle barriers. These items
maintain stand-off while creating a line of protection that is
virtually transparent and highly permeable at the pedestrian
scale. Note that in-ground installation of bollards, fences,
and any other anti-ram measures should be preceded by an
assessment of soil conditions and underground utilities in the

immediate vicinity.
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SOURCE: NATIONAL CAPITAL URBAN DESIGN AND SECURITY PLAN, NATIONAL CAPITAL PLANNING COMMISSION, 2002
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Figure 2-4 Streetscape security elements
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Figure 2-4 Streetscape security elements (continued)

A main challenge for the design community is to reach the de-
sired level of protection without turning the building or facility
into a bunker or fortress. In other words, they are required to in-
corporate subtle and aesthetically pleasing security measures when
involved in urban design projects. Below are some rules of thumb
that should be taken into consideration when designing an urban
landscape with a security component:

O Security measures must not impede access to public entrances
or pedestrian flow on adjacent sidewalks.

O Landscape elements in the form of grassed plinths, trees,
plantings, fountains, and pools are appropriate, but must be
designed as integral parts of a building and its setting as much
as possible.

O Miscellaneous decorative elements such as flag poles,
fountains, pools, gardens, and similar features may be located
within an accessway to slow movement or restrict access.
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O Trees planted along the inside edge of a public sidewalk and
adjacent to pedestrian and vehicular accessways can serve dual
aesthetic and barrier purposes.

O The design of bollards, fences, light posts, and other
streetscape and landscape elements should form an urban
ensemble that helps to create a sense of unity and character.

O Security devices must be designed and located to establish
consistent, rhythmic patterns along the street, particularly
where a number of elements are used in combination to

reduce visual street clutter.

O Security devices must not obstruct pedestrian movement or access
by emergency vehicles; therefore, the use of bollards, posts, and
chains may be inappropriate when this function is required.

No discussion of using landscape and urban design for security would
be complete without a discussion of design-oriented crime preven-
tion strategies such as Crime Prevention Through Environmental
Design (CPTED). This approach to design is based on evidence that
the design and form of the built environment can influence human
behavior. Specifically, CPTED seeks to create a physical environment
that discourages criminal activity by incorporating territoriality cues,
natural access controls, natural surveillance, support for legitimate ac-
tivities, and ongoing property maintenance into landscape and urban
design. Section 2.12 is a brief overview of CPTED.

Closely related to, but not synonymous with, CPTED is situational
crime prevention. This approach encompasses many CPTED prin-
ciples; however, it focuses on managerial and user behavior factors
that affect opportunities for criminal behavior in a specific setting
for a specific crime, whereas CPTED focuses on changing the
physical design aspects of environments to deter criminal activity.
More akin to CPTED is the defensible space approach, in which
the emphasis is on structuring the physical layout of space so that
its residents are able to establish a sense of ownership and control
over common areas in the community. Both of these proactive
approaches to crime prevention have merit; designers should care-
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fully evaluate the unique requirements of each design problem to

identify the most appropriate strategy.

Landscape and urban design inherently define the “line of sight”
in a space. Operational security is not a traditional element of
master planning, but managing the threat of hostile surveillance is
a significant consideration in protecting people, property, and op-
erations. These techniques seek to deny aggressors a “line of sight”
to a potential target, either from on or off site. This increases

the protection of sensitive information and operations by using
stand-off weapons (see Figures 2-5 and 2-6). In addition to the

use of various screening options, anti-surveillance measures (e.g.,
building orientation, landscaping, screening, and landforms) can
also be used to block sight lines.

Depending on the circumstances, landforms can be either benefi-
cial or detrimental to anti-surveillance. Elevated sites may enhance
surveillance of the surrounding area from inside the facility,

but may also allow observation of on-site areas by adversaries.
Buildings should not be sited immediately adjacent to higher
surrounding terrain, unsecured buildings owned by unfamiliar
parties, or vegetation, drainage channels, ditches, ridges, or cul-
verts that can provide concealment. For high-risk buildings, it may
be necessary to provide additional protection by creating a clear
zone immediately adjacent to the structure that is free of all visual
obstructions or landscaping (see Figure 2-7). The clear zone fa-

Obstruction Building (Asset)
Screen

—

——

—

= —

Figure 2-5 Blocking of sight lines
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Building (Asset) O%‘gggﬁ"o"
Figure 2-6 Improper building siting and view relationships

cilitates monitoring of the immediate vicinity and visual detection
of attacks. Walkways and other circulation features within a clear
zone should be located so that buildings do not block views of pe-
destrians and vehicles. If clear zones are implemented, it may be
necessary to implement other anti-surveillance measures.

Uncontrolled Area

(Clear Zone

Stand-off Zone

Figure 2-7
Clear zone with unobstructed views

SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

SITE AND LAYOUT DESIGN GUIDANCE 221

SOURCE: U.S. AR FORCE, INSTALLATION

FORCE PROTECTION GUIDE



2.3 STAND-OFF DISTANCE

Many different measures can be used to provide site design pro-
tection. Distance is the most effective and desirable tool because
other measures vary in effectiveness, are more costly, and often
have unintended consequences. For example, a blast wall can be-
come the source of fragmentation if an explosion occurs in close
proximity to it. The most cost-effective solution for mitigating
explosive effects is to ensure the explosions occur as far away from
the buildings as possible. Stand-off distance and the effects of blast
are discussed in Section 4.2.

The distance between an asset and a threat is referred to as the
stand-off distance, as shown in Figure 2-8. There is no ideal stand-
off distance; it is determined by the type of threat, the type of
construction, and desired level of protection. The primary design
strategy is to keep terrorists away from inhabited buildings (see
Figure 2-9). Although sufficient stand-oft distance is not always
possible in conventional construction, maximizing the distance
may be the most cost-effective solution. Maximizing stand-off
distance also ensures that there is opportunity in the future to
upgrade buildings to meet increased threats or to accommodate
higher levels of protection. Stand-off distance must be coupled

Asset

Stand-off Zone

Threat

Figure 2-8
Concept of stand-off distance

SOURCE: U.S. AR FORCE, INSTALLATION FORCE PROTECTION GUIDE
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SOURCE: DEPARTMENT OF DEFENSE UNIFIED FACILITIES CRITERIA
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with appropriate building hardening, as discussed in Chapters 3
and 4, to provide the necessary level of protection to assets. Con-
siderations for stand-off distance are as follows:

O The first mode of site protection is to create “keep out zones”
that can ensure a minimum guaranteed distance between an
explosion (e.g., from a vehicle) and the target structure.
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O The perimeter line is the outermost line that can be protected

by the security measures incorporated during the design
process. Itis recommended that the perimeter line be
located as far as is practical from the building exterior. Many
vulnerable buildings are located in urban areas where only
the exterior wall of the building stands between the outside
world and the building occupants. In this case, the options are
obviously limited. Often, the perimeter line can be pushed
out to the edge of the sidewalk by means of bollards, planters,
and other obstacles, as discussed earlier in this chapter. To
push this line even further outward, restricting or eliminating
parking along the curb often can be coordinated with local
authorities. In some extreme cases, elimination of loading

zones and the closure of streets are an option.

“Keep out zones” can be achieved with perimeter barriers that
cannot be compromised by vehicular ramming. A continuous

line of security should be installed along the perimeter of

the site to protect it from unscreened vehicles and to keep all

vehicles as far away from critical assets as possible.

When selecting a site for a building, consider its location
relative to the site perimeter. Maximize the distance between
the perimeter fence and developed areas, providing as much
open space as possible inside the fence along the site perimeter.

The following critical building components should be located
away from main entrances, vehicle circulation, parking, and
maintenance areas. If this is not possible, harden as appropriate:

¢ Emergency generator, including fuel systems, day tank,
fire sprinkler, and water supply

¢ Normal fuel storage

* Telephone distribution and main switchgear
¢ Fire pumps

® Building control centers

e UPS systems powering critical functions
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® Main refrigeration systems if critical to building operation

¢ Elevator machinery and controls

Shalfts for stairs, elevators, and utilities

Critical distribution feeders for emergency power

2.4 CONTROLLED ACCESS ZONES

One method to attain the appropriate level of protection and en-
sure stand-off distance between assets and potential threats is with
the creation of a controlled access zone. These zones attempt to
limit access to the area immediately surrounding a building. Ac-
cess to a controlled zone can be restricted by the installation of a
physical barrier. Although a controlled access zone is one of the
best methods of providing stand-off, such issues as site limitations,
building siting, and property line restrictions do not always allow
this zone to be created. For additional references, see building

placement information in Section 2.2.2.

For high-risk building sites, there is a broad range of “controlled
access” elements in security design. Controlled access may range
from a complete physical perimeter barrier (full control), to rela-
tively minimal anti-vehicle protection with full pedestrian access,

to simply monitoring the perimeter with electronic means.

A good way to ensure appropriate stand-off distance is by estab-
lishing controlled zones. These zones define minimum distances
between assets and potential threats through the installation of
barriers (such as bollards, planters, fountains, walls, and fences),
as explained in Section 2.2.5. The barriers are designed to with-
stand assaults by terrorist vehicles; however, their placement must
be designed to allow for access by fire and rescue vehicles in the
event of an emergency. Selection of barriers is based on opera-
tional considerations related to vehicle access and parking. Good
design principles for high-risk buildings endorse the complete sur-
round of a building with a stand-off zone that has perimeters set

at distances that consider threat levels, desired level of protection,
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building construction, and land availability. Entry into a con-
trolled area should only be through an entry control point.

Controlled access zones may be exclusive or non-exclusive, as
shown in Figure 2-10. An exclusive zone is the area surrounding

a building within the exclusive control of the building. Anyone
entering an exclusive zone must have a purpose related to the
building. A non-exclusive zone is either a public right-of-way or an
area related to several buildings. Someone entering a non-exclu-
sive zone could be headed for any building within that area. Public
access areas outside a downtown building would typically be con-
sidered non-exclusive. As explained previously, these measures may
not be applicable for all buildings. They are intended for those
who need security measures due to their function or location.

Entry Control Point

Perimeter

Non-Exclusive Zone

Exclusive Zone

SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

Figure 2-10 Exclusive and non-exclusive zones
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2.4.1 Physical Protective Barriers

A physical barrier is a means of establishing a controlled access
area around a building or asset. Physical barriers can be used to
define the physical limits of a building or campus and can help

to restrict, channel, or impede access and constitute a continuous
obstacle around the site. Physical barriers can create a psycho-
logical deterrent for anyone planning an unauthorized entry and
they can delay or prevent passage into a site. This is especially true
of barriers against forced entry by vehicles. The type of barriers
utilized can have a direct impact on the number and type of secu-
rity posts that may be needed to ensure site security. Utility areas
(such as water sources, transformer banks, commercial power and
fuel connections, heating and power plants, or air conditioning
units) may require these barriers for safety standards.

As explained in Section 2.2.5, a number of elements may be used
to create a physical barrier, some natural and some manmade.
Natural barrier elements include rivers, lakes, waterways, steep ter-
rain, mountains, barren areas, plants, and other terrain features
that are difficult to traverse. Manmade elements include fencing,
walls, buildings, bollards, planters, concrete barriers, and foun-
tains. Selection of elements must consider the level of security
desired and the type of threat most likely to occur. Some perim-
eter security elements are shown in Figure 2-11.

Fencing is a common means of establishing a physical protective
barrier to protect a controlled area. The type of fencing used
depends primarily on the threat and the degree of permanence.

It may also depend on the availability of materials and the time
needed for construction. Fencing may be erected for other uses
besides impeding personnel access, such as obstructing views,
serving as a means to defeat stand-off weapon systems (e.g., rocket-
propelled grenades), and serving as a barrier to hand-thrown

weapons (e.g., grenades and firebombs).

Fencing may be used to augment or increase the security of ex-
isting barriers that protect restricted areas. Examples include the

creation an additional barrier line and an increase in the existing
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Figure 2-11 Application of perimeter barrier elements

fence height. It is important to recognize that fencing provides very
little delay when it comes to motivated aggressors, but it can act

as a psychological deterrent when an aggressor is deciding which
building to attack. The following are commonly used fencing types:

O Chain-link. Generally, chain-link fencing is used for protecting
permanent limited and exclusion areas. Chain-link fence
(including gates) is typically 6-foot high fence fabric, mounted
on steel poles that may include a top guard or outrigger.
Chain-link fences are usually 9-gauge or heavier, galvanized
wire with mesh openings not larger than 2 inches per side and
have twisted and barbed selvages at the top and the bottom.

O Anti-climb (CPTED) fence. Although different styles of anti-
climb fences are available, most consist of vertical bars with
horizontal supports designed to make climbing difficult.
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O Barbed wire. Standard barbed wire is twisted, double-strand
wire, with four-point barbs spaced an equal distance apart
along the strand. Barbed wire fencing (including gates)
intended to prevent human trespassing should not be less
than 6 feet high and must be affixed firmly to posts not more
than 6 feet apart. Barbed wire may be used as a top guard or
outrigger on a standard chain-link fence.

O Barbed tape or concertina. A barbed taped obstacle fabricated
from 0.025-inch stainless steel tape with barbed clusters.
Barbed tape can be deployed, tangle-free, for fast installation
without supporting fence posts.

O Triple-standard concertina wire. This type of fence uses three
rolls of stacked concertina; one roll is stacked on top of two
other rolls that run parallel to each other while resting on
the ground, forming a pyramid. This fence has been used

effectively in lieu of a chain-link fence.

O Tangle-foot wire. Tangle-foot wire is an obstruction fence
constructed of barbed wire or tape set up outside a single
perimeter fence or in the area between double fences to
provide an additional deterrent to intruders. Wire or tape
is supported on short metal or wooden pickets spaced at
irregular intervals of 3 to 10 feet and at heights between 6
and 12 inches. The wire or tape should be criss-crossed to
provide a more effective obstacle. The space and materials
available govern the depth of the field. Liability issues should
be considered when installing a tangle-foot wire.

O Cable. Cable or wire rope can be used as a separate,
temporary barrier or it may be attached to chain-link or anti-

climb fences to provide additional crash resistance.

When necessary, a top guard should be installed on all perimeter
fences and may be added to interior enclosures for additional pro-
tection. A top guard is an overhang of barbed wire or tape along
the top of a fence, facing outward and upward at approximately a
45-degree angle. Placing barbed wire or tape above it can further
enhance the top guard. Top guard supporting arms are perma-
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nently affixed to the top of fence posts and increase the overall
height of the fence. Three strands of barbed wire spaced 6 inches
apart must be installed on the supporting arms. (Due to liability
issues in some locations, the top guards will not be allowed to face
outward where the fence is adjacent to public areas.)

Clear zones should be maintained on both sides of the perimeter
barrier to provide an unobstructed view of the barrier and the
ground adjacent to it. A clear zone of 20 feet or more should exist
between the perimeter barrier and exterior structures, parking
areas, and natural or manmade features. When possible, a clear
zone of 50 feet or more should exist between the perimeter bar-
rier and structures within the protected area, except when the
wall of a building constitutes part of the perimeter barrier. Roads
within the clear zone should be as close to the perimeter barrier
as possible without interfering with it. The roads should be con-
structed to allow effective road barriers to deter motor movement
of unauthorized personnel. When barriers enclose a large area, a
perimeter road should be provided for security patrol vehicles on

the interior.

Fences may be augmented with additional security systems, such as

motion sensors and closed circuit camera systems.

Because barriers can be compromised through breaching (cut-
ting a hole through a fence) or by nature (berms eroded by the
wind and rain), they should be inspected and maintained at least
weekly. Security personnel should look for signs of deliberate
breaches, holes in and under barriers, natural debris building up
against barriers, and the proper functioning of locks.

2.4.2 Other Perimeter Barriers

The exterior of a building may form a part of a perimeter barrier. Brick
or block masonry or cast in place concrete walls may act as part of a

perimeter barrier. They must be at least 7 feet high and should have a
barbed wire top guard, depending on the threat and application. The

windows, active doors, and other designated openings should be pro-
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SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

tected with fastening bars, grilles, or chain-link screens, and window
barriers should be fastened from the inside. If hinged, the hinges and
locks must be on the inside to facilitate emergency egress.

Barrier walls designed to resist the effects of an explosion can, in
some cases, act to reduce the pressure levels acting on the exte-
rior walls of buildings. They may not, however, enhance security
because they prohibit observation of activities occurring on the
other side of the wall. In this case, a plinth wall (anti-ram knee
wall) with a fence may be an effective solution to combine anti-
ram capability and observation.

Consideration should also be given to the improvement of a
defensive posture should threat levels increase. A number of
temporary or semi-permanent measures may be effective. Expe-
dient methods include blocking access routes with heavy vehicles
or temporarily blocking roads surrounding a building to create
a form of controlled access area. Figure 2-12 is an example of

closing streets to restrict access around a building.

Figure 2-12

Using street closing to
create a controlled access
area

Perimeter

Exclusive Stand-off
Lone
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Typically, street closures exclude vehicles, but allow access by pe-
destrians with proper credentials. The use of street closures must
be balanced against minimum circulation/access requirements
and fire protection considerations.

If a secured area requires a limited exclusion area on a temporary
or infrequent basis, it may not be possible to use physical struc-
tural barriers. A limited exclusion area may be established with
additional security posts, patrols, and other security measures
during the period of restriction. Temporary barriers (including

temporary fences, jersey barriers, and vehicles) may also be used.

2.4.3 Anti-ram Vehicle Barriers

Vehicle barriers are a traditional anti-ram solution that prevents
vehicle access for pedestrian protection and building security.
Vehicle barriers are considered either passive barriers, which are
stationary (e.g., fixed bollards, concrete walls, planters, berms),
or active barriers, which can typically be retracted or moved out
of the way to allow passage (such as retractable bollards, crash
beams, and rotating plates). Passive barriers are used to create
perimeter or edge protection; active barriers are applicable to
roadways, driveways, or entry control points where they can be
lowered or raised to prevent passage.

Passive barriers typically consist of bollards, which are concrete
filled steel pipes that can be placed every few feet along the curb
of a sidewalk to prevent vehicle intrusion (see Figure 2-13). In
order to resist the impact of a vehicle, the bollard needs to be fully
embedded into a concrete strip foundation that is several feet
deep. The height of the bollard above ground should be higher
than the bumper of the vehicle, typically 39 to 40 inches. The
spacing of the bollards is based on several factors, including Amer-
icans with Disabilities Act (ADA) requirements, the minimum
width of a vehicle, and the number of bollards required to with-
stand the impact. As a rule of thumb, the center to center spacing
should be between 3 and 5 feet to be effective. The foundation
should be designed according to site soil conditions.
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Figure 2-13
Sample bollard applications
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An alternative to a bollard is a plinth wall, which is a continuous
low wall constructed of reinforced concrete with a buried founda-
tion. The bollard or plinth wall is designed by equating the kinetic
energy of the vehicle at impact with the strain energy absorbed by
the barrier and the vehicle.

The foundation of the bollard and plinth wall system can present
challenges. For effectiveness, the barriers need to be placed as
close to the curb as possible. The property line of buildings often
does not extend to the curb. Therefore, a permit may be required
by the local authorities to place barriers with foundations near the
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curb. To avoid this, building owners are often inclined to place
bollards along the property line, which significantly reduces the
effectiveness of the barrier system because it reduces the stand-off
distance. Sometimes a basement may exist below the pavement
that extends to the property line. Embedding a barrier foundation
into the basement foundation wall or through the basement roof

may introduce water infiltration issues and structural foundation

design complications.

Another problem that can arise is below ground utilities that may

be close to the pavement surface. Their exact location along the

length of the perimeter may not be known. This can be a strong

deterrent to selecting barriers with foundations as a solution. For

high-risk buildings, it is recommended that these issues be resolved

so that a proper anti-ram solution is worked out and installed.

Barrier Design Considerations
The effectiveness of a barrier is based on the amount
of energy it can absorb versus the amount of kinetic
energy, KE, imparted by a head-on vehicle impact:

_ Mv?
2

KE

where M is the mass of the vehicle and v is the
velocity at the time of impact with the barrier. The
angle of approach reduces this energy in non-
head-on situations and the energy absorbed by the
crushing of the bumper also reduces the energy
imparted to the barriers. Because the velocity is
squared in this equation, a change in velocity affects
the result more than a change in vehicle weight.
For this reason, it is important to review lines of
approach to ensure that a vehicle does not have a
long, straight road to pick up speed before impact.

The vehicle weight used for the design of barriers
typically ranges from 4,000 pounds for cars up to
40,000 pounds for trucks. Impact velocities typically
range from 30 mph for slanted impact areas |i.e.,
where the oncoming street is parallel to the curb) up to
50 mph where there is straight-on access (i.e., where
the oncoming street is perpendicular to the curb).

For lower-risk buildings without straight-
on vehicular access, it may be more
appropriate to install surface mounted
systems, such as planters, or use land-
scaping features to deter an intrusion
threat. An example of a simple, but
effective, landscaping solution is to in-
stall a wide permanent planter around
the building with a wall that is as high
as a car or truck bumper. Individual
planters mounted on the sidewalk resist
impact through inertia and friction be-
tween the planter and the pavement.
It can be expected that the planter
will move as a result of the impact.
Furthermore, to reduce displacement,
the planter may be positioned several
inches below the pavement surface. A
roughened, grouted surface also will
improve performance. The objective is
to keep the displacement less than the
building setback.
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In high security sites and at points where access must be pro-
vided through an anti-ram perimeter, active or operational
anti-ram systems are required. Off-the-shelf products are avail-
able that are rated to resist various levels of car and truck
impacts (see Figure 2-14). Solutions include crash beams, crash
gates, surface mounted plate systems, retractable bollards, and

rotating wedge systems.

Figure 2-14 Examples of active and passive vehicle barriers

The following are some security considerations for sites requiring
security measures (see also Sections 2.4.1 and 2.4.2):

O Design and select barriers based on threat capabilities.

O If the limited availability of land precludes the creation of an
exclusive zone, the use of screening surrounding the building
is an alternative.

O Use a combination of barriers. Some barriers are fixed and
obvious (fences and gates), while others are passive (sidewalks
far away from buildings, curbs with grassy areas, etc.).

O Where physical barriers are required, consider using
landscape materials to create barriers that are soft and natural
rather than manmade.

O Vehicles can be used as temporary physical barriers if they are
placed in front of buildings or across access roads.
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O Maintain as much stand-off distance as possible between
potential vehicular bombs and the building:

* Provide traffic obstacles near entry control points to slow
down traffic.

¢ Consider vehicle barriers at building entries and drives.

e Offset vehicle entrances from the direction of a vehicle’s

approach to force a reduction in speed.

* When possible, position gates and perimeter boundary

fences outside the blast vulnerability envelope.

e If the threat level warrants, provide a vehicle crash
resistance system in the form of a low wall or earth berm.

O Provide passive vehicle barriers to keep stationary vehicle

bombs at a distance from the asset.

¢ Use high curbs, low berms, shallow ditches, trees, shrubs,
and other physical separations to keep stationary bombs

at a distance.

* Do not allow vehicles to park next to perimeter walls of
the secured area. Consider using bollards or other devices

to keep vehicles away.

2.5 ENTRY CONTROL AND VEHICULAR
ACCESS

If a perimeter barrier is employed, it will be necessary to provide
points of access through the perimeter for building users (i.e.,
employees, visitors, and service providers). An entry control
point or guard building serves well as the designated point of
entry for site access. It provides a point for implementation of
desired/required levels of screening and access control; an ex-
ample is shown in Figure 2-15. The objective of the entry control
point is to prevent unauthorized access while maximizing the
rate of authorized access by foot or vehicle. These measures are
not required for all sites and buildings; they are only required
for those considered at high risk.
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SOURCE: U.S. AIR FORCE, INSTALLATION ENTRY CONTROL FACILITIES DESIGN GUIDE

Figure 2-15 Combined multi-user gate

Location selection for vehicular access and entry control for a
building starts with an evaluation of the anticipated demand
for access to the controlled site. An analysis of traffic origin and
destination, and an analysis of the capability of the surrounding
connecting road network, including its capacity to handle ad-
ditional traffic, should then be performed. Expansion capacity
should also be considered. The analysis should be coordinated
with the state and local departments of transportation.

The existing terrain can have a significant impact on the suitability
of a potential entry control point site. Flat terrain with no thick
vegetation is generally preferred. A gentle rise in elevation up to
the entry control guard building allows for a clear view of arriving
vehicles. Consider how existing natural features such as bodies of
water or dense tree stands may enhance perimeter security and
vehicle containment. Entry control spatial requirements vary,
depending on the type, the traffic demand, and the necessary se-
curity measures.
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In commercial buildings or campuses, more than one type of
entry may be required to accommodate the three basic types of
traffic (site personnel, visitors, and commercial traffic). Active pe-
rimeter entrances should be designated so that security personnel
can maintain full control without creating unnecessary delays

in traffic. This could be accomplished with a sufficient number
of entrances to accommodate the peak flow of pedestrian and
vehicular traffic, and adequate lighting for rapid and efficient
inspection. Some entrances may be closed during non-peak pe-
riods, and should be securely locked, illuminated during hours of
darkness, and inspected periodically. Additionally, warning signs
should be used to warn drivers when gates are closed. Doors and
windows on buildings that form a part of the perimeter should be
locked, lighted, and inspected regularly.

The following measures should be considered in the design of

entry control points:

O Design entry roads to sites and to individual buildings so that
they do not provide direct or straight-line vehicular access
to high-risk buildings. Route major corridors away from

concentrations of high-risk buildings.

O Design access points at an angle to oncoming streets so that
it is difficult for a vehicle to gain enough speed to break
through the stations.

O Minimize the number of access roads and entrances into a

building or site.

O Designate entry to the site for commercial, service, and
delivery vehicles, preferably away from high-risk buildings
whenever possible.

O Design the entry control point and guard building so that the
authorization of approaching vehicles and occupants can be
adequately assessed, and the safety of both gate guards and
approaching vehicles can be maintained during periods of
peak volume.
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Approach to the site should be designed to accommodate
peak traffic demand without impeding traffic flow in the
surrounding road network.

Provide pull-over lanes at site entry gates to check suspect
vehicles. When necessary, provide a visitor/site personnel
inspection area to check vehicles prior to allowing access to a

site or building.

Design active vehicle crash barriers (e.g., road alignment,
retractable bollards, swing gates, or speed bumps) as may be
required to control vehicle speed and slow incoming vehicles
to give entry control personnel adequate time to respond to
unauthorized activities.

Design the inspection area so that it is not visible to the
public, when necessary. Place appropriate landscape plantings
to accomplish screening.

Consider current and future inspection technologies (e.g.,
above vehicle and under vehicle surveillance systems, ion

scanning, and x-ray equipment).

Provide inspection bays that can be enclosed to protect
inspection equipment in the event of bad weather.

Design inspection areas that are large enough to accommodate

a minimum of one vehicle and a pull-out lane. They should also

be covered and capable of accommodating the inspection of
the undercarriage plus overhead inspection equipment.

If space is available, provide traffic queuing for vehicles
needing authorization.

Consider providing a walkway and turnstile for pedestrians
and a dedicated bicycle lane.

If possible, provide a gatehouse for the workstations and
communications equipment of the security personnel. It may
also serve as a refuge in the event of an attack.

Provide some measure of protection against hostile activity if

ID checking is required between the traffic lanes.
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O For high security buildings, provide a final denial barrier
to stop unauthorized vehicles from entering the site. Most
individuals who may attempt to enter without authorization
are lost, confused, or inattentive, but there are also those
whose intent may be to “run the gate.” A properly designed
final denial barrier will take into account both groups, safely
stopping the individuals who have made an honest mistake,
but providing a properly designed barrier to stop those with

hostile intentions.

O Design the barrier system to impede both inbound and
outbound vehicles. The system should include traffic control
features to deter inbound vehicles from using outbound lanes
for unauthorized access. Barrier devices that traverse both
roadways should be included in the design. The safety features
discussed above for inbound lanes should also be provided in
the outbound lanes.

2.6 SIGNAGE

Wayfinding is an important function of design that illustrates the
importance of coordination among practitioners and community
planning, public works, transportation, law enforcement, and
fire-rescue organizations. The ability of users to navigate an un-
familiar environment is important for its success on a day-to-day
basis, but will become critical in an emergency situation. In addi-
tion to overt prompts such as landmarks, architectural elements,
and clear, consistent signage and maps, users will subconsciously
rely on cues from their surroundings to help them select a path
to safety. Similarly, emergency responders will depend in part on
these design elements in order to navigate the scene.

Signs are an important element of security. They are meant to
keep intruders out of restricted areas; however, inadequate signs
can create confusion and defeat their primary purpose. Confu-
sion over site circulation, parking, and entrance locations can
contribute to a loss of site security. Signs should be provided

off site and at entrances. There should be on-site directional,

2-40

SITE AND LAYOUT DESIGN GUIDANCE



parking, and cautionary signs for visitors, employees, service

vehicles, and pedestrians. Unless required, signs should not iden-

tify sensitive areas. A comprehensive signage plan should include

the following:

O

O

Prepare signs for each entry control building.

Prepare entry control procedures signs, which explain current
entry procedures for drivers and pedestrians.

Prepare traffic regulatory and directional signs, which control
traffic flow and direct vehicles to specific appropriate points.

Consider using street addresses or building numbers instead
of detailed descriptive information inside the site.

Minimize the number of signs identifying high-risk buildings;
however, a significant number of warning signs should be
erected to ensure that possible intruders are aware of entry

into restricted areas.

Minimize signs identifying critical utility complexes (e.g.,
power plants and water treatment plants). Post clear signs to
minimize accidental entry by unauthorized personnel into

critical asset areas.

Install warning signs that are easy to understand along the
physical barriers and at each entry point.

Warning signs must use both (or more) languages in areas
where two or more languages are commonly spoken. The
wording on the signs should denote warning of a restricted
area. The signs should be posted at intervals of no more than
100 feet and should not be mounted on fences equipped with
intrusion-detection equipment. Additionally, the warning
signs should be posted at all entrances to limited, controlled,

and exclusion areas.

Locate variable message signs, which give information on
site/organization special events and visitors, far inside site

perimeters.
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2.7 PARKING

Parking restrictions can help to keep potential threats away from
a building. In urban settings, however, curbside or underground
parking is often necessary and sometimes difficult to control. Miti-
gating the risks associated with parking requires creative design
measures, including parking restrictions, perimeter buffer zones,
barriers, structural hardening, and other architectural and engi-
neering solutions. Operational measures may also be necessary to
inspect or screen vehicles entering parking garages. The following
considerations may help designers to implement sound parking

measures for buildings that may be at high risk:

O Locate vehicle parking and service areas away from high-risk
buildings to minimize blast effects from potential vehicle bombs.

O Restrict parking from the interior of a group of buildings.

O If possible, locate visitor or general public parking near, but

not on, the site itself.

O Restrict parking within the secured perimeter of an asset from

unauthorized personnel.

O Locate general parking in areas that present the fewest
security risks to personnel.

O If possible, design the parking lot with one-way circulation to

facilitate monitoring for potential aggressors.

O Locate parking within view of occupied buildings.

@)

Prohibit parking within the stand-off zone.

O When establishing parking areas, provide emergency
communication systems (e.g., intercom, telephones, etc.)
at readily identified, well-lighted, closed circuit television
monitored locations to permit direct contact with security
personnel.

O Provide parking lots with closed circuit television cameras
connected to the security system and adequate lighting
capable of displaying and videotaping lot activity.
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O Request appropriate permits to restrict parking in curb lanes
in densely populated areas to company-owned vehicles or key
employee vehicles.

O Provide appropriate setback from parking on adjacent
properties if possible. Structural hardening may be required
if the setback is insufficient. In new designs, it may be possible
to adjust the location of the building on the site to provide

adequate setback from adjacent properties.
O If possible, prohibit parking beneath or within a building.

O If parking beneath a building is unavoidable, limit access to
the parking areas and ensure they are secure, well-lighted,
and free of places of concealment.

O Do not permit uninspected vehicles to park under a building
or within the exclusive zone. If parking within the building is
required, the following restrictions may be applied:

¢ Public parking with ID check
¢ Company vehicles and employees of the building only

® Selected company employees only, or those requiring
security

O Apply the following when parking inside a building is
necessary and the building superstructure is supported by the
parking structure:

¢ Protect primary vertical load carrying members by
implementing architectural or structural features that
provide a minimum 6-inch stand-off from the face of the

member.

® Design columns in the garage area for an “unbraced
length” equal to two floors, or three floors where there

are two levels of parking.

O For all standalone, aboveground parking garages, maximize
visibility for surveillance into, out of, and across the garage.
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Employ express or non-parking ramps, sending the user to
parking on flat surfaces.

Avoid dead-end parking areas, as well as nooks and crannies.

Design landscaping that does not provide hiding places. It is
desirable to locate plantings away from parking garages and
parking lots to permit observation of pedestrians.

Additional parking considerations include:

O Stairways and elevator lobby design should be as open as code

permits. The ideal solution is a stair and/or elevator waiting area
totally open to the exterior and/or the parking areas. Designs
that ensure that people using these areas can be easily seen (and
can see out) should be encouraged. If a stair must be enclosed
for code or weather protection purposes, glass walls can be used
to deter potential attacks. Potential hiding places below stairs and
within and around stairwells should be closed off.

Elevator cabs should have glass backs whenever possible. Eleva-
tor lobbies should be well-lighted and visible to both patrons in
the parking areas and the people outside the building.

Pedestrian paths should be designed to concentrate activity
to the extent possible. For example, bringing all pedestrians
through one portal rather than allowing them to disperse
to numerous access points improves the ability to see and
be seen by other users. Limiting vehicular entry/exits to a
minimum number of locations is also beneficial.

2.8 LOADING DOCKS AND SERVICE ACCESS

Loading docks and service access areas are commonly required
for a building and are typically desired to be kept as invisible as
possible. For this reason, special attention should be devoted to
these service areas in order to avoid undesirable intruders. Design
criteria for loading docks and service access include the following:

O Separate (by at least 50 feet) loading docks and shipping and

receiving areas in any direction from utility rooms, utility
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mains, and service entrances, including electrical, telephone/
data, fire detection/alarm systems, fire suppression water
mains, cooling and heating mains, etc.

O Locate loading docks so that vehicles will not be allowed
under the building. If this is not possible, the service should
be hardened for blast. Loading dock design should limit
damage to adjacent areas and vent explosive forces to the

exterior of the building.

O Ifloading zones or drive-through areas are necessary, monitor
them and restrict height to keep out large vehicles.

O Avoid having driveways within or under buildings.

O Significant structural damage to the walls and ceiling of the
loading dock may be acceptable; however, the areas adjacent
to the loading dock should not experience severe structural
damage or collapse. Provide adequate design to prevent extreme
damage to loading docks. The floor of the loading dock does not
need to be designed for blast resistance if the area below is not

occupied and/or does not contain critical utilities.

O Provide signage to clearly mark separate entrances for

deliveries.

2.9 PHYSICAL SECURITY LIGHTING

Security lighting should be provided for overall site /building
illumination and the perimeter to allow security personnel to
maintain visual-assessment during darkness. It may provide both
a real and psychological deterrent for continuous or periodic ob-
servation. Lighting is relatively inexpensive to maintain and may
reduce the need for security personnel by reducing opportunities
for concealment and surprise by potential attackers. Lighting is
particularly desirable for sensitive areas of a site such as pier and
dock areas, vital buildings, storage areas, and vulnerable control
points in communications, power, and water distribution systems.
It facilitates detection of unauthorized personnel and makes the
job of an attacker more difficult.
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At entry control points, a minimum surface lighting average of 4
horizontal foot-candles will help ensure adequate lighting for pe-
destrians, islands, and guards. Where practical, high-mast lighting
is recommended, because it gives a broader, more natural light
distribution, requires fewer poles (less hazardous to the driver),
and is more aesthetically pleasing than standard lighting. Lighting
of the entry control point should give drivers a clear view of the
gatehouse and, for security personnel, it gives a clear view of the
drivers and vehicles.

The type of site lighting system used depends on the overall re-
quirements of the site and the building. Four types of lighting are
used for security lighting systems:

O Continuous lighting is the most common security-lighting
system. It consists of a series of fixed lights arranged to flood
a given area continuously during darkness with overlapping
cones of light. Two primary methods of using continuous

lighting are glare projection and controlled lighting:

* The glare projection security-lighting method lights the
area surrounding a controlled area with high-intensity
lighting. It is a strong deterrent to a potential intruder
because it makes him or her very visible while making
it difficult to see inside the secure area. Guards are
protected by being kept in comparative darkness while
being able to observe intruders at a considerable distance.
This method should not be used when the glare of lights
directed across the surrounding territory could annoy or
interfere with adjacent operations.

¢ Controlled lighting is best when there are limits to
the lighted area outside the perimeter, such as along
highways. In controlled lighting, the width of the lighted
strip is controlled and adjusted to fit the particular need.
This method of lighting may illuminate or silhouette

security personnel.
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Standby lighting has a layout similar to continuous lighting;
however, the lights are not continuously lit, but are either
automatically or manually turned on when suspicious activity
is detected or suspected by security personnel or alarm

systems.

Movable lighting consists of manually operated, movable
searchlights that may be lit during hours of darkness or
as needed. The system normally is used to supplement
continuous or standby lighting.

Emergency lighting is a backup power system of lighting that
may duplicate any or all of the above systems. Its use is limited
to times of power failure or other emergencies that render the
normal system inoperative. It depends on an alternative power
source such as installed or portable generators or batteries.
Consider emergency/backup power for security lighting as
determined to be appropriate.

10 SITE UTILITIES

Utility systems can suffer significant damage when subjected

to the shock of an explosion. Some of these utilities may be

critical for safely evacuating people from the building. Their

destruction could cause damage that is disproportionate

to other building damage resulting from an explosion. Ad-

ditional information on mechanical systems is presented in

Section 3.4. To minimize the possibility of such hazards, apply

the following measures:

O

Where possible, provide underground, concealed, and
protected utilities.

Provide redundant utility systems to support site security, life
safety, and rescue functions.

Consider quick connects for portable utility backup systems if
redundant sources are not available.

Prepare vulnerability assessments for all utility services to the

site, including all utility lines, storm sewers, gas transmission
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lines, electricity transmission lines, and other utilities that may
cross the site perimeter.

Protect water treatment plants and storage tanks from
waterborne contaminants by securing access points, such
as manholes. Maintain routine water testing to help detect
waterborne contaminants.

Minimize signs identifying critical utility complexes (e.g.,
power plants and water treatment plants). Provide fencing to
prevent unauthorized access and use landscape planting to
conceal aboveground systems.

Locate petroleum, oil, and lubricant storage tanks and opera-
tions buildings downslope from all other buildings. Site fuel
tanks at an elevation lower than operational buildings or utility
plants. Locate fuel storage tanks at least 100 feet from buildings.

Locate the main fuel storage away from loading docks,
entrances, and parking. Access should be restricted and

protected (e.g., locks on caps and seals).

Provide utility systems with redundant or loop service, particu-
larly in the case of electrical systems. Where more than one
source or service is not currently available, provisions should
be made for future connections. In the interim, consider
“quick connects” at the building for portable backup systems.

Decentralize a site’s communications resources when possible;
the use of multiple communications networks will strengthen
the communications system’s ability to withstand the effects
of a terrorist attack. Careful consideration should be made in
locating, concealing, and protecting key network resources

such as network control centers.

Place trash receptacles as far away from the building as
possible; trash receptacles should not be placed within 30 feet
of a building.

Conceal incoming utility systems within building and property
lines, and give them blast protection, including burial or

proper encasement, wherever possible.
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O Consider incorporating low impact development practices
to enhance security, such as retaining stormwater on site in
a pond to create stand-off, instead of sending into the sewer

system.

O Locate utility systems at least 50 feet from loading docks, front
entrances, and parking areas.

O Route critical or fragile utilities so that they are not on
exterior walls or on walls shared with mailrooms.

O Where redundant utilities are required in accordance with
other requirements or criteria, ensure that the redundant
utilities are not collocated or do not run in the same chases.
This minimizes the possibility that both sets of utilities will be
adversely affected by a single event.

O Where emergency backup systems are required, ensure they
are located away from the systems components for which they
provide backup.

O Mount all overhead utilities and other fixtures weighing 31
pounds (14 kilograms) or more to minimize the likelihood
that they will fall and injure building occupants. Design
all equipment mountings to resist forces of 0.5 times
the equipment weight in any direction and 1.5 times the
equipment weight in the downward direction. This standard
does not preclude the need to design equipment mountings
for forces required by other criteria such as seismic

standards.

O To limit opportunities for aggressors placing explosives
underneath buildings, ensure that access to crawl spaces,
utility tunnels, and other means of under building access is
controlled.

All utility penetrations of a site’s perimeter barrier, including
penetrations in fences, walls, or other perimeter structures,
should be sealed or secured to eliminate openings large
enough to pass through the barrier. Typical penetrations
could be for storm sewers, water, electricity, or other site
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utility services. Specific requirements of various openings are

discussed below:

O All utility penetrations of the site’s perimeter should be

screened, sealed, or secured to prevent their use as access
points for unauthorized entry into the site. If access is
required for maintenance of utilities, secure all penetrations
with screening, grating, latticework, or other similar devices
so that openings do not allow intruder access. Provide
intrusion detection sensors and consider overt or covert visual
surveillance systems if warranted by the sensitivity of assets
requiring protection.

Drainage ditches, culverts, vents, ducts, and other openings
that pass through a perimeter and that have a cross-sectional
area greater than 96 square inches and whose smallest
dimension is greater than 6 inches should be protected

by securely fastened welded bar grilles. As an alternative,
drainage structures may be constructed of multiple pipes, with
each pipe having a diameter of 10 inches or less. Multiple
pipes of this diameter may also be placed and secured in

the inflow end of a drainage culvert to prevent intrusion

into the area. Ensure that any addition of grills or pipes to
culverts or other drainage structures is coordinated with the
engineers so that they can compensate for the diminished
flow capacity and additional maintenance that will result from
the installation.

Manhole covers 10 inches or more in diameter must be
secured to prevent unauthorized opening. They may be
secured with locks and hasps, by welding them shut, or by
bolting them to their frame. Ensure that hasps, locks, and
bolts are made of materials that resist corrosion. Keyed bolts
(which make removal by unauthorized personnel more
difficult) are also available. If very high security is required,
manhole covers that resist shattering after being artificially
“frozen” by an aggressor should be considered.
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2.11 SUMMARY OF SITE MITIGATION
MEASURES

A general spectrum of site mitigation measures ranging from
the least protection, cost, and effort going to the greatest
protection, cost, and effort is presented below. Detailed dis-
cussions of individual measures can be found earlier in the
chapter. This is a nominal ranking of mitigation measures. In
practice, the effectiveness and cost of individual mitigation
measures may be different for specific applications. Figure 2-
16 is a graphic summary of site mitigation measures to protect
building occupants. Table 2-1 correlates mitigation measures

to specific threats.
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Less Protection
Less Cost
Less Effort

Greater
Protection
Greater Cost
Greater Effort

Place trash receptacles as far away from the building as possible.

Remove any dense vegetation that may screen covert activity.

Use thorn-bearing plant materials to create natural barriers.

Identify all critical resources in the area (fire and police stations, hospitals, efc.).

Identify all potentially hazardous facilities in the area (nuclear plants, chemical labs, etc.).

Use temporary passive barriers to eliminate straight-line vehicular access to high-risk buildings.
Use vehicles as temporary physical barriers during elevated threat conditions.

Make proper use of signs for traffic control, building entry control, etc. Minimize signs identifying high-
risk areas.

Identify, secure, and control access to all ufility services to the building.

Limit and control access to all crawl spaces, utility tunnels, and other means of under building access to
prevent the planting of explosives.

Utilize Geographic Information Systems (GIS) to assess adjacent land use.

Provide open space inside the fence along the perimeter.

Locate fuel storage tanks at least 100 feet from all buildings.

Block sight lines through building orientation, landscaping, screening, and landforms.
Use temporary and procedural measures to restrict parking and increase stand-off.
Locate and consolidate high-risk land uses in the interior of the site.

Select and design barriers based on threat levels.

Maintain as much stand-off distance as possible from potential vehicle bombs.
Separate redundant utility systems.

Conduct periodic water testing to defect waterborne contaminants.

Enclose the perimeter of the site. Create a single controlled entrance for vehicles (entry control point).
Establish law enforcement or security force presence.

Install quick connects for portable utility backup systems.

Install security lighting.

Install closed circuit television cameras.

Mount all equipment fo resist forces in any direction.

Include security and protection measures in the calculation of land area requirements.
Design and construct parking fo provide adequate stand-off for vehicle bombs.
Position buildings to permit occupants and security personnel to monitor the site.

Do not site the building adjacent to potential threats or hazards.

Locate critical building components away from the main entrance, vehicle circulation, parking, or
maintenance area. Harden as appropriate.

Provide a site-wide public address system and emergency call boxes at readily identified locations.
Prohibit parking beneath or within a building.

Design and construct access points at an angle fo oncoming streets.

Designate entry points for commercial and delivery vehicles away from high-risk areas.

In urban areas, push the perimeter out fo the edge of the sidewalk by means of bollards, planters, and
other obstacles. For better stand-off, push the line farther outward by restricting or eliminating parking
along the curb, eliminating loading zones, or through street closings.

Provide intrusion detection sensors for all utility services to the building.
Provide redundant utility systems to support security, life safety, and rescue functions.
Conceal and/or harden incoming utility systems.

Install active vehicle crash barriers.
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SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

1. Locate assets stored on site, but outside the building within
view of occupied rooms in the facility.

2. Eliminate parking beneath buildings.

3. Minimize exterior signage or other indications of asset
locations.

4. Locate trash receptacles as far from the building as possible.

5. Eliminate lines of approach perpendicular to the building.

6. Locate parking to obtain stand-off distance from the building.

7. llluminate building exteriors or sites where exposed assets
are located.
Figure 2-16 Summary of site mitigation measures

8. Minimize vehicle access points.

9. Eliminate potential hiding places near the building; provide an
unobstructed view around building.

10. Site building within view of other occupied buildings on the
site.

11. Maximize distance from the building to the site boundary.

12. Locate building away from natural or manmade vantage
points.

13. Secure access to power/heat plants, gas mains, water
supplies, and electrical service.
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Table 2-1: Correlation of Mitigation Measures to Threats*

M The symbols indicate which of the
protective measures shown in the
left-hand column can be effective in
countering the types of threats indicated
across the fop of the chart.

LAND USE CONSIDERATIONS

=
£
o
1
D
=
S
—
=
=
S
0
=

Stationary Vehicle Bomb

Exterior Attack

Stand-off Weapons Attack
Mail and Supplies Bombs
Airborne Contamination
Waterborne Contamination

Armed Attack

Locate high-risk land uses in the interior of
the site

Consolidate high-risk land uses

Include stand-off areas in land area
requirements

Consider effects of off-property development

SITE PLANNING

Maximize distance from perimeter fence and
developed areas

Site crifical facilities on higher ground

Avoid areas with adjacent high terrain or
structures

Avoid areas with adjacent dense vegetation

Avoiding low-lying topographic areas

Provide separation between facilities

Site facilities within view of other occupied
facilities

Cluster facilities with similar threat levels

Create complexes to enhance surveillance
opportunities

Eliminate vehicle parking from interior of
building complexes

High surrounding terrain

Distance from non-building facilities

Areas that provide concealment
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Table 2-1: Correlation of Mitigation Measures to Threats* (continued)

Earth berms [ | ] [ ]

Bodies of water | [ | ] | [ ]
Depressions | | |

Protect against unwanted surveillance [ | [ | [ |

“Defensible space” [ | [ |

Vehicle access [ ]

Dense thorn-bearing vegetation [ ] [ |
Vegetation screens | | | |

Location of trash receptacles [ |
STAND-OFF DISTANCE

Stand-off zone [ | [ ] [ ] [ | [ ]
CONTROLLED ACCESS ZONES

Exclusive zone/Non-exclusive zone | [ ] [ |

Clear zone | [ ] [ |

Fencing and physical barriers [ | [ | [ | [ | [ | [ |

Active barriers | [ | [ ] [ ] | [ |

Passive barriers | [ ] [ ] [ |

ENTRY CONTROL AND VEHICULAR ACCESS

Minimize access roads [ | [ ] [ | [ ]
Control points [ ] [ ] | [ ] [ ] [ |
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Table 2-1: Correlation of Mitigation Measures to Threats* (continued)
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Active monitoring | | [ | | | | | |
Provide enhanced protection at property n n m n n n
entrances
!nclude pul!-over lanes at checkpoints fo n n - n - -
inspect vehicles
Avoid straight-line vehicular access to high-
. | |
risk resources
Avoid straight-line entry approach roads [ | [ |
Locate vehicle parking areas far from high-
. | |
risk resources
Provide separate service and delivery access [ | [ |
Route major corridors away from high-risk - - - -
resources
Lo.cuie high-risk resources remote from - - n -
primary roads
Minimize directional identification signs [ | [ | [ | [ | [ | [
Limit vehicular access to high-risk resources [ ] [ ] | [ | [ | [ |
SIGNAGE
Minimize signage [ | | | | | [ | [ |
PARKING
View of parking [ |
Parking under a building [ |
Parking at interior of facility [ |
Parking near high-risk areas [ ]
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Table 2-1: Correlation of Mitigation Measures to Threats™ (confinued)

Parking in exclusive zone

One-way circulation

LOADING DOCKS AND SERVICE ACCESS

Loading/unloading docks

Driveways under facilities

PHYSICAL SECURITY LIGHTING

Lighting

SITE UTILITIES

Provide protection at culverts, sewers, and
pipelines

Provide profection at concrefe trenches, storm
drains, and duct systems

Provide and check locks on manhole covers

Minimize signs identifying utility systems

Provide fencing at critical utility complexes

Use landscape planting to conceal
aboveground systems

Install utilities underground

Locate fuel/lube storage downslope and away
from facilities

Provide redundant utility systems and loop
service

Provide utility “quick disconnects” for
portable backup systems
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Table 2-1: Correlation of Mitigation Measures to Threats* (continued)
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Decentralize communications resources | | | | [ | [ | [ |
Use multiple communications networks [ | [ | [ | [ [ | [ | [ |
Conceal and protect network control centers [ | [ | [ | [ [ | [ | [ |
Public address system [ | [ | [ |
Underground ufilities [ | [ |
Redundant utilities [ |
Quick disconnects [ |
Remote fuel storage | [ ] [ ] [ | [ ]

* Adapted from U.S. Air Force, Installation Force Protection Guide.
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2.12 CRIME PREVENTION THROUGH
ENVIRONMENTAL DESIGN (CPTED)

CPTED is a crime reduction technique that has several key ele-
ments applicable to the analysis of building function and site
design against physical attack. It is used by architects, city plan-
ners, landscape and interior designers, and law enforcement with
the objective of creating a climate of safety in a community by de-
signing a physical environment that positively influences human
behavior. Although CPTED principles are not incorporated into
the assessment process presented herein, it is useful to briefly
discuss CPTED because it is often entwined with terrorism protec-
tion measures. Indeed, many antiterrorist design approaches are
similar to those found in CPTED.

CPTED concepts have been successfully applied in a wide variety
of applications, including streets, parks, museums, government
buildings, houses, and commercial complexes. The approach

is particularly applicable to older buildings that were designed
and constructed 30 to 60 or more years ago. Security issues were
almost nonexistent at the time, and technology was dramatically
different. As a result, building designs are not always compatible
with today’s more security-conscious environment.

According to CPTED principles, depending upon purely con-
ventional physical security measures (e.g., security guards and
metal detectors) to correct objectionable behavior may have its
limitations. Although employing these measures will no doubt
increase the level of physical security, in some cases physical
security measures employed as standalone actions may lead to
a more negative environment, thereby enhancing violence. In
short, employing standalone physical security measures may
fail to address the underlying behavioral patterns that adversely
affect the particular environment. CPTED analysis focuses on
creating changes to the physical and social environment that will
reinforce positive behavior.
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CPTED builds on three strategies:

O Territoriality (using buildings, fences, pavement, signs, and
landscaping to express ownership)

O Natural surveillance (placing physical features, activities, and
people to maximize visibility)

O Access control (the judicial placement of entrances, exits,
fencing, landscaping, and lighting)

A CPTED analysis of a building evaluates crime rates and
stability, as well as core design shortcomings of the physical
environment (e.g., blind hallways, uncontrolled entries, or
abandoned areas that attract problem behavior). The applica-
tion of CPTED principles starts with a threat and vulnerability
analysis to determine the potential for attack and what needs
to be protected. Protecting a building from physical attack by
criminal behavior or terrorist activity, in many cases, only reflects
a change in the level and types of threats. The CPTED process
asks questions about territoriality, natural surveillance, and ac-
cess control that can:

O Increase the effort to commit crime or terrorism
O Increase the risks associated with crime or terrorism
O Reduce the rewards associated with crime or terrorism

O Remove the excuses as to why people do not comply with the
rules and behave inappropriately

The CPTED process provides direction to solve the challenges of
crime and terrorism with organizational (people), mechanical
(technology and hardware), and natural design (architecture
and circulation flow) methods.

CPTED concepts can be integrated into expansion or recon-
struction plans for existing buildings as well as new buildings.
Applying CPTED concepts from the beginning usually has
minimal impact on costs, and the result is a safer building. Each
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building, facility, and community should institute measures ap-
propriate for their own circumstances because there is no single
solution that will fit all situations.

Many CPTED crime prevention techniques for a building comple-
ment conventional terrorism and physical attack prevention
measures. For example, as part of the CPTED strategy of im-
proving territoriality, buildings are encouraged to direct all visitors
through one entrance that offers contact with a receptionist who
can determine the purpose of the visit and the destination, and
provide sign-in/sign-out sheets and an identification tag prior to
building access. These CPTED measures are similar to and com-
plement physical security entry control point stations.

However, in some cases, CPTED techniques can conflict with
basic physical security principles. The CPTED strategy of natural
surveillance calls for locating parking in areas that allow ease of
monitoring. A design that locates parking close to a building or
office also reduces vehicle stand-off and could create a vulnera-
bility of the building structure to a vehicle bomb. In cases where
CPTED techniques conflict with security principles, designers
should seek innovative solutions tailored to the unique situation.
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BUILDING DESIGN GUIDANCE 3

his chapter addresses explosive blast and CBR concerns

from terrorist attacks, highlighting mitigation measures

that may be applied to building elements, including archi-
tectural, structural, and building envelope systems. After the site
design considerations to enhance protection presented in Chapter
2 have been taken into account (recognizing that many may not
be applicable to buildings in urban settings), additional building
design measures, such as hardening, must be considered to protect
building occupants. That is, when the desired level of protection
cannot be achieved through site design, building envelope de-
sign measures must be considered. Catastrophic collapse of the
building is a primary concern. Historically, the majority of fatalities
that occur in terrorist attacks directed against buildings are due to
building collapse. This was true for the Oklahoma City bombing in
1995 when 87 percent of the building occupants who were killed
were in the collapsed portion of the Murrah Federal Building; how-

ever, other threats such as CBR agents should also be considered.

When considering mitigation measures for explosive blast threats,
the primary strategy is to keep explosive devices as far away from
the building as possible (maximize stand-off distance). This is
usually the easiest and least costly way to achieve a desired level of
protection. In cases where sufficient stand-off distance is not avail-
able to protect the building, hardening of the building’s structural
systems may be required, as well as design to prevent progressive
collapse. In addition, designers should try to minimize hazardous
flying debris during an explosive event because a high number

of injuries can result from flying glass fragments and debris from
walls, ceilings, and non-structural features. The hardening of the
building envelope should be balanced so that the columns, walls,
and windows have approximately equal response for damage and
injury/casualty for the design basis threat weapon at the available
stand-off distance. Window design is the element that is usually
the most diverse in conventional construction. Good blast engi-
neering is a multi-disciplinary effort that requires the concerted
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efforts of the architect, structural engineer, mechanical engineer,
and the other design team members in order to achieve a bal-

anced building envelope.

When considering mitigation measures for CBR hazards, the HVAC
systems are of particular concern. A building can provide protec-
tion against CBR agents released outdoors if the flow of fresh air is
filtered or interrupted; however, HVAC systems can also become an
entry point and distribution system for hazardous contaminants. If
installed, HVAC air filtration and air-cleaning systems can reduce
the effects of a CBR agent by removing the contaminants from the
air within a building. There are a variety of ways to protect building
occupants from airborne hazards. These protective measures can be
as simple as defining a protective action plan or as complex as strict

design measures practical only for new construction.

Building design should be optimized to facilitate emergency
evacuation, rescue, and recovery efforts through effective place-
ment, structural design, and redundancy of emergency exits and
critical mechanical/electrical systems. Through effective structural
design, the overall damage levels may be reduced to make it easier
for people to get out safely and allow emergency responders to
enter safely. The designer must also balance measures to protect
people with the requirements of the ADAAG, UFAS, NFPC, and
all applicable local building codes.

The primary focus of this chapter is the protection of buildings
where the occupants are the primary asset. In this case, the objec-
tive of the designer is to save lives by mitigating building damages
and reducing the chances of catastrophic collapse of the building,
at least until the building is fully evacuated. The measures de-
scribed in this chapter are designed to minimize the loss of life
through deterrence and detection, as well as strengthening of the
building against a variety of terrorist tactics. The design team must
determine which measures are appropriate and cost-effective for
incorporation into the building design. The measures presented
here are not all-inclusive, and additional technical information for
implementation can be found in the referenced documents.
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3.1 ARCHITECTURAL

A'lot can be done architecturally

to mitigate the effects of a terrorist
bombing on a facility. These mea-
sures often cost nothing or very little
if implemented early in the design
process. Architectural considerations
include building configuration, space
design, and building detailing. It

is recommended that architects be
brought into the design process as
early as site selection, to optimize

the protection provided. FEMA 430
contains an expanded discussion of
incorporating security components in
architectural design.

3.1.1 Building
Configuration

The vertical or horizontal profile of
a building has implications for its
protection. As with the discussion of
clustered versus dispersed buildings,
designers should balance a number
of relevant considerations to the ex-
tent that site, economic, and other
factors allow. Some of the relevant
considerations include the following:

Low, Large-footprint Buildings:

Leadership in Energy and Environmental Design (LEED)

As with CPTED, some of the Leadership in Energy and Environmental
Design (LEED) concepts complement security concerns and others conflict
with physical security principles. The LEED Green Building Rating System
represents the U.S. Green Building Council's (USGBC's) effort to provide

a national standard for what constitutes a “green building.” Through

its use as a design guideline and third-party cerfification tool, it aims to
improve occupant well-being, environmental performance, and economic
returns of buildings using established and innovative pracices, standards,
and technologies." LEED is a voluntary building assessment tool that is
most applicable to commercial, institutional, and high-rise residential
construction. Owners, architects, and engineers must work together to sirike
a balance between building design objectives.

LEED looks af six basic categories: Sustainable Sites, Water Efficiency,
Energy and Atmosphere, Materials and Resources, Indoor Environmental
Quality, and Innovation and Design Process. Within each category, points
are awarded for achieving specific goals. A total of 69 points is possible. A
score of 26-32 points achieves basic certification; 33-38 achieves Silver; 39-
51 achieves Gold; and 52-69 points achieve Platinum certification. The LEED
rafing is awarded after the project has been documented by the USGBC.

Another goal in the LEED effort is to encourage more sustainable construction
practices. LEED encourages manufacturers to provide materials that:

O contain high recycled content and sustainable use raw materials
O are manufactured close to the construction site
O have low volatile organic compound emissions
O are designed to minimize energy consumption and packaging

1 U.S. Green Building Council, LEED Green Building Rating System for New Construction & Major
Renovations Version 2.1, November 2002. http://www.usghc.org

O Distribute people, assets, and operations across a wider area,

to limit damage

O Use vegetation, terrain, and other screening elements to

protect from hostile surveillance

O Maximize the benefits of green roof technologies, which can help

reduce a building’s heat signature and lower its visual profile
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O Require the use of additional measures (at additional cost)
to prevent introduction of CBR agents due to easier access to
HVAC intakes by intruders

Tall, Small-footprint Buildings:

O Suffer damage to a greater percentage of their facades,
structures, and interiors at best, and catastrophic damage or
collapse at worst, should a large blast occur near the building if

not constructed with progressive collapse prevention in mind

O Elevate occupied areas above vegetation, terrain, and other
screening elements, making it potentially more difficult to

protect interior spaces from outside surveillance

O Minimize the amount of impervious surface, contributing to
a reduction in stormwater runoff, which reduces the need
for culverts, drainage pipes, manholes, and other covert site
access and weapon concealment opportunities

O Provide greater opportunity to elevate HVAC intakes to
prevent the introduction of CBR agents

The shape of the building may also contribute to the overall
damage to the structure. For example, “U” or “L.” shaped build-
ings tend to trap shock waves, which may exacerbate the effect of
explosive blasts. For this reason, it is recommended that re-entrant
corners be avoided. In general, convex rather than concave shapes
are preferred for the exterior of the building. For example, cir-
cular buildings act to reduce the air-blast pressures because the
angle of incidence of the shock wave increases more rapidly than
in a rectangular building. The following design considerations are

recommended:

O Reduce a building’s vulnerability to attack by using earth-
sheltered design

O Orient buildings horizontally rather than vertically to reduce
the building’s profile and exposure

O Place the ground floor elevation of a building at 4 feet above
grade to prevent vehicle ramming
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SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

O Avoid eaves and overhangs, because they can be points of high
local pressure and suction during blasts; when these elements
are used, they should be designed to withstand blast effects

O Orient glazing perpendicular to the primary facade to reduce
exposure to blast and projectiles (see Figure 3-1)

Glazed Areas

Window Oriented Perpendicular to
Primary Building Facades7

) —————— T
-ttt

Building Interior

Primary Building Facade
(Street Side)

Figure 3-1 Glazed areas perpendicularly oriented away from streets

O Avoid exposed structural elements (e.g., columns) on the
exterior of the facility

O Provide pitched roofs to allow deflection of launched
explosives

O Avoid re-entrant corners on the building exterior where blast
pressures may build up (see Figure 3-2)

BUILDING DESIGN GUIDANCE

3-5



Re-entrant Corners

Building Interior

Re-entrant Corners in a Floor Plan

Figure 3-2 Re-entrant corners in a floor plan

3.1.2 Space Design

Unsecured areas should be physically separated from the main
building to the extent possible. For example, a separate lobby
pavilion or loading dock outside the main footprint provides
enhanced protection against damages and potential building col-
lapse in the event of an explosion. Similarly, placing parking areas
outside the main footprint of the building can be highly effective
in reducing the vulnerability to catastrophic collapse.

The protection of the building interior can be divided into two cate-
gories: functional layout and structural layout. In terms of functional
layout, public areas such as the lobby, loading dock, mail room, ga-
rage, and retail areas need to be separated from the more secured
areas of the facility. This can be done by creating internal “hard
lines” or buffer zones, using secondary stairwells, elevator shafts, cor-
ridors, and storage areas between public and secured areas.

In lobby areas, the architect would be wise to consider the
queuing requirements in front of the inspection stations so that
visitors are not forced to stand outside during bad weather condi-
tions or in a congested line inside a small lobby while waiting to
enter the secured areas.
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Emergency functions (e.g., sprinkler systems and generators,
which are critical for mitigating the effects of an explosion) and
elevator shafts should be placed away from internal parking areas
and loading docks. In the 1993 World Trade Center bombing
incident, elevator shafts became chimneys, transmitting smoke
and heat from the explosion in the basement to all levels of the
building. This hindered evacuation and caused smoke inhalation
injuries. When it is not possible to separate mechanical areas and
parking, the walls need to be designed to resist explosive forces.

The following design measures should be considered:

O Do not collocate high-risk facilities with lower risk tenants. For
example, a post office or supply center/room should not be

located in the same building as a childcare facility.
O Locate key assets as far into the interior of a building as possible.
O Place areas of high visitor activity away from key assets.

O Locate critical assets in spaces that are occupied 24 hours
per day.

O Locate assets in areas where they are visible to more than one

person.

O Eliminate hiding places within the
building.

O Use interior barriers to differentiate

levels of security within a building.

O Stagger doors located across from
one another in interior hallways to
limit the effects of a blast through a

structure (see Figure 3-3). Building Interior

O Provide foyers with reinforced
concrete walls, and offset interior

and exterior doors.

O Consider methods to facilitate the

SOURCE: U.S. AIR FORCE, INSTALLATION FORCE PROTECTION GUIDE

venting of explosive forces and
gases from the interior spaces to the Figure 3-3 Offset doors through foyer
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outside of the structure. Examples of such methods include the
use of blow-out panels and window system designs that provide
protection from blast pressure applied to the outside, but that
readily fail and vent if exposed to blast pressure on the inside.

O Physically isolate lobbies, mailrooms (includes various mail
processing areas), loading docks, and other entry and storage
areas from the rest of the building. These are areas where bulk
quantities of CBR agents are likely to enter a building. Building
doors, including vestibule and loading dock doors, should

remain closed when not in use.

O Design buildings so that lobbies, mailrooms, and loading docks
do not share a return-air system or return pathway (e.g., ceiling
plenum) with other areas of the building. Some of these
measures are more feasible for new construction or buildings

undergoing major renovation.

3.1.3 Other Design Considerations

When designing high-risk buildings, engineers and architects
should consider the following:

O Safe havens. The innermost layer of protection within a
physical security system is the safe haven. Safe havens are
not intended to withstand a disciplined, paramilitary attack
featuring explosives and heavy weapons. The safe haven
should be designed such that the time attackers need to
penetrate the protected area is greater than the time that first
responders need to reach the protected area. For additional
information on safe havens, see FEMA 428, Primer to Design
Safe School Projects in Case of Terrorist Attacks.

O Office locations. Offices considered to be high risk (more
likely to be targeted by terrorists) should be placed or glazed
so that the occupants cannot be seen from an uncontrolled
public area such as a street. Whenever possible, these spaces
should face courtyards, internal sites, or controlled areas.

If this is not possible, suitable obscuring glazing or window
treatment should be provided, including ballistic-resistant
glass, blast curtains, or other interior protection systems.
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O Mixed occupancies. High-risk tenants should not be housed
with low-risk tenants. Terrorists may identify some targets
based on their symbology, visibility, ideology, political views,

potential for publicity, or simply the consequences of their loss.

O Public toilets and service areas. Public toilets, service spaces,
or access to vertical circulation systems should not be located
in any non-secure areas, including the queuing area before

visitor screening at the public entrance.

O Retail uses in the lobby. Retail and other mixed uses, which have
been encouraged in public buildings by the Public Buildings
Cooperative Use Act of 1976, create spaces that are open and
inviting. Although important to the public nature of the build-
ings, the presence of retail and other mixed uses may present a
risk to buildings and their occupants and should be carefully con-
sidered on a project-specific basis during project design. In areas
exposed to potential terrorist attacks, retail and mixed uses may
be accommodated through such means as separating entryways,
controlling access, and hardening shared partitions, as well as
with special security operational countermeasures.

O Stairwells. Stairwells required for emergency egress should be
located as remotely as possible from areas where blast events
might occur and, wherever possible, should not discharge into
lobbies, parking, or loading areas.

O Mailroom. The mailroom should be located away from facility
main entrances areas containing critical services, utilities,
distribution systems, and important assets. In addition, the
mailroom should be located at the perimeter of the building
with an outside wall or window designed for pressure relief. It
should have adequate space for explosive disposal containers.
An area near the loading dock is a preferred mailroom
location. Where these rooms are located in occupied areas
or adjacent to critical utilities, walls, ceilings, and floors, they
should be blast- and fragment-resistant. Significant structural
damage to the walls, ceilings, and floors of the mailroom
is acceptable; however, the areas adjacent to the mailroom
should not experience severe damage or collapse.
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O Nons-structural elements. False ceilings, light fixtures, venetian
blinds, ductwork, air conditioners, and other equipment may
become flying debris in the event of an explosion. Wherever
possible, it is recommended that the design be simplified
to limit these hazards. Placing heavy equipment such as air
conditioners near the floor rather than the ceiling is one idea;
using curtains rather than venetian blinds, and using exposed

ductwork as an architectural device are others.

3.2 BUILDING STRUCTURAL AND NON-
STRUCTURAL SYSTEMS

3.2.1 Building Design to Achieve a Desired
Protection Level

The assessment process described in Chapter 1 determines the
level of protection sought for the building structure and defines
the threat/hazard specific to the facility. Explosive blast threats
usually govern building structural design for high-risk buildings.
A structural engineer should determine the building design fea-
tures needed to achieve the desired level of protection against the
design blast threat, considering collapse of the building, as well as
incipient injuries and fatalities. In addition, Chapter 4 discusses

other structural systems related to explosive blast.

3.2.2 Progressive Collapse

Progressive collapse is a situation where local failure of a primary
structural component leads to the collapse of adjoining mem-
bers, which, in turn, leads to additional collapse. Hence, the total
damage is disproportionate to the original cause. Progressive col-
lapse is a chain reaction of structural failures that follows from
damage to a relatively small portion of a structure. Information on
progressive collapse can also be found in FEMA 427, Primer for De-
sign of Commercial Buildings to Mitigate Terrorist Attacks.

All buildings should be designed with the intent of reducing the
potential for progressive collapse as a result of an abnormal loading
event, regardless of the required level of protection. The following
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structural characteristics (from GSA Progressive Collapse Analysis and
Design Guidelines for New Federal Office Buildings and Major Modern-
ization Projects, November 2000) should be considered in the initial
phases of structural design. Incorporation of these features will
provide a more robust structure and decrease the potential for pro-
gressive collapse. Designers should consider the following:

O Redundancy. The use of redundant lateral and vertical force
resisting systems is highly encouraged when considering
progressive collapse. Redundancy tends to promote a more
robust structure and helps to ensure that alternate load paths
are available in the case of a structural element(s) failure.
Additionally, redundancy provides multiple locations for
yielding to occur, which increases the probability that damage

will be constrained.

O The use of ductile structural elements and detailing. It is
critical that both the primary and secondary structural
elements be capable of deforming well beyond the elastic
limit, without experiencing structural collapse. The use
of ductile construction materials (i.e., steel, cast-in-place
reinforced concrete, etc.) for both the structural elements
and connection detailing is encouraged. The capability of
achieving a ductile response is imperative when considering
an extreme redistribution of loading such as that encountered

in structural element(s) failure.

O Capacity for resisting load reversals. Both the primary and
secondary structural elements should be designed to resist
load reversals in case of a structural element(s) failure.

O Capacity for resisting shear failure. Primary structural
elements maintain sufficient strength and ductility under an
abnormal loading event to preclude a shear failure. If the
shear capacity is reached before flexural capacity, the sudden,
non-ductile failure of the element could potentially lead to a

progressive collapse of the structure.

Both the GSA and DoD take a threat-independent approach to
progressive collapse. The goal of a threat-independent approach
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is not to prevent collapse from a specific design threat, but to
control and stop the continuing spread of damage after localized
damage or localized collapse has occurred.

The GSA and DoD require that the structural response of a
building be analyzed in a test that removes a key structural ele-
ment (e.g., vertical load carrying column, section of bearing wall,
beam, etc.) to simulate local damage from an explosion. If ef-
fective alternative load paths are available for redistributing the
loads, originally supported by the removed structural element, the
building has a low potential for progressive collapse. The details
of the GSA and DoD guidelines and criteria can be found in GSA
Progressive Collapse Analysis and Design Guidelines for New Federal
Office Buildings and Major Modernization Projects (November 2000)
and DoD Unified Facilities Criteria (UFC) 4-010-01 (31 July 2002).
Although these criteria provide specific guidance on which struc-
tural elements must be analyzed for removal from the structural
design configuration, they do not provide specific guidance for
choosing an engineering structural response model for verifying
the effectiveness of alternate load paths.

Several other design codes and guidelines in use throughout the
world (notably in the United Kingdom and Sweden) require some
form of analysis or measures to reduce the potential for progres-
sive collapse. However, there is no specific engineering design
method prescribed for the structural design process to prevent
progressive collapse. Unless a building is being designed to meet
the GSA or DoD criteria, it is up to the owner and the design team
to decide how much progressive collapse analysis and mitigation

to incorporate into their design.

To address blast resistance (Chapter 4 contains a detailed discus-
sion of explosive blast theory) and to minimize the possibility of
progressive collapse, the priority of upgrades should be based on
the relative importance of a structural or non-structural element,

in the order below:

O Primary structural elements. These are the essential parts
of the building’s resistance to catastrophic blast loads and
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progressive collapse (e.g., columns, girders, roof beams, and

the main lateral resistance system).

O Secondary structural elements. These include all other load

bearing members (e.g., floor beams, slabs, etc.).

O Primary non-structural elements. These are the elements
(including their attachments) that are essential for life safety
systems or elements that can cause substantial injury if failure
occurs (e.g., ceilings or heavy suspended mechanical units).

O Secondary non-structural elements. These include elements
not covered in primary non-structural elements (e.g.,

partitions, furniture, and light fixtures).

Priority should be given to the critical elements that are essential

to mitigating the extent of collapse. Designs for secondary struc-
tural elements should minimize injury and damage. Consideration
should be given to reducing damage and injury from primary as well
as secondary non-structural elements. For example, if an explosive
event causes the local failure of one column, which results in major
collapse within a structural bay, a design that mitigated progressive
collapse would preclude the additional loss of primary structural
members beyond this localized damage zone (i.e., the loss of ad-
ditional columns, main girders, etc.). This would not necessarily
preclude the additional loss of secondary structural or non-struc-
tural elements outside the initial zone of localized damage, provided
the loss of such members is acceptable for that performance level

and the loss does not precipitate the onset of progressive collapse.

3.2.3 Loads and Stresses

Structures should be designed to resist blast loads. The DoD desig-
nates the level of blast protection a building must meet based on
how many occupants it contains and its function. The demands on
the structure will be equal to the combined effects of dead, live,
and blast loads. Blast loads or dynamic rebound may occur in di-
rections opposed to typical gravity loads.
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For purposes of designing against progressive collapse, loads
should be defined as dead load plus a realistic estimate of actual
live load. The value of the live load may be as low as 25 percent
of the code-prescribed live load. The design should use ultimate
strengths with dynamic enhancements based on strain rates. Al-

lowable responses are generally post elastic.

3.2.4 Good Engineering Practice Guidelines

The following guidelines are commonly used to mitigate the effects
of blast on structures and to mitigate the potential for progessive
collapse. Details and more complete guidance are available in the
references below. These guidelines are not meant to be complete,
but are provided to assist the designer in the initial evaluation and
selection of design approaches. For higher levels of protection from blast,
castin-place reinforced concrete is normally the construction type of
choice. Other types of construction such as properly designed and
detailed steel structures are also allowed. Several material and con-
struction types, although not disallowed by these criteria, may be
undesirable and uneconomical for protection from blast.

O Consider incorporating internal

The following additional references are recommended: damping into the structural

O Biggs, John M. Infroduction to Structural Dynamics. McGraw-Hill. system to absorb the blast impact.

O The use of symmetric

O The Institute of Structural Engineers. The Siructural Engineer’s reinforcement can increase the

O Mays, G.S. and Smith, P.D. Blast Effects on Buildings: Design of
Buildings to Optimize Resistance fo Blast Loading. Thomas Telford
Publications, 1 Heron Quay, London E14 41D. (1995). reduce the incidence of flying

Response fo Explosive Damage. SETO, Ltd., 11 Upper Belgrave Street,
London SW1X8BH. (1995).

ultimate load capacity of the

structure.

O Consider wire mesh in plaster to

fragments.

O National Research Council. Protecting Buildings from Bomb Damage.

National Academy Press. (1995).

O Avoid the use of masonry when
blast is a threat. Masonry walls
break up readily and become
secondary fragments during
blasts.
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O The use of multiple barrier materials and construction
techniques can sometimes accomplish the same goal with less
expense than a single material or technique.

O The designer should recognize that components might act in
directions for which they were not designed. This is due to
the engulfment of structural members by blast, the negative
phase, the upward loading of elements, and dynamic rebound
of members. Making steel reinforcement (positive and nega-
tive faces) symmetric in all floor slabs, roof slabs, walls, beams,
and girders will address this issue. Symmetric reinforcement
also increases the ultimate load capacity of the members.

O Lap splices should fully develop the capacity of the
reinforcement.

O Lap splices and other discontinuities should be staggered.

O Deflections around certain members, such as windows, should
be controlled to prevent premature failure. Additional rein-
forcement is generally required.

O In general, column spacing should be minimized so that rea-
sonably sized members can be designed to resist the design
loads and increase the redundancy of the system. A practical
upper level for column spacing is 30 feet for the levels of blast

loads described herein.

O In general, floor to floor heights should be minimized. Unless
there is an overriding architectural requirement, a practical

limit is generally less than or equal to 16 feet.

O Itis recommended that the designer use fully grouted and
reinforced concrete masonry unit (CMU) construction when
CMU is selected.

O TItis essential that the designer actively coordinate structural
requirements for blast with other disciplines, including

architectural and mechanical.
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O The use of one-way wall elements spanning from floor-to-
floor is generally a preferred method to minimize blast loads

imparted to columns.

O In many cases, the ductile detailing requirements for seismic
design and the alternate load paths provided by progressive
collapse design assist in the protection from blast. The
designer must bear in mind, however, that the design
approaches are, at times, in conflict. These conflicts must be
worked out on a case by case basis.

O Itis recommended that architectural or structural features
be used that deny contact with exposed primary vertical load
members. A minimum stand-off of at least 6 inches from these

members is required.

3.2.5 Building Materials

All building materials and types acceptable under model
building codes are allowed; however, special consideration
should be given to materials that have inherent flexibility and
that are better able to respond to load reversals (i.e., cast in
place reinforced concrete and steel construction). Careful de-
tailing is required for material such as pre-stressed concrete,
pre-cast concrete, and masonry (brick and concrete masonry
unit) to adequat